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Exercise Workbook Overview

Lab Exercises:

The exercises in this Exercise Workbook were developed for use with the CMB-310-1i Citrix XenApp and
XenDesktop course. The virtual machines in this lab are running on Windows Server 2016 and Windows
10 Desktop.

At the completion of these exercises, you will gain valuable hands-on experience in installing, configuring,
administering and supporting XenApp, XenDesktop and Provisioning Services 7.13.

Lab Scenario:

WW Labs is a technical company whose infrastructure topology is centrally located in New York City,
referenced as NYC in the company naming convention. The CTO has authorized the purchase of
XenDesktop Platinum licenses. This license edition includes all of the features of both XenApp,
XenDesktop, and Provisioning Services. The Lead Citrix Architect has tasked the Citrix Administrator
team to implement a Proof of Concept (POC) XenApp, XenDesktop, and Provisioning Services
environment utilizing the current implementation of Active Directory, DHCP, DNS, and SQL Server.
Pending the resultant POC, the Citrix Administrator team will be further tasked to scale the environment to
include redundancy and security considerations.

The Lead Citrix Architect has concluded that XenApp, XenDesktop, and Provisioning Services 7.13 meets
the company’s requirements and has instructed the Citrix Administrator team to validate this XenApp and
XenDesktop and PVS POC for three specific use cases:

v" HR User Group: Hosted Shared Desktop and Published Apps

v" Technician User Group: Hosted VDI (Random/Non-Persistent)

v' Designer User Group: Remote PC

You are a Citrix Administrator on the WW Labs Citrix Administrator team and you have been tasked to
assist with this implementation.



Lab Environment Overview

New York City (NYC) WW Labs Initial Proof of Cancept (POC) Design
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SERVER LIST
Virtual Machine Name IP Address Operating System Description
NYC-ADS-001 192.168.10.11  Windows Server 2016 Domain Controller, DNS, DHCP
NYC-SQL-001 192.168.10.21  Windows Server 2016 SQL Server
NYC-FSR-001 192.168.10.17 Windows Server 2016 File Server, Print Server,
License Server
NYC-XDC-001 192.168.10.46  Windows Server 2016 Delivery Controller
NYC-XDC-002 192.168.10.47  Windows Server 2016 Delivery Controller
NYC-STF-001 192.168.10.31  Windows Server 2016 StoreFront 3.8
NYC-STF-002 192.168.10.32  Windows Server 2016  StoreFront 3.8
NYC-PVS-001 Windows Server 2016  Provisioning Services Server
NYC-PVS-002 Windows Server 2016  Provisioning Services Server
NYC-MAN-001 192.168.10.59  Windows Server 2016 Server OS VDA — Manually
Provisioned
NYC-SRV-001 DHCP Windows Server 2016 Server OS VDA — MCS
Provisioned
NYC-DTP-001 DHCP Windows 10 Desktop OS VDA 7.13
NYC-WRK-001 192.168.10.56 Windows 10 Managed Endpoint
NYC-WRK-002 192.168.10.61 Windows 10 Internal Design Workstation
NYC-WRK-004 DHCP Windows 10 Existed Machine to add into a
PVS device collection
NYC-VNS-001 192.168.10.100 11 Build 64.34 NetScaler
NYC-NIC-001 192.168.10.118 11 Build 64.34 NetScaler Insight Center
NYC-TDS-MST DHCP Windows Server 2016 NYC-SRV-MST after imaging -

PVS
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User Name

Workspacelab\Administrator

Administrator
Citrix

Workspacelab\HR1
Workspacelab\Engineerl
Workspacelab\Marketing1
Workspacelab\XDAdmin
Workspacelab\HDAdmin

DHCP

DHCP

DHCP

192.168.10.48

192.168.10.60

DHCP

DHCP

Windows Server 2016

Windows 10

Windows 10

Windows Server 2016

Windows 10

Windows Server 2016

Windows 10

Password

Passwordl

Password1
Password1
Password1
Password1

Password1

Passwordl
Password1

Server OS VDA — Provisioned
from PVS XenDesktop Setup
Wizard

Desktop OS VDA — Provisioned
from PVS XenDesktop Setup
Wizard

Desktop OS VDA — Provisioned
from PVS Streamed Setup
Wizard

Windows 2016 Master
Template - MCS

Windows 10 Master Template -
MCS

Windows 2016 Master
Template - PVS

Windows 10 Master Template -
PVS

Description

Domain Administrator
(workspacelab.com)
Local (non-domain) user
Local (hon-domain) user
HR User

Engineering User
Domain User
XenDesktop Admin
License Administrator



LAB ACCESS

Once connected to the Student Desktop, launch both the lab management consoles: the Remote Desktop
Connection Manager and XenCenter as shown in the example below.

The icon to launch the Remote Desktop Connection Manager is named CMB-310.rdg and the icon to
launch XenCenter is Citrix XenCenter.

You will primarily use the Remote Desktop Connection Manager to log on and interact with your virtual
lab machines. You will primarily use XenCenter to manage the power state of the virtual machines and
manage the mounting and un-mounting of ISOs used in installations.

(]

% NYC-ADS-001 - Remote Desktop Connection Manager 27

File View Pool Sever VM Sto

Qsck + @ Forward - Byacan Fle Edt Soson View RemoteDosktops Toos _Hep
: Q

= %3 CMB310
NYCADS 001
WCSDTPMST
WCSSRYMST
=0 NYCDTP-001
@ MCS-DTP-msT e
@ MCS-SRV-MST Attt
i@ NvC-ADS-001 NYCPVS001
I NYC-FSR-001 NYCPVS002
I NYC-MAN-001 NYCSaL001
T NYC-NIC-001 NYC:SRVA01
NYCSTFO01
NYCSTF002
NYCTOD001
% mi:?::g' NYC-TDD-002
ONVC T 001 NYC-TDS001
@ NYC-STF-002 NYCWRKD01
@ NYC-VNS-001 NYCWRK002
B NYC-WRK-001 NYC-WRK04 ~
S s CITRIX
1@ NYC-WRK-004 NYC-XDC-002
@ NYC-XDC-001 PVSDTR-UST .
© PUS SRVMUST
@ NYC-XDC-002 .
@ PVS-DTP-MST
Education
9 DVD drives
& Local SO SRXS
fg Local Storage
g Removable storage
8 T™P-DTP-002

5 (4 XenCenter

3 NYC-PVS-001
B NYC-PYs-002

Host Name: NYC-ADS-001

iy nfrastructure Logon Domain: WORKSPACELAB
W Otjects Operating System: Windows Server 2016 Datacenter
User Name: administrator
g"’"-“""""’“v"“” : IP Address: 192.168.10.11
‘Swediaiuhes -

A notifications @

Remote Desktop Connection Manager is pre-configured with the credentials required for this lab. To
select the credentials you wish to use as shown in the example below, right-click the machine and select
Connect server as.

CMB-310 File Properties X

Local Resources  Security Settings  Display Settings  Encryption Settings ~ Profile Management
File Settings ' |ogon Credentials Gateway Seftings Connection Settings  Remote Desktop Settings

Group name: MB-310|
Path name: C:\Users'localuser\Deskiop 'CMB-310.rdg
Comment;

Concel

10



Citrix Hands-on Labs

What are Hands-on Labs?

Hands-on Labs from Citrix Education allows you to revisit, relearn, and master the lab
exercises covered during the course. This offer gives you 25 days of unlimited lab access to
continue your learning experience outside of the classroom.

Why Hands-on Labs?

Practice outside of the classroom

Test before implementing

25 days of access

Certification exam preparation

Claim introductory pricing of $500 for 25 days of access.
Contact your Citrix Education representative or purchase online here.

You will receive a fresh set of labs, giving you
the opportunity to recreate and master each step
in the lab exercises.

Whether you are migrating to a new version of
aproductor discovered a product feature, you
previously did not know about, you could test it
out in a safe sandbox environment before
putting in live production.

Getunlimited access to the labs for 25 days
after you launch, giving you plenty of time to
sharpen your skills.

Getready foryour Citrix certification exam by
practicing test materials covered by lab
exercises.
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Module 3: Installing and configuring a XenApp
and XenDesktop Site

Overview:
This module presents the steps to implement the initial XenApp and XenDesktop components to create a
licensed Site.

A Site is the term used to represent the management scope of a XenApp and XenDesktop deployment.
To create this Site, we will address the following core tasks:

¢ Install, configure, and license a Citrix License Server

e Install and configure a Delivery Controller

e Create the Site and manage the Site databases

Before you begin:
Estimated time to complete Module 3 lab exercises: 55 minutes

Exercise 3-1: Install the Citrix License Server and the

Citrix License Server Administration Console

Scenario:

The Lead Citrix Architect has explained to the Citrix Administrator team that Citrix Leading Practice to
begin deployment of XenApp and XenDesktop is to start with licensing. That way, licensing is already
established when you configure the Site, so you only have to point to the license in order to continue.

You have been tasked with installing the Citrix License Server and the Citrix License Administration
Console.

The WW Labs initial Proof of Concept (POC) deployment has limited resources, so you have been tasked
to perform this installation on a server that will share several roles throughout this course. Many
organizations benefit from separating roles to dedicated servers, but in small deployments, such as a
POC, it may be acceptable to combine roles.

Step Action

1. | The following VMs are required before beginning the exercises for this Module; all others may
be powered down.

To power manage your VMs, switch to XenCenter, right-click on the VM in the left pane and
select Start or Shut Down. If prompted click Yes.

NYC-ADS-001
NYC-SQL-001
NYC-FSR-001
NYC-XDC-001

Note: These above VMs are listed in the start-up order.
2. | Using XenCenter, mount the XenApp and XenDesktop installation media ISO to NYC-FSR-
001.
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To mount the installation media ISO, select NYC-FSR-001 in the left pane of XenCenter. In
the right pane, select the Console tab. Using the DVD Drive 1: drop-down menu, select
XenApp_and_XenDesktop 7 13.iso0.

9 KenCenter m

File  View Pool Server VM  Storage Templates Tools Help

o Back - Forward Add New Server MNew Pool ﬁ Mew Storage Hjl New VM @ Shut Down @ Rebog

Search Q.|[E® NYC-FSR-001 on "CMB-310-11
N
5 {p XenCenter General Memory Storage Networking Console Performance Snapshots Search
= @ cmB-310-11
[ MC5-DTP-MST DIPIIERS  Xenfpp_and_XenDesktop_7_13.is0 Eject

[ MCS-SRV-MST
[ Nve-ADS-001

Ly rse.on|

[ NYC-MAN-001
[ NyC-NIC-001

[ NYC-PYS-001

[ NYC-PYS-002

p

Note: If there are no ISOs listed in the DVD Drive 1: drop-down menu, then the Local ISO
Storage Repository (SR) that contains the 1SO library may need to be re-scanned. To perform
the rescan, select Local ISO SR XS from the left pane of XenCenter. Then, in the right pane
select the Storage tab and click on the Rescan button. This task may need to be repeated
later in the course.

€ KenCenter (T -

File View Pool Server WM  Storage Templates Tools  Help

Q ack - () Forward [T Add New Server New Pool T3] New Storage ] Mew VM Shut Down Reboot Suspend
Search. Q E Local ISO SR XS Logged in as: Local root acc

N
= {.p XenCenter General Storage  Search

= [% cmB-310-11
[@ MCS-SRV-MST
[@ NYC-ADS-001 Disks
(@ NYC-FSR-D01
[@ NYC-MAN-001
@ NYC-MIC-001 ProvisioningServices7 13.iso 612.5 MB
@ NYC-PVS-001 PVSBDM.iso 1.2MB
[ NYC-PYS-002 XenApp_and_XenDesktop_7_13.iso 23GB  MYC-FSR-001

[ nvec-saL-cot Office_Professional_Plus_2016_64Bi... 951 MB
@ NYC-STF-001 - -

@ NyC-STF-002
@ NYC-VNS-001
[ NYC-WRK-001
[@ NYC-WRK-002
[@ NYC-WRK-003
@ NYC-WRK-004
(@ NYC-XDC-001
[@ NYC-XDC-002
[[@ PVS-DTP-MST
[@ PVS-SRV-MST
% DVD drives

= Local I50 SR S|

gl Local Storage

% Removable storage
NYC-DTP-TMP Rescan Properties Move... Delete
TMP-DTP-002

MName Description Size Virtual Machine

Note: If the above rescan of the Local ISO SR XS does not show the specific ISO for
installation: XenApp _and XenDesktop 7 13.is0, then please tell your instructor.

Using the Remote Desktop Connection Manager, connect to NYC-FSR-001.
To log on to NYC-FSR-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
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Launch the installation for the Citrix License Server.

Open the File Explorer application from the Windows Taskbar. Click on This PC on the left.
Double-click the green Citrix logo next to CD Drive under Devices and drives.

CD Drive (Dx) X4 and XD

L' 0 bytes free of 232 GB
UDF

Note: If the main XenApp and XenDesktop menu screen does not launch after double-clicking
the green Citrix logo, then double-click the AutoSelect.exe file.

On the Deliver applications and desktops to any user, anywhere, on any device screen, click
Start next to the XenDesktop option.

Deliver applications and desktops to any user, anywhere,
on any device.

» Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

XenApp Deliver applications " Start

XenDesktop peliver applications and desktops Start

Cancel

CiTRIX

Note: XenApp and XenDesktop share infrastructure components. Choosing to click on the
Start option for XenApp will present the same components for install. The difference is in the
title at the top of the next screen.

Select Citrix License Server.
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XenDesktop 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

i Start here. Select and install the Delivery Controller Install this agent to deliver applications and
and other essential services like License Serverand |  desktops from server-based VMs or physical
StoreFront. i machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password
Reset

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication
Service

Services and Support

Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

Note: The wizard displays all possible installation options that are compatible with the
Operating System of the machine that you are on.

7. | Review the Software License Agreement page. If you agree, respond to the Software License
Agreement and then click Next.
8. | Onthe Core Components page, leave the default install location and click Next.
Note: You have not been tasked to perform any custom installations in the implementation of
this POC.
9. | On the Firewall page, leave the default selection of Automatically and click Next.
Note: We are opening the ports required for license communication and these ports should
be checked and opened with a network security team.
Review: The ports for Citrix Licensing are:
e 27000: Citrix License Server Manager Port
e 7279: Citrix Vendor Daemon Port
e 8082: License Administration Console Web Server Port
e 8083: Citrix Web Services for Licensing Port
10 | On the Summary page, review the summary and click Install.
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XenDesktop 7.13 Summary
Review the prerequisites and confirm the components you want to install.

Installation directory

C:\Program Files\Citrix

Summary

Core Components

Install
License Server

Finish .
s Firewall

TCP Ports: 7279, 27000, 8083, 8082

11

On the Finish page, click Finish.
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Switch back to XenCenter and eject the XenApp and XenDesktop installation media 1SO.

To eject the installation media 1SO, select NYC-FSR-001 in the left pane of XenCenter. In the
right pane, select the Console tab and click Eject to remove.
XenApp_and_XenDesktop_7_13.iso from the DVD Drive 1.

Note: The Eject option can be difficult to see. It is an underlined word to the right side of the
DVD Drive 1 drop-down menu.

Key Takeaways:

The Citrix License server uses port 27000, 7279, 8082 and 8083.

Citrix recommends installing the Citrix License Server on a dedicated server, but for smaller
deployments such as this POC, shared role servers are sometimes acceptable to help save
resource consumption.

Exercise 3-2: Activate, allocate and download a License

File

Scenario:
Another Administrator on the Citrix team at WW Labs was tasked to allocate a Platinum edition product

license.

This exercise reviews the Citrix License allocation process steps taken by another Administrator on the
Citrix team. This exercise is for review purposes only, none of the below steps will be performed.
As a result of another administrator on your Citrix team, a XenDesktop Platinum Edition license file has

already
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Both methods of license management through the Citrix Licensing Manager and the Citrix License
Administration Console are reviewed in this exercise.

1.

Using the Remote Desktop Connection Manager, confirm you are still connected to NYC-
FSR-001.

Note: In a previous exercise, you had logged on to NYC-FSR-001 using the following
credentials to make the connection:
e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-FSR-001 by
right-clicking this machine and selecting Connect server.

The administrator opened an Internet browser window and navigated to the
www.citrix.com/myaccount webpage and logged in.

& httpsi/fidentity.citric.com/Utili/STS/Sigr O ~ @ & | @ Signin %

File  Edit ‘View Favorites Tools  Help

CITRIX

Sign In

Password

Reset password

[ Keep me signed in
Sign in

Create Citrix Account

Can't access your account? Let us knowl
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LS [ https /o citriz.com/sccount him

File Edit View Favorites Tools Help

CiTR!x Products  Downloads  Support & Services  Partners

My Account

Weicome nelitol23 (ID: 51244634)

A "Citrox Secunity” now offers the abifity to select a Secure or Open Access moded to vanous tools withn
Citrix.com Please chick here for more information

Licensing Support, Maintenance and Renewals

® Crea

* Rer

4 Manag wance Prograrms

© View th

Step-by-Step Renewal Guided®

¢ All Licensing Tools (Sotftware Marecrance. Apphance Mamtenance. Subscrgrion

Advantage)

Training and Certification o

Billing

© My Certificabon Manager
 Invoces

Contracts and Agreements

Account Profile

© Update My Profile

 Company

@ Administer Company Use

< Apphance Evaluation Agreement (AEA)

You also have access to

¢ Downloads

The administrator selected the All Licensing Tools option under the Licensing section.

Licensing
¢ Activate and Allocate Licenses
¢ View Licenses

¢ Previews/Betas - License Retrieval

¢ All Licensing Tools

The administrator selected Allocate.

Allocate
Activate and download your licenses

The administrator selected the Citrix XenDesktop Platinum Edition license that was just
allocated and clicked Continue.
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Select * Configure * Confim * Download Don't see your product? @
Continue M‘b pel Advanced Search Clear Search
Results per page (30 ~v| M 4 Page[1 |of1
M [# Name Code Order Number  Available ~ Purchased = Order Date | Expiration
I Citrix XenDesktop Platinum Edition ... CTX34-PERIL-7T66HW-FGQWC-4LGLY IN/A 700001 99 99 02 Nov 2016 31Jan 2017
Results per page (30 v| M 4 Page[1 |of1 )
Continue

The administrator entered the hostname of the Citrix License Server, NYC-FSR-001, in the

Host field ID and clicked Continue.

Overview View Licenses Activate and Allocate Licenses  Single Allocation Reallocate Redownload Return
Select * Configure * Confim °* Download ()
| Back J | Continue
Name Code Order Number Host ID Type Host ID Quantity/Available
Citrix XenDesktop Platinum Edi... CTX34-PEROL-T66HW-FGQWC4LGLY N/A /00001 +] (svcFsro01 - [09 s
Back , Continue

The administrator confirmed the following:
e Name: Citrix XenDesktop Platinum Edition - Evaluation x99 User Devise -
Electronic Software Delivery (90Day)
e Host ID: NYC-FSR-001

The administrator clicked Confirm to complete the allocation of the license file.

Home / My Account / All Licensing Tools
Overview View Licenses Activate and Allocate Licenses  Single Allocation  Reallocate Redownload Return
Select * Configure * Confirm °* Download (7]
Back Confirm
Host ID
Name Code Order Number = Host ID Quantity
Type
Citrix XenDesktop Platinum Edition - Evaluation x99 User Dev... CTX34-P6RIL-766HW-FGQWC-4LGLY N/A /00001 Host Name NYC-FSR- 99
001
Back Confirm

The administrator downloaded the license file to the C:\License\ directory on the NYC-FSR-

001 server. The license file was renamed, because of WW Labs policy to
XenAppAndXenDesktopTraining.lic.

Note: The extension of the license file is “.lic”. This file may be renamed to match your

company’s naming convention as long as you maintain the extension. This file can be opened

with a text editor like notepad. One reason for opening the file is to verify the hostname of the
Citrix License Server that was specified when downloading the license file. It is located near

the top middle with “HOSTNAME=

Note: The administrator could have also acquired and configured Citrix licensing by using the

Citrix Licensing Manager console. Citrix Licensing Manager enables downloading and

allocation of license files from the License Server on which the Citrix Licensing Manager is

installed. You can specify a date range for the historical usage and export it to a CSV file. The

CSV file provides daily usage information including the number of licenses in overdraft. The

Citrix Licensing Manager console is a web portal that is installed, in addition to the Citrix

Licensing Administration Console. By using the Citrix Licensing Manager, the administrator is
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not required to download a License file from the Citrix Web Portal. Instead, Citrix Licensing is
allocated and downloaded by entering the license code displayed at the license portal, in the
Citrix Licensing Manager.

9. | To launch the Citrix Licensing Manager the administrator clicked on Start and navigated to
Citrix to click on Citrix Licensing Manager.
C
l Citrix
9 | Citrix License Administration Co.
icensing Manager
10.| The Citrix Licensing Manager opengd in a web browser. The administrator then clicked on the
Allocate License tab. &
Citrix Licensing Manager Hello, WORKSPACEL...
Historical Use Update License(s)
Allocate License _
License Server Information
Type a License Access Code and click Display Licenses to view your available licenses. Citrix supplies the
Hostname  : NYC-FSR-001 workspacelab.com
License Access Code in an email P Address - 1921681017
License Access Code
‘ Enter License Acc ‘
11.| The administrator entered the License Access Code provided by Citrix and then clicked on the
Display Licenses button.
Citrix Licensing Manager Hello, WORKSPACEL...
Histarical Use Allocate License Update License(s)
Allocate License ) )
License Server Information
Type a License Access Code and click Display Licenses to view your available licenses. Citrix supplies the
Hostname  : NYC-FSR-001.workspacelab.com
License Access Code in an email P Address - 1921681017
|
b
12.| The administrator proceeded to obtain the Citrix Licensing file by clicking on the Allocate and

Download button.
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Citrix Licensing Manager Hello, WORKSPACEL...

Historical Use Allocate License Update License(s)

Allocate License

Type a License Access Code and click Display Licenses to view your available licenses. Citrix supplies the

License Server Information

Hostname  : NYC-FSR-001workspacelab.com
License Access Code in an email. P Address - 192168.1017

License Access Code

Change License Access Code

License results for LA-f= (R

Once you allocate and download all the licenses for a specific License Access Code, you cannot use that License Access Code again. To perform additional transactions with that code, logen
to My Account.

Product Name Quantity/Available Already Used Action/Progress

Citrix Repeater Plug-in | 4 |/4 1 Allocate and Download

Citrix XenDesktop Platinum Edition - Concurrent User Allocate and Download
Citrix Branch Repeater VPX 45 Mbps ‘ 1000 |/1000 0 Allocate and Download

Note: The Citrix Licensing Manager communicates with the Citrix Licensing Cloud portal and
downloads and installs the appropriate license on the local server.

13.| The administrator can confirm, the license installation, by launching the Citrix License
Administration Console to review the current licenses in the portal dashboard.

.
License Administration Console Help CITR!X'

«Dashboard | | Administration

Alerts Concurrent Licenses Vendor Daemon: CITRIX
@ & Product SA Date In Use (Available) Expiration
]
v Citrix EdgeSight for Endpeints|Concurrent
0 Critical 2016.0719 oty PERMAMENT

¥ Citrix Provisioning Server for DesktopsjConcurrent
2016.0719 02y PERMANENT

v Citrix Provisioning Services|Concurrent
20160713 PERMAMENT

v Citrix Storagelink EnterpriselConcurrent
2016.0719 PERMANENT

» Citrix XenApp Platinum[Concurrent

v Citrix XenDesktop Platinum|Concurrent
2016.0719 ol PERMANENT

v Citrix XenDesktop Platinum|Concurrent (Legacy)
2016.0719 oy PERMANENT

Key Takeaways:
e For additional information, follow the guidelines at http://support.citrix.com/article/CTX126387.
e When you download a license file, remember that the name of the license server must be
specified and that this text entry is case-sensitive.
e The Citrix Licensing Manager console can be used allocate and download Citrix Licenses to the
license server, without the need of downloading a license file from the Citrix.Com Manage
Licenses page.



http://support.citrix.com/article/CTX126387

Exercise 3-3: Upload a license file to the Citrix License

Server

Scenario:
Your next task is to upload the license file, obtained by the Administrator in the previous section, to the
Citrix License Server using the Citrix License Administration Console.

Your Lead Citrix Architect has informed you that as a result of installing the Citrix License Server
software, several changes were made to the Windows Server running this software. A new directory to
store the license files was created and several Citrix License Services were automatically installed.

You have been assigned an additional task to interact with both the new license storage directory and the
Citrix License Services.

Step Action
1. | Using the Remote Desktop Connection Manager, confirm you are still connected to NYC-
FSR-001.

Note: In a previous exercise, you had logged on to NYC-FSR-001 using the following
credentials to make the connection:
e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-FSR-001 by
right-clicking this machine and selecting Connect server.

2. | Click Start and select Citrix. From the drop-down, click Citrix License Administration
Console.

License Administration Co..,

Licensing Manager -

3. | Specify to use the preferred Internet Browser for WW Labs.

In the dialog box: How do you want to open this type of file (.html)? select Internet Explorer
and click OK.
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How do you want to open this file?

Keep using this app

Internet Explorer

Other options
Firefox
New
Google Chrome
New

More apps
Always use this app to open .html files

OK

Click Continue to this website (not recommended).

e @ hitps//localhost:2082/ O~ ¢ || @ Centificate Emor: Navigation...

File Edit View Favorites Tools Help

o
[@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@' Continue to this website (not recommended).

@ More information

Note: It is a leading practice to consider securing all websites. The License Administration
Console is a website. You have been tasked with leaving the default website for this POC
build.

o

Using the Dashboard view, confirm that no licenses are currently installed.

Log on to the License Administration Console.

Click the Administration tab in the upper-right corner of the console.

&% Citrix License Administratio.., *

LRashboard , | Administration

Note: The License Administration Console has two tab, or pages. The Dashboard page is the
home page of the License Administration Console. Using Dashboard, you can view license
allocation, use, and alerts. To perform configurations, such as delegating administration, you
have to launch the Administration page. The Administration page requires permissions. By
default, the administrator account used to perform the license server installation has
authorization to log on to the administration page.

23



Log on to the License Administration Console with authorized administrator credentials.

Use the following credentials:
e User name: Workspacelab\Administrator
e Password: Passwordl

Following WW Labs Leading Practices, do not store your password for this site.

On the dialog box at the bottom of the License Administration Console, it asks Would you like
to store your password for localhost? Click Not for this site.

Would you like to store your password for localhost? ~ More info Yes Not for this site X

On the left side of the pane, click Vendor Daemon Configuration.

| =4,
PIEE
Vendor Daemon
Confiquration

10.

On the center pane, click Import License.

Import License

11.

Click Browse, and navigate to C:\License.

£ Choose File to Upload

4+ » ThisPC » Local Disk (C) » License

v D Search License y:l

QOrganize MNew folder = M @

~

Mame Date modified Type Size
# Quick access

B Deskt D XenAppAndXenDesktopTraining.lic 4/17/2017 10:17 AM LIC File 15 KB
esktop
; Downloads

Documents
[&=] Pictures

%% %N

Lab Resources
License

i, Local Disk (C)
[ ThisPC

|_ﬂ Network

File name: | | [ANlFiles () v

12.

Select the license file XenAppAndXenDesktopTraining.lic, and click Open.
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Click Import License to import the license file to the license server.

Import License File

License File from Your Local Machine:
Ch\License\XenAppAndXenDesktopTraining.lic Browse...

[ Overwrite License File on License Server

On the Important Information screen, click OK.

Import Information

» Successfully uploaded license file to C:\Program Files (x86)\Citrix\\Licensing\MyFiles\XenAppAndXenDesktopTraining.lic.
« Changed vendor daemon license path for CITRIX. Vendor daemon must be restarted for change to take effect.
= Updated vendor daemon configuration for CITRIX.

Click Dashboard on the upper-right corner and verify that the licenses were added to the
license server successfully.

Dashboard, | Administration

Concurrent Licenses Vendor Daemon: CITRIX

Product SA Date In Use (Available) Expiration
» Citrix EdgeSight for Endpoints|Concurrent
» Citrix License Server Diagnostics License]Server
» Citrix Provisioning Server for DesktopsjConcurrent
» Citrix Provisioning Services|Concurrent
» Citrix Start-up License|Server
» Citrix Storagelink EnterprisejConcurrent
» Citrix XenApp Enterprise/Concurrent
» Citrix XenApp Platinum|Concurrent

» Citrix XenDesktop Enterprise{Concurrent

Note: If you do not see the Product licenses, go to services console, restart the Citrix
Licensing service, and then refresh the Citrix License Administration webpage.

You may see critical alerts in the license server dashboard. These alerts are related to the
short lifespan of the demo licenses and they should not be present in a production
environment with valid licenses.

16. | Close the browser running the License Administration Console.

17. | Right-click the Start Menu on NYC-FSR-001 and select File Explorer.

18. | Using File Explorer, navigate to C:\Program Files (x86)\Citrix\Licensing\MyFiles.

19. | Verify the license file you have just uploaded XenAppAndXenDesktopTraining.lic is there.
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1 Citriod Licensing' MyFiles)

Mame Date modified Type Size

D CITRIX.opt 4/17/2017 10:26 AM  OPT File TEE
D citriz_startup.lic ; 710:27 M LIC File TKB
[ ] XenAppAndXenDesktopTraining.lic 41772017 11:11 AM - LIC File 16 KB

Note: Every download will receive a unigue hame. The screenshot above is just an example.

20. | Rename the license file to have the same file name, but use OLD as the extension.
e For Example: XenAppAndXenDesktopTraining.OLD
MName Date modified Type
D CITRIX.opt 471772017 10:26 AM - OPT File
D citrix_startup lic 417/2017 10:27 AM - LIC File
D XenAppAndXenDesktopTraining. OLD 417/2017 11:11 AM - OLD File
20. | Right-click the Start menu, click Run, and type Services.msc.
Locate and select the Citrix Licensing Service, and click Restart.
% Services — m} x
File  Action View Help
¢ | D Ea=zHE >e 0w
_( Services (Local) . Services (Local)
Citrix Licensing Name - Description Status Startup Type Log *
. 'J:J_;Acti\.reXInstaller (AxInstSY) Provides Us... Manual Loc
%eifaﬁ:hs:rs:rc\:ce L?;AI lJoyn Router Service Routes Alllo... Manual (Trig... Loc
£k App Readiness Gets apps re.. Manual Loc
L’:J_;Application Identity Determines ... Manual (Trig... Loc
D‘esc.riptio.n: ) ) o L’:J_;Application Information Facilitates t... Running  Manual (Trig... Loc
Provides licensing services for Citrix = _— -
products {Ch Application Layer Gateway ... Provides su.., Manual Loc
@;Application Management Processes in... Manual Loc
L’:J_;App)( Deployment Service (.. Provides inf.. Manual Loc
L’:J_;Auto Time Zone Updater Automatica... Disabled Loc
'-f:J_;Background Intelligent Tran... Transfers fil... Manual Loc
'J:J.;Background Tasks Infrastru.. Windows in.. Running  Automatic Loc
'{IJ_;Base Filtering Engine The Base Fil.. Running  Automatic Loc
k’:J_;BIuetooth Support Service The Bluetoo... Manual (Trig... Loc
L’:J_;CDPUserS\.rc_BSfO? <Failed to R... Running  Automatic Loc
ertificate Propagation Copies user... Running  Manual Loc
rix Licensing Provides lic.. Running  Automatic Lec|
% Citrix Licensing Support Ser..  This accoun.. Running  Automnatic Loc
L’:J_;Citrix Licensing WMI Citrix Licens... Manual Loc
'-f:J_;Citrix Web Services for Lice.. Aserviceth.. Running Automatic Loc
'J:J.;Citrix Xen Guest Agent Moniters an.. Running  Automatic Loc
'{IJ_;Citrix KenServer Windows In... Manages Ci... Manual Loc ¥
£ >
Extended /(Standard/
21.| Click Start and select Citrix. From the drop-down, click Citrix License Administration

Console.
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Citrix License Administration Co...

Citrix Licensing Manager
MNew

22. | Verify that renaming the license file and restarting the service resulted in the Citrix License
Server now being without licenses.
Concurrent Licenses Vendor Daemon: CITRIX
Product SA Date In Use (Available) Expiration
» Citrix License Server Diagnostics License|Server
» Citrix Start-up License|Server
23. | Right-click the Start Menu on NYC-FSR-001 and select File Explorer.

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

JO R =

24.

Using File Explorer, navigate to C:\Program Files (x86)\Citrix\Licensing\MyFiles.

25.

Rename the license file again, this time replace OLD with LIC.
e For Example: XenAppAndXenDesktopTraining.lic

(C:\Program Files (x86)\ Citrid\LicensingMyFiles|

MName Date modified Type

|| CITRIX.opt 41772007 10026 AM - OPT File
| | citrix_startup.lic 417/2017 10:27 AM  LIC File
| | XenAppAndXenDesktopTraining.lic 47720017 1111 AM O LIC File

Note: Every download will receive a unique nhame. The screenshot above is just an example.

26.

Switch back to the Services console window.

Locate and select the Citrix Licensing Service, and click Restart.
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L Services - O X
File Action View Help

e | EEc HE > o uw

2. Services (Local) Services (Local)
Citrix Licensing Mame - Description Status Startup Type Log ™
. £k ActiveX Installer (AxInstSV) Provides Us... Manual Loc
%ecs_f;::hs:?::jce ErAllloyn Router Service Routes Alllo... Manual (Trig.. Loc
L App Readiness Gets apps re.. Manual Loc
pplication Identity Determines ... Manual (Trig... Loc
DESUiPtiU_”: . . - pplication Infermation Facilitates t..  Running  Manual (Trig.. Loc
Provides licensing services for Citrix — .
products Application Layer Gateway ... Provides su... Manual Loc
pplication Management Processes in... Manual Loc
Ch AppX Deployment Service (... Provides inf... Manual Loc
L Auto Time Zone Updater Automatica... Disabled Loc
ackground Intelligent Tran... Transfers fil... Manual Loc
‘&1 Background Tasks Infrastru.. Windows in.. Running  Automatic Loc
% Base Filtering Engine The Base Fil.. Running  Automatic Loc
luetooth Support Service The Bluetoo... Manual (Trig... Loc
5 CDPUserSve_35f07 <Failed to R... Running  Automatic Loc
Certificate Propagation Copies user Running  Manual Loc
Licensing Running  Automatic Loc
. Citrix Licensing Support Ser...  This accoun... Running  Automatic Loc
% Citrix Licensing WMI Citrix Licens... Manual Loc
itrix Web Services for Lice.. A serviceth.. Running  Automatic Loc
& Citrix Xen Guest Agent Monitors an... Running  Automatic Loc
% Citrix XenServer Windows In... Manages Ci... Manual Loc v
>
\Extended /(Standard/‘

27.

Click Start and select Citrix. From the drop-down, click Citrix License Administration
Console.

28.

Verify that all licenses are now back in operational state on the Citrix License Server.
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Dashboard, | Administration |

Concurrent Licenses Vendor Daemon: CITRIX

Product SA Date In Use (Available) Expiration

ht for Endpoints|Concurrent

» Citrix License Server Diagnostics LicensejServer

» Citrix Provisioning Server for DesktopsjConcurrent
» Citrix Provisioning Services|Concurrent

» Citrix Start-up License|Server

» Citrix Storagelink EnterprisejConcurrent

» Citrix XenApp Enterprise/Concurrent

» Citrix XenApp Platinum|Concurrent

» Citrix XenDesktop Enterprise|Concurrent

Note: It is important to understand that the Citrix Licensing Service reads the content of
C:\Program Files (x86)\Citrix\Licensing\MyFiles every time it starts and that all the files being
read will be shown in the License Administration console.

29. | Close any running applications on NYC-FSR-001.

Key Takeaways:
o Licenses are added to a Citrix License Server using the License Administration Console.
e When restarting the Citrix License service, all the ".lic" files from the MyFiles directory are read
and applied to the license server.
e The license files can be re-named; however, the files should never be edited. Changing content
inside the license file will render it corrupt.

Exercise 3-4: Install the Delivery Controller role

Scenario:

After completing the Citrix License Server configuration, including activating and uploading a license, the
next step is to install the XenApp and XenDesktop Delivery Controller Role. Following the WW Labs
guidelines, you will install the Delivery Controller on a server running Windows Server 2016.

1. | Using XenCenter mount the XenApp and XenDesktop installation media 1ISO to NYC-XDC-
001.

To mount the installation media ISO, select NYC-XDC-001 in the left pane of XenCenter. In
the right pane, select the Console tab. Using the DVD Drive 1: drop-down menu, select
XenApp_and_XenDesktop 7 _13.iso.

Note: If there are no ISOs listed in the DVD Drive 1: drop-down menu, then the Local ISO
Storage Repository (SR) that contains the ISO library may need to be re-scanned. In the left
pane of XenCenter, select the Local ISO SR XS. In the right pane select the Storage tab and
click on the Rescan button.
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Note: If the above rescan of the Local ISO SR XS does not show the specific ISO for
installation, XenApp_and_XenDesktop_7_13.iso, then please tell your instructor.

Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

Launch the installation for the Citrix Delivery Controller.

Open the File Explorer application from the Windows Taskbar. Double-click the green Citrix
logo next to CD Drive under Devices and drives.

— CD Drive (Dx) X4 and XD

0 bytes free of 2.32 GB
UDF

Note: If the main XenApp and XenDesktop menu screen does not launch after double-clicking
the green Citrix logo, then double-click the AutoSelect.exe file.

On the Deliver applications and desktops to any user, anywhere, on any device screen, click
Start next to the XenDesktop option.

Select Delivery Controller.
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XenDesktop 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller Install this agent to deliver applications and
and other essential services like License Server and desktops from server-based VMs or physical
StoreFront. machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password
Reset

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication §
Service

Services and Support

tion Access supporting content online.
ter Access knowledge base articles, security bulletins, and troubleshooting guides,

Review the Software License Agreement page. If you agree, respond to the Software License
Agreement and then click Next.

On the Core Components page, uncheck all options except for Delivery Controller and
Studio, and then click Next.
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XenDesktop 7.13 Core Components

¥ Licensing Agreement For scale and performance reasons, it is recommended that Director and the

License Server be installed on separate servers.
Core Components

{ |
Features Location: C:\Program Files\Citrix | Change... |
Firewall
Component (Select all)
Summary
Install Delivery Controller
v Di s applications and desktops, manages user access, and
Call Home op s connections,
Finish :
Studio
v Create, configure, and manage infrastructure components, applications

and desktops.

Director

Monitor performance and troubleshoot problems

License Server
A This component must be installed at least once.

StoreFront

£ This component must be installed at least once.

n
48
o
o
a

Note: You have selected Delivery Controller because this is the XenApp and XenDesktop
core server component. You have selected Studio because this is the primary management
console and is used in conjunction with the Delivery Controller to build the XenApp and
XenDesktop Site. You are deselecting Director because you will be tasked to deploy Director
onto a separate server in a later exercise. You are deselecting License Server because you
have already deployed and configured the Citrix License Server. You are deselecting
StoreFront because you will be tasked to deploy StoreFront onto a separate server in a later
exercise.

On the Features page, uncheck the Install Microsoft SQL Server 2014 SP2 Express option
and click Next.




XenDesktop 7.13 Features

¥ Licensing Agreement Feature

¥ Core Components

soft SQL Server 2014 SP2 Express
Features » This is an optional component. If you have an existing SQL Server for
op ti

Firewall
Summary
Install

Call Home

Finish

|  Back |[EEENENE .. Cancel

Note: You have deselected the option to Install Microsoft SQL Server 2014 SP2 Express
because although this database type may be acceptable for a POC deployment, you have
been notified by the Lead Citrix Architect that WW Labs will use a full SQL server deployment
instead.

On the Firewall page, leave the default Automatically selected and click Next.

10.

On the Summary page, verify that the following selected Core Components are listed:
e Delivery Controller
e Studio
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XenDesktop 7.13 Summary
¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.
¥ Core Components . .
Installation directory
+ Features
C:\Program Files\Citrix
+ Firewall
Prerequisites
S@mitidry Local Host Cache Storage (LocalDB)
Install Microsoft SQL CLR Types (x86)
Call Home Microsoft SMO Objects (x86)
Microsoft SQL CLR Types (x64)
Finish Microsoft SMO Objects (x64)
Microsoft Visual x64 C++ 2008 Runtime
Microsoft Visual x64 C++ 2015 Runtime
Core Components
Delivery Controller
Studio
Firewall
TCP Ports: 80, 443
Click Install.

Note: The installation will take a few minutes to complete.

11.

On Call Home Screen, select | do not want to participate in Call Home and click Next.
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XenDesktop 7.13

¥ Licensing Agreement
Core Components

« Features

+ Firewall

+ Summary

¢ Install
Call Home

Finish

Call Home

Call Home monitors your deployment for common error conditions, automatically
uploads system data to Citrix, and then proactively notifies you before issues
become serious problems.

How does it work?

- Configuration and usage data are gathered and periodically sent using
HTTPS to Citrix.

) ! - You can log into Citrix Insight Services to view diagnostics results and
recommendations. |

This information will be used for troubleshooting and diagnostic support
purposes, as well as to improve the quality, reliability, and performance of
Citrix products, subject to the Citrix Insight Services Policy at https://
cis.citrix.com/legal/ and the Citrix Privacy Policy at http://www.citrix.com/
about/legal/privacy.html.

Learn more

) I want to participate in Call Home. (Recommended)

®) | do not want to participate in Call Home.

You can participate later, using PowerShell cmdlets.

12.

When the installation has completed, uncheck the option to Launch Studio and click Finish.

XenDesktop 7.13

¥ Licensing Agreement
¥ Core Components
+ Features
+ Firewall
¥ Summary
+ Install
+ Call Home
Finish

Finish Installation

Thei lation leted successfull v Success

Prerequisites

+ Local Host Cache Storage (LocalDB) Installed
v Microsoft SQL CLR Types (x86) Installed
v Microsoft SMO Objects (x86) Installed
v Microsoft SQL CLR Types (x64) Installed
v’ Microsoft SMO Objects (x64) Installed
v Microsoft Visual x64 C++ 2008 Runtime Installed
v Microsoft Visual x64 C++ 2015 Runtime Installed
| Core Components

v Delivery Controller Installed
v Studio Installed
Post Install

+ Component Initialization Initialized

- (] Launch Studio
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13.| Using XenCenter eject the XenApp and XenDesktop installation media from NYC-XDC-001.

To eject the installation media 1SO, select NYC-XDC-001 in the left pane of XenCenter. In the
right pane, select the Console tab and click Eject to remove
XenApp_and_XenDesktop_7_13.iso from the DVD Drive 1.

Note: The Eject option can be difficult to see. It is an underlined word to the right side of the
DVD Drive 1 drop-down menu.

Key Takeaways:

e The installation wizard can rapidly deploy all components required for a small deployment, such
as a Proof of Concept, including a database engine; but Citrix recommends keeping the different
roles separated in a production environment.

e The installation wizard will install any pre-requisites needed.

Exercise 3-5: Create and configure a XenApp and
XenDesktop Site

Scenario:

The Delivery Controller has been installed. When you launch the primary XenApp and XenDesktop
management console, Citrix Studio, on the new Delivery Controller, an option presents itself to create a
new Site.

There are several parameters for creating and configuring a Site, such as defining the database to use
and the hypervisor to map. Your task is to navigate the Site creation wizard and supply the parameters
necessary to create a Site.

Step Action
1. | Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.

To log on to NYC-XDC-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

2. | Start the Citrix Studio management console.

To start Citrix Studio, click Start and then select Citrix Studio under Recently added
programs.
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Recently added
Citrix Studio
9

Citnx Scout

Most used

Snipping Tool

Paint

Use Citrix Studio to create a new XenApp and XenDesktop Site.

To start the wizard to create this new Site, click Deliver applications and desktops to your
users under Site setup.

Site setup

Deliver applications and desktops to your users

Note: A Site is the name you give to a XenApp and XenDesktop deployment. The Site is
comprised of the Delivery Controllers and other core components, such as VDA, Machine
Catalogs, Delivery Groups and more, all of which you will deploy and administer in this and
further exercises.

On the Introduction page, verify that the default value A fully configured, production-ready
Site (recommended for new users) is selected under What kind of site do you want to
create?

Enter SITE-NewYork in the Site name field.

Click Next to continue the Site creation wizard.

On the Database page, select Create and set up databases from Studio.

Under the Provide database details section, leave the default database names for each
Database type and enter NYC-SQL-001.workspacelab.com under the Location fields.

Click Next.
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Site Setup

Studio Databases

Databases store information about Site setup, configuration logging and monitoring.
Choose how you want to set up the databases. Learn more

troduction

®) Create and set up databases from Studio Generate scripts to manually set up
Databases (You can provide details o ] empty databases on the database server
Licensing
Connection Provide database details
Network
oy Data type Database name Location (formats)
Additional Features At S = e e s ——=.
Site: CitrixSITE-NewYorkSite NYC-SQL-001.workspacelab.com
Summary ¢ =
Monitoring: ‘ CitrixSITE-NewYorkMonitoring ‘ NYC-SQL-001.workspacelab.com ‘
Logging: CitrixSITE-NewYorkLogging NYC-SQL-001Aworkspacelab.con{ |

@ For an AlwaysOn Availability Group, specify the group’s listener in the location.

Specify additional Delivery Controllers for this Site Learn more Select...

1 selected

oo | (o

Note: In order for Studio to create the Site database on the SQL servers specified, your user
account must have the necessary permissions to perform the operations in creating the Site
database. These permissions are explicitly configured or acquired by Active Directory group
membership. The following is a list of the operations, the purpose of the operations, the
Server role and the Database role necessary to continue:

e The database creation operation is used to create a suitable empty database and
requires the dbcreator Server role.

e The schema creation operation is used to create all service-specific schemas and add
the first Controller to the Site and requires both the securityadmin Server role and the
db_owner Database role.

e The add Controller operation adds a Controller (other than the first one) to the Site
and requires both the securityadmin Server role and the db_owner Database role.

e The Add Controller (if mirror server) operation adds a Controller login to the database
server currently in the mirror role of a mirrored database and requires the
securityadmin Server role.

e The schema update operation applies schema updates or hotfixes and requires the
db_owner Database role.

Note: You have been granted the necessary permissions to allow Studio to create the Site
database.

On the Licensing page, enter the hostname and network port of the Citrix License Server you
deployed in an earlier exercise.

Enter NYC-FSR-001:27000 for the License server address and click the Connect button.
Note: Make sure no extra spaces are present after NYC-FSR-001:27000.

Note: If the license uploaded to the License Server in Exercise 3-3 does not appear to be
valid, then replace NYC-FSR-001:27000 with Licenses.citrixvirtualclassroom.com.
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On the Certificate Authentication dialog box, click the Connect me radio button and click
Confirm.

Studio Licensing

License server address: l NYC-FSR-001:27000

. Connect
e Lonnect

¥ introduction
+ Databases Certificate Authentication

Licensing
¢ This certificate is not trusted:
Connection
All services have not been configured.
Network

NYC-FSR-001:27000

Additional Features View certificate

Summary

_) Do not connect me
| need to verify that this server is secure.

(® Connect me
| trust this server, remember it next time | connect.

Allocate and download... Browse for license file.

Under Product, select the Citrix XenDesktop Platinum radio button and click Next.
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. icensin:
Studio Heenang
License server address: | NYC-FSR-001:27000 | ﬂ | Connect
Connected to trusted server

¥ Introduction View certificate
+ Databases | want to:

Licensing Use the free 30-day trial

c o You can add a license later.

onnection

®) Use an existing license

Network g 5 5
The product list below is generated by the license server.

Additional Features

Product | Model
=g
Citrix XenApp Platinum Concurrent
Citrix XenDesktop Enterprise Concurrent
Citrix XenDesktop Enterprise User/Device
) Citrix XenDesktop VDI User/Device
Citrix XenDesktop VDI Concurrent
Allocate and download... } [ Browse for license file... }

[ Back ( Cancel ,

Note: Remember that when this project began, the Citrix Lead Architect purchased
XenDesktop Platinum. This license edition includes all XenApp and XenDesktop features.

On the Connection page, enter your XenServer hypervisor connection resource details.

To locate your XenServer connection resource details, minimize the lab environment, return
to Training.Citrix.Com (TCC), and click on the Launch button for the labs, which launches a
small window with some connection details.

Note: You may have to log back in with the MyCitrix credentials used to register for this
course.

Take note of the XenServer hypervisor connection details and enter this information to create
a Resource Connection for the XenApp and XenDesktop Site.

+ Connection type: Citrix XenServer

* Connection address: http://<XenServer IP Address>
* User name: root

+ Password: <XenServer credentials password>

» Connection name: XenServer

Verify that for the Create virtual machines using option, Studio tools (Machine Creation
Services) is selected.

Click Next to continue the Site creation wizard.

40




Studio Connection

Select a Connection type. If machine management is not used (for example when using physical
hardware), select "No machine management.'

g Connectiitype: [Citrix XenServer® = ]

+ Databases ]

+ Licensing ‘ Connection address: l http://1 "5 T ’
Connection User name: l i [
Storage Management ‘ Pacword: | e cl I
Storage Selection e ’ — l

Network

Additional F:
delibonaliEaatiices Create virtual machines using:

Summary ®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

_) Other tools

Note: XenApp and XenDesktop equally supports all three industry standard hypervisors
agnostically. The Site wizard can connect its Resource Connection settings to Citrix
XenServer, Microsoft Hyper-V, or VMware vSphere.

On the Storage Management page, select Use storage local to the hypervisor and click
Next.

Site Setup

Studio Storage Management

Configure virtual machine storage resources for this connection.

Select an optimization method for available site storage.

¥ Introduction
Use storage shared by hypervisors

+ Databases = ) - — ¢
0 temporary data on available o B H
« Licensing o [ | 5
« Connection i ®) Use storage local to the hypervisor A
Storage Management [[J Manage personal data centrally on

Storage Selection shared storage

Network

Nt Faatiias Optimization technology (optional):

Use intellicache to reduce load on the shared storage device
Summary

Back Cancel

Note: Since this a lab environment, local storage will be used.




On the Storage Selection page, leave the default selections and click Next.

Note: For this deployment, your XenServer local storage is adequate. You have met with the
Lead Citrix Architect and agree that in the WW Labs production deployment, you will need to
consider a fast and redundant storage solution.

10.

On the Network page, specify the name and the network that the future Machine Catalog
machines will use.

In the Name for these resources field, type Internal.

Select the Internal checkbox under the Select one or more networks for the virtual machines
to use section and click Next.

Note: You have been tasked to use this specific network for the Machine Catalog machines.
You will be creating and working with Machine Catalog machines in later exercises.

11.

On the Additional features page, verify that AppDNA and App-V Publishing are unchecked
and click Next.

Site Setup

Studio Additional Features

Use the following features to customize your Site. You can also enable/disable and configure
features later.

Feature

Additional Features

Summary

Ll [ cone

Note: Although AppDNA and App-V are both fully supported, integration with these features is
not in the scope that your Lead Citrix Architect has designed.

12.

On the Summary page, verify that the configuration information is correct. Click Finish.
Wait for the site setup to complete.
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Key Takeaways:

e If you have sysadmin permissions to SQL, let Citrix Studio create the databases automatically.
The install used the default Administrator account that, by default, has the required permissions
to create the database.

e Pointing to the Citrix License server will enumerate all licenses installed on that server.

e The configuration wizard can deploy a fully functional site with an easy-to-follow wizard.

e Additional configurations and connections can be added later using Citrix Studio.

Exercise 3-6: Install Citrix Director
Scenario:

Your Citrix Lead Architect has informed you that the Citrix Director monitoring component should be
installed next so that data can be collected during the rest of the POC build. In accordance with Citrix
leading practices, Citrix Director should not be installed onto the Delivery Controller. In evaluating the
environment, you choose to install Director onto the NYC-FSR-001 machine as this is already being used
as a shared role server.

Your task is to install Citrix Director. In Module 13, Director will be used to monitor the Site.

Step Action
1. | Using XenCenter mount the XenApp and XenDesktop installation media ISO to NYC-FSR-
001.

To mount the installation media ISO, select NYC-FSR-001 in the left pane of the XenCenter.
In the right pane, select the Console tab. Using the DVD Drive 1: drop-down menu select
XenApp_and_XenDesktop_7_13.iso0.

Note: If there are no ISOs listed in the DVD Drive 1: drop-down menu, then the Local ISO
Storage Repository (SR) that contains the ISO library may need to be re-scanned. In the left
pane of XenCenter select the Local ISO SR XS. In the right pane select the Storage tab and
click on the Rescan button. This task may need to be repeated later in the course.

Note: If the above rescan of the Local ISO SR XS does not show the specific ISO for
installation: XenApp_and_XenDesktop 7 13.iso, then please tell your instructor.
2. | Using the Remote Desktop Connection Manager, connect to NYC-FSR-001.

To log on to NYC-FSR-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection: user name:
WORKSPACELAB\Administrator with Password1 as the password.

3. | Launch File Explorer from the Windows Taskbar or Start Menu. Double-click the green Citrix
logo next to CD drive under Devices and Drives, and double-click on AutoSelect.exe.

2 ) CD Drive ([) XA and XD

0 bytes free of 2,32 GB
UDF
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The wizard will now display all possible installation options that are compatible with the
Operating System of the machine that you are on. Select Citrix Director.

XenDesktop 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Modify or remove Delivery Controller components. Install this agent to deliver applications and desktops from server-
based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset
i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support

ation Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

Review the Software License Agreement page. If you agree, respond to the Software License
Agreement and then click Next.

On the Core Components page, leave the default and click Next.

XenDesktop 7.13 Core Components

¥ Licensing Agreement For scale and performance reasons, it is recommended that Director and the License Server be

installed on separate servers.

Core Components

Delivery Controller Director (Required)
1 rmance and shoot prob|

Faaftifes Monitor performance and troubleshoot problems.

Firewall

Summary

Install

Finish

( Back ‘ l» Cancel
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On the Delivery Controller page, type NYC-XDC-001.workspacelab.com and click Test
connection.

XenDesktop 7.13

¥ Licensing Agreement

¥ Core Components

Delivery Controller

To add a Controller to the list, enter its address and then click Add. Specify one Controller for
each Site to be monitored. You can also specify Controllers through group policy or the Director

console.

Delivery Controller

Configuration
Features

Controller address:
Firewall

NYC-XDC-001.workspacelab.com v

Summary -

I Test connection... I‘ Add
Install
Finish

Back Cancel |

After the test is successful, you will see a green check mark. Click Add then click Next.

XenDesktop 7.13 Delivery Controller

To add a Controller to the list, enter its address and then click Add. Specify one Controller for
each Site to be monitored. You can also specify Controllers through group policy or the Director

¥ Licensing Agreement

¥ Core Components

console.

Delivery Controller

Configuration
Features .

+ NYC-XDC-001.workspacelab.com Edit Delete
Firewall

Controller address:
Summary

[ |
Install z
Finish :

| Back Cancel

On the Features page, leave the default and click Next.

On the Firewall page, leave the default Automatically, and click Next.
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10.| On the Summary page, review the summary and click Install.

11.| Once the installation completes, uncheck the option to Launch Director and click Finish.

XenDesktop 7.13 Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
¥ Core Components .

Prerequisites
« Delivery Controller v Microsoft Internet Information Services Installed
< Faakires v Windows Remote Assistance Feature Installed
+ Firewall Core Components

« Director Installed
« Summary

Post Install
¢ Install v Component Initialization Initialized

Finish

["] Launch Director

12.| Click Start > Windows Administrative Tools > Internet Information Services.

13.| In IS Manager, expand NYC-FSR-001 (WORKSPACELAB\Administrator) > Sites and click
Default Web Site.

™ Intemet Information Services (IS) Manager

& @ » NYC-FSR-0D1 » Sites b Default WebSite »

File View Help

: Default Web Site H .
- efault Web Site Home
€ [ |21 |8 0 B Explore
N5 Start Page 5 Edit Permissions...
Filt ~ ¥ Go - (g Show All | Group by: A - B
63 NYC-FSR-001 (WORKSPACEL| | —— o - (s show e e

£~ 12 Application Pools ASPNET +
v (o] Sites 2 4 [y (* Fl 12N ) 1
5 4 Default Web Site % A\ 3 o5 0 =V @ ¥ 2b]
NET NET  NETEwor  NET  .NETProfile MNETRoles NETTwst NETUsers Application Connection
Authorizst.. Compilation  Pages  Globalization Levels Settings  Strings

ual Directories

& Manage Website O]

)

MachineKey Pagesand  Providers  Session State SMTP E-mail 2 Restart
Controls » Start
iis || ® st
3 &?) E 3| =] .-:ﬂ iy, Browse Website
= f@ @ % i 9] 18] Browse* )
ASP Authentic. €6l Compression Default  Directory EmorPages  Failed Handler HTTR = .
Document  Browsing Request Tra.. Mappings  Redirect Advanced Settings...
- - n o Configure
= E~ I W o= ige
@ i:_l JIE %{J’H ;‘-‘g &= & Failed Request Tracing...
HTTP  ISAPIFilers  Logging MIMETypes Modules  Output  Request  SSLSeitings Limits..
Respon... Caching Filtering =
@ Hep
Management ~
Configurat..
Editor
< 5| [Z]Features View |/-Z Content View

b1

Ready

14.| On the right pane under Actions, click Bindings.




| 2 Explore

Edit Permissions...

Edit Site
D Basic Settings...

View Applications

View Virtual Directories

On the Site Bindings dialog box, click Add.

Site Bindings ?
Type Host Mame Port IP Address Binding Informa... Add...
hitt, 20 *

? Edit...
Remaove

Browse

Close

15.| Set the Binding settings to the following:
e Type: https
e SSL certificate: *.workspacelab.com
Add Site Binding 7
Type: IP address: Port:
https w | |All Unassigned v‘ |443
Host name:
[] Require Server Mame Indication
SSL certificate:
*.workspacelab.com A Select... View...
16.| Click OK to close the Bindings dialog box.
17.] In the Site Bindings dialog box, select the http binding and click Remove.
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Site Bindings 7 X
Type Host Name Port IP Address Binding Informa... Add...
hitp 80 * :
https m - Edi...
Remove
Browse
Close

Click Yes to accept.

Click Close on the Site Bindings window.

Site Bindings ? *
Type Host Mame Port IP Address Binding Informa... Add...
https 443 *
= Edit...
Browse
Close

Note: Another administrator has already installed a wildcard security certificate on NYC-FSR-
001. Binding the Certificate secures the Director website.

18.

Close the Internet Information Services (IIS) Manager Console.

19.

Using XenCenter, eject the XenApp and XenDesktop installation media from NYC-FSR-001.

To eject the installation media 1SO, select NYC-FSR-001 in the left pane of XenCenter. In the
right pane, select the Console tab and click Eject to remove
XenApp_and_XenDesktop 7 13.iso from the DVD Drive 1.

Note: The Eject option can be difficult to see. It is an underlined word to the right side of the
DVD Drive 1 drop-down menu.
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Key Takeaways:

e When installing Citrix Director using the ISO file, all pre-requisites are installed during the
installation.
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Module 4: Provision and deliver application and
desktop resources

Overview:

This module presents the Virtual Delivery Agent (VDA), its installation, and its role in the delivery of
resources to users. Directly following the preparation and installation of the VDA, you will create Catalogs
and Delivery Groups to complete the resource delivery to the users.

Although not all of the Machine Catalog machines are virtual, most are and this course focuses on the
Citrix Machine Creation Services feature and its role in the creation of virtual machines.

Before you begin:
Estimated time to complete Module 4 lab exercises: 115 minutes

Exercise 4-1: Prepare the Server OS image

Scenario:

One of the platforms that WW Labs will use to host user resource sessions is Server OS running
Windows Server 2016.

Your task is to prepare a Server OS to host user resources by setting machine parameters that meet WW

Labs requirements and by installing the Virtual Delivery Agent.
Step Action
1.

The following VMs are required before beginning the exercises for this Module; all others may
be powered down.

To power manage your VMs, switch to XenCenter, right-click on the VM in the left pane and
select Start or Shut Down. If prompted click Yes.

NYC-ADS-001
NYC-SQL-001
NYC-FSR-001
NYC-XDC-001
NYC-MAN-001
NYC-WRK-002
MCS-DTP-MST
MCS-SRV-MST

If needed, you can power off any other VMs for this Module.

Note: These above VMs are listed in the start-up order.
2. | Using the Remote Desktop Connection Manager, connect to MCS-SRV-MST.

To log on to MCS-SRV-MST, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

3. | Right-click Start and click System.
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Programs and Features
Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Comrmand Prompt (Admin)

Task Manager

T T
File Explorer
Search

Run

Shut down or sign out

Desktop

Verify that the machine is joined to the workspacelab.com domain and that Windows is
activated.
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4 Ed > Control Panel » System and Security > System v & Search Control Panel yel
Control Panel Home . .. . o
View basic information about your computer
& Device Manager Windows edition
% Remote settings Windows Server 2016 Standard
& Advanced system settings © 2016 Microsoft Cerporation. All rights ==_ Windows Server 2016
reserved.
System
Processor: Intel(R) Xeon(R) CPU E3-1270 v3 @ 3.50GHz 3.50 GHz
Installed memory (RAM): .00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Pen and Touch Support with 20 Touch Points
Computer name, domain, and workgroup settings
Computer name: MCS-SRV-MST gChangE settings
Full computer name: MCS-5RV-MST.workspacelab.com
Computer description:
- Domain: workspacelab.com
Windows activation
Windows is activated Read the Microsoft Software License Terms
el Product ID: 00377-60000-00000-AA934 Gchangc product key
See also
Security and Maintenance

Note: This machine will be used as a Master to create a Machine Catalog. To enable
machines in this Machine Catalog to join the domain, we have to ensure that this Master is
joined to the domain.

Verify that the date and time are correct on MCS-SRV-MST.
Click on the current time in the system tray.
Click Date and time settings.

Note: If the time or the time zone needed to be changed, you would click on Change date and
time or Change time zone. For the purpose of this lab, you will leave the default settings.

Click OK or Cancel to close the Date and Time dialog box.

Modify the power plan for MCS-SRV-MST.
Right-click Start and click Power Options.

Under Choose or customize a power plan select High performance.

Close the Power Options window.

Note: When selecting High Performance mode as a power plan, the computer does not lower
the CPU’s speed when it is not being used causing the CPU to run at higher speeds. It also
increases screen brightness. Other components, such as your Wi-Fi or disk drive, may also
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not go into power-saving modes. High Performance favors performance, but may use more
energy.

Now that you have verified configurations for this VM, you will install the Virtual Delivery Agent
so that it can communicate and register with the Delivery Controller.

Using XenCenter mount the XenApp and XenDesktop installation media ISO to MCS-SRV-
MST.

To mount the installation media 1SO, select MCS-SRV-MST in the left pane of XenCenter. In
the right pane, select the Console tab. Using the DVD Drive 1: drop-down menu, select
XenApp_and_XenDesktop_7 13.iso.

Note: If there are no ISOs listed in the DVD Drive 1: drop-down menu, then the Local ISO
Storage Repository (SR) that contains the ISO library may need to be re-scanned. In the left
pane of XenCenter select the Local ISO SR XS. In the right pane select the Storage tab and
click on the Rescan button.

Note: If the above rescan of the Local ISO SR XS does not show the specific ISO for
installation: XenApp _and XenDesktop 7 13.iso, then please tell your instructor.

Using the Remote Desktop Connection Manager, switch back to MCS-SRV-MST.

Open the File Explorer application from the Windows Taskbar or Start Menu and double-click
the green Citrix logo next to CD Drive under Devices and drives.

— CD Drive (Dx) XA and XD

0 bytes free of 2,32 GB
UDF

Note: If the screen in step 8 does not launch from double-clicking the green Citrix logo next to
CD Drive under Devices and drives, then double-click the AutoSelect.exe file.

On the Deliver applications and desktops to any user, anywhere, on any device screen, click
Start next to the XenDesktop option.
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Deliver applications and desktops to any user, anywhere
on any device.

« Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

XenAp p Deliver applications

Xen DeS kto p Deliver applications and desktops

CITRIX

¥

10.

Select Virtual Delivery Agent for Windows Server OS.

XenDesktop 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-

essential services like License Server and StoreFront. based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service

Services and Support

ntation Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides,

11.

Verify that Create a Master Image is selected and click Next.

54




XenDesktop 7.13 Environment

Environment Configuration

Core Components

o | want to:
Additional Components

®) Create a Master Image

Delivery Controller g L ¢ 3 : R 3
e, Select this option if you use Machine Creation Services or Provisioning Services to

Features create servers from this master image.

Firewall Enable connections to a server machine

S Select this option to install the Virtual Delivery Agent onto either a physical server or a
ey virtual machine that has been provisioned without the VDA.

Install

Call Home

Finish

pack | (S [ Concel |

Note: Master is a term used to reference a machine that will be used as a base to create other
machines nearly identical to the Master. You will be tasked to use this Master machine in a
future exercise for this type of machine creation.

12.

On the Core Components page, verify that the Virtual Delivery Agent is marked as Required
and that Citrix Receiver is selected.
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¥ Environment
Core Components
Additional Components
Delivery Controller
Features
Firewall
Summary 2
Install
Call Home

Finish

XenDesktop 7.13 Core Components

Location: C:\Program Files\Citrix | Change... |

Virtual Delivery Agent (Required)
The software agent that is installed on the virtual or physical machine that provides the
virtual desktop or application to the user,

Citrix Receiver
Client software that enables users to access their documents, applications, and
desktops from any device, including smartphones, tablets, and PCs.

Click Next to continue the Virtual Delivery Agent installation wizard.

Note: You could choose to de-select Citrix Receiver here, but for this lab, we are installing it

on the VDA.
13.| On Additional Components Page, uncheck both check boxes and click Next.
XenDesktop 7.13 Additional Components
¥ Environment O Component (Select all)
« Core Components L .
@ Citrix Personalization for App-V - VDA
Additional Components — Enables this machine to launch App-V packages. Learn more
Delivery Controller
m] Citrix AppDisk / Personal vDisk
Features Installs components used for AppDisk and Personal vDisks. Learn more. Learn more
Firewall
Summary
Install
Call Home
Finish
14.

exercise.

Configure the Virtual Delivery Agent to register with the Controller deployed in a previous
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On the Delivery Controller page, under Configuration, confirm the drop-down menu is set to
Do it manually.

Enter NYC-XDC-001.workspacelab.com in the Controller address field.

Click Test connection. If the test is successful, as indicated by a green check mark to the
right of the Controller address field, click Add.

XenDesktop 7.13 Delivery Controller

v Environment

Delivery Controller Balianualiy -
Features
i I + NYC-XDC-001.workspacelab.com Edit Delete
irewa
Summa Controller address:
i } :
Install Example: controllerl.domain.com
Call Home
Finish

Configuration

i How do you want to enter the locations of your Delivery Controllers?
al Components

Mote: Any Group Policies that specify Delivery Controller locations will override settings
provided here,

Back m | Cancel

Click Next to continue the Virtual Delivery Agent installation wizard.

Note: The XenApp and XenDesktop Site has only one Controller to add. If the environment
had additional Controllers, this method could be used to add the additional Controllers.

Note: This Controller address step in the Virtual Delivery Agent (VDA) installation wizard

saves the Controller address into the registry of the Master that you are installing the VDA on.

This is important, because as mentioned above, all machines created from this Master will be
nearly identical, which means all machines will have the same registry entry that can be used
by the VDA to register with and find the Controller.

15.

On the Features page, verify that the following four checkboxes are enabled:

Optimize performance

Use Windows Remote Assistance

Use Real-Time Audio Transport for audio
Framehawk
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XenDesktop 7.13

+ Environment
+ Core Components
+ Additional Components
+" Delivery Controller
Features
Firewall
Summary
Install
Call Home
Finish

Features

I~ Feature (Select all)

“ Optimize performance
Optimize desktop settings. Learn more

“ Use Windows Remote Assistance
_ Enable Windows Remote Assistance and open TCP port 3389, Learn more

“ Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509. Learmn more

v Framehawk
o Opens UDP ports 3224-3324. Learn more

Click Next to continue the Virtual Delivery Agent installation wizard.

16.

On the Firewall page, verify that the Automatically option is selected for configuring the
firewall rules. Click Next.

17.

On the Summary page, review and confirm the configurations.

XenDesktop 7.13 Summary
Review the prerequisites and confirm the components you want to install. o Restart required
Installation directory
C\Program Files\Citrix
v Delvery Co x
= Prerequisites
v Features 5 & y
Featilne Microsoft Remote Desktop Session Host
 Firewall Microsoft Remote Desktop Connection
Windows Remote Assistance Feature
Summary ; ;
Microsoft Visual x64 C-+ 2013 Runtime
Install Microsoft Visual ¥64 C-+ 2015 Runtime
Call Home Microsoft Visual x86 C++ 2013 Runtime
Fioish Microsoft Visual x86 C+ + 2015 Runtime
G Microsoft Visual k64 C++ 2008 Runtime v
A\ Failed to connect to one o more Delivery Controllers. An incorrectly configured Controller can
result in failure of the Virtual Delivery Agent to register with it, and applications and desktops
being unavailable to users.
Click Install.

Note: The installation will take a few minutes.
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Note: Please ignore the “Failed to connect to one or more delivery controllers.” warning. Citrix
XenDesktop development is aware of the error and will be resolving the issue in a future
release. Refer [#HDX-5012] on https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-
13/whats-new/known-issues.html for more details.

18.

Click Close on the XenDesktop dialog box informing that a restart is required for the
installation to continue.

KenDesktop

o The machine needs to be restarted before the installation can continue,

Note: MCS-SRV-MST will reboot and then will continue with the installation of the VDA.
Ensure that each time you log on after a reboot, you use the same credentials that were used
to perform this installation. You may want to switch to XenCenter to monitor the progress of
the reboot. To do this, select MCS-SRV-MST in the left pane and the Console tab in the right
pane.

Using the Remote Desktop Connection Manager, connect to MCS-SRV-MST after reboot.

To log on to MCS-SRV-MST, switch back to the Remote Desktop Connection Manager, right-
click this machine, and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

19.

Wait for the installation to resume.

20.

On the Call Home page, select | do not want to participate in Call Home and click Next.

{®) | do not want to participate in Call Home.

You can participate later, using PowerShell cmdlets,

21.

Verify that the pre-requisites, core components, and post install items completed successfully.

Ensure that the Restart machine option is enabled (default) and click Finish.
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XenDesktop 7.13 Finish Installation

¥ Environment The installation completed successfully. v Success

¥ Core Components o
Prerequisites

¥ Additional Components v Microsoft Remote Desktop Session Host Installed
« Delivery Controller v Microsoft Remote Desktop Connection Installed
v Windows Remote Assistance Feature Installed
¥ Features v Microsoft Visual x64 C++ 2013 Runtime Installed
« Firewall v Microsoft Visual x64 C++ 2015 Runtime Installed
v Microsoft Visual x86 C++ 2013 Runtime Installed

« Summary . . N
v Microsoft Visual x86 C++ 2015 Runtime Installed
¥ Install v Microsoft Visual x84 C++ 2008 Runtime Installed
« Call Home « Microsoft Visual x86 C++ 2008 Runtime Installed
— v Microsoft Visual x64 C++ 2010 Runtime Installed
Hint ' Microsoft Visual x86 C++ 2010 Runtime Installed

Core Components

v Virtual Delivery Agent Installed

+ Citrix Receiver Installed

Post Install

+ Component Initialization Initialized
Restart machine

Note: You may want to switch to XenCenter to monitor the progress of the reboot. To do this,
select MCS-SRV-MST in the left pane and the Console tab in the right pane.

22.| After MCS-SRV-MST has finished rebooting, switch back to the Remote Desktop Connection
Manager, and connect to MCS-SRV-MST.
To log on to MCS-SRV-MST, right-click this machine and choose Connect server.
Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl
23.| Verify that the expected Virtual Delivery Agent (VDA) software and version was installed.
Right-click Start and select Program and Features.
ol Programs and Features = O
& v A E » Control Panel » Programs » Programs and Features v & Search Programs and Features
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
W) Tum Windows features on or
off be
Organize v SEEE S
Install a program from the ~
network Name Publisher Installed On  Size
@ Citrix Receiver 4.7 Citrix Systems, Inc. 5/25/2017 58.5 MB
&4 Citrix Virtual Delivery Agent 7.13 Citrix Systerns, Inc. 5/25/2017
Close the Programs and Features window.
24.| Using XenCenter, eject the XenApp and XenDesktop installation media from MCS-SRV-MST.

To eject the installation media 1SO, select MCS-SRV-MST in the left pane of XenCenter. In the
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right pane, select the Console tab and click Eject to remove
XenApp_and_XenDesktop_7 13.iso from the DVD-Drive 1.

Note: The Eject option can be difficult to see. It is an underlined word to the right side of the
DVD Drive 1 drop-down menu.

Key Takeaways:

The Server OS VDA installation allows for two different installation methods: create a master
image or enable connections to a server machine. Create a master image will install the VDA in a
“sysprepped” state. Enable connections to a server machine is used when no image
management is required.

The Server OS VDA installation adds the required Remote Desktop Services Session Host role
and other dependencies automatically.

The installation of the VDA component is required for all machines that will be used to deliver
applications or desktops to end users.

Exercise 4-2: Create a Machine Catalog for Server OS
using MCS

Scenario:
Your task is to proceed with the next step in creating resources for users that are hosted on a Server OS.
You will create a Machine Catalog using the Server OS that you prepared previously.

Step Action
1. | Using the Remote Desktop Connection Manager, connect back to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Machine Catalogs.
From the Actions pane on the right side of the console, click Create Machine Catalog.
Actions
Machine Catalogs -
18] Create Machine Catalog
View »
| Refresh
Help
Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.
3. | On the Introduction page, click Next to continue the Machine Catalog creation wizard.
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Note: Machine Catalogs are collections of physical or virtual machines that you assign to
users. You create Machine Catalogs from Master Images or physical machines in your
environment. The Master Image or physical machine that you use to create a Machine
Catalog must have a Virtual Delivery Agent installed. Also, ensure that the operating system is
up-to-date and that applications are installed.

On the Operating System page, verify that Server OS is selected and click Next.

Machine Catalog Setup

Studio Operating System

Select an operating system for this Machine Catalog.

®) Server OS
The Server OS Machine Catalog provides hosted shared desktops for a large-scale

2 deployment of standardized Windows Server OS o Linux OS machines.
Operating System

Desktop OS
The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
Master Image users.

Machine Management

Virtual Machines Remote PC Access
The Remote PC Access Machine Catalog provides users with remote access to their

Computer Accounts
B physical office desktops, allowing them to work at any time.

Summary

o

Note: When selecting an operating system for the Machine Catalog, there are three options:
e Server OS: The Server OS Machine Catalog provides hosted shared desktops for a
large-scale deployment of standardized Windows Server OS or Linux OS machines.
e Desktop OS: The Desktop OS Machine Catalog provides VDI desktops ideal for a
variety of different users.
e Remote PC Access: The Remote PC Access Machine Catalog provides users with
remote access to their physical office desktops, allowing them to work at any time.

On the Machine Management page, verify that the following two options are selected:
e Machines that are power managed (for example, virtual machines or blade PCs)
e Citrix Machine Creation Services (MCS)

Click Next to continue the Machine Catalog creation wizard.
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Machine Catalog Setup

Studio Machine Management

This Machine Catalog will use:
(® Machines that are power managed (for example, virtual machines or blade PCs)

Machines that are not power managed (for example, physical machines)

Machine Management Deploy machines using:

Master Image ®) Citrix Machine Creation Services (MCS)
Virtual Machines Resources: Internal (Zone: Primary)
Computer Accounts Citrix Provisioning Services (PVS)
Summary Anather service or technology

I am not using Citrix technology to manage my machines. | have existing machines
already prepared.

Note: For Linux OS machines, consult the administrator documentation for guidance

Back | S | Cancel

Note: There are three options for the type of tool that will be used to deploy machines:

e Citrix Machine Creation Services (MCS) — Uses a master image or template to create

and manage virtual machines.
o MCS is not available for physical machines.
o Machine Catalogs in cloud environments use MCS.

e Citrix Provisioning Services (PVS) — Manages target devices as a device collection. A

Provisioning Services vDisk imaged from a master target device delivers desktops
and applications.

e Another service or technology — A tool that manages machines already in the data
center. Citrix recommends you use Microsoft System Center Configuration Manager
or another third-party application to ensure that the machines in the catalog are
consistent.

On the Master Image page, select MCS-SRV-MST as the Master machine.

Click Next to continue the Machine Catalog creation wizard.
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Studio

¥ Introduction

¥ Operating System

+ Machine Management
Master Image
Virtual Machines
Computer Accounts

Summary

Master Image

Machine Catalog Setup

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

» (W] MCS-DTP-MST @
» MCS-SRV-MST ©@
» (W] NYC-ADS-001 @
» [ NYC-FSR-001 @
» (W) NYC-MAN-001 @
» (W] NYC-NIC-001 @

» (W] NYC-PVS-001 @
» (W] NYC-PVS-002 @
» (W] NYC-SQL-001 ©
» (M) NYC-STF-001 @

» (W] NYC-STF-002 @ v
o Select the minimum functional level for this 7.9 (or newer - recommended, to acc... ¥ ]
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Note: If snapshots existed for the machine, you could select a specific snapshot to be used
for the master. Since there are no snapshots, the resultant process of this wizard will create
one automatically.

Note: Version 7.13 does not have the option to Customize virtual CPUs from the MCS wizard.

On the Virtual Machines page, verify that the following default settings are configured:

Number of Virtual machines needed: 1
Memory: 2048 MB

Memory allocated to cache (MB): 256
Disk cache size (GB): 24
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Machine Catalog Setup

Studio Virtual Machines

How many virtual machines do you want to create?
i

[1 ([=1+]

Configure your machines.

Total memory (MB) on each machine: | 2048 7“ ::‘

Configure a cache for temporary data on each machine.

Virtual Machines | Memory allocated to cache (MB):

Computer Accounts | Disk cache size (GB):

Summary

Bock | [ Concel |

Click Next to continue the Machine Catalog creation wizard.

On the Computer Accounts page, verify that the Create new Active Directory accounts
radio button is selected.

In the drop-down next to Domain for the Active Directory location for computer accounts field,
verify that workspacelab.com is selected.

Active Directory location for computer accounts:

Domain: [ workspacelab.com =
ki

Using the arrows, expand Citrix > New York > VDA.
Select the Servers Organizational Unit (OU).

Note: The Servers OU is the WW Labs location designated for machines running the Virtual
Delivery Agent (VDA) that are used to host Server OS apps and desktop resources for users.

Enter NYC-SRV-### in the Account naming scheme field.
Verify that 0-9 is selected from the drop-down menu to the right of the naming scheme.
Note: If this wizard was being used to create machines on an existing haming convention,

then the resultant machines from this Machine Creation Services (MCS) process would
increment to the next numerical sequence numbers available.
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Machine Catalog Setup

Studio Active Directory Computer Accounts

Each machine in a Machine Catalog needs a corresponding Active Directory computer account.

Select an Active Directory account option:
¥ Introduction @) Create new Active Directory accounts
¥, Hperating aystem _) Use existing Active Directory accounts
v NahineManagement Active Directory location for computer accounts:

V- Master Image Domain: workspacelab.com b
¢ Virtual Machines
v (@ VDA -
Computer Accounts » (@ Desktops
Summary » & RemotePC

» @ Computers l:l
» (@ Domain Controllers

Selected location: OU=Servers, OU=VDA OU=New York,OU=Citrix,DC=workspaceIab,DC:co]

Account naming scheme:

NYC-SRV-222 oo ]

NYC-SRV-012

~var—

Click Next to continue the Machine Catalog creation wizard.

On the Summary page, review the configurations and enter the following information:

e Machine Catalog name: NYC-CAT-ServerOS

e Machine Catalog description for administrators: Windows 2016 Hosted Apps and
Desktops - Machine Creation Services
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Machine Catalog Setup

Studio Sumuisry
Machine type: Server OS =
v Intredoction Machine management: Virtual
Provisioning method: Machine creation services (MCS)
Resources: Internal
Master Image name: MCS-SRV-MST
+ Master Image A snapshot of the Master Image VM will be created
« Virtual Machines VDA version: 7.9 (or newer)
¥ Computer Accounts Number of VMs to create: 1
Virtual CPUs: 1
Summary
Memory (MB): 2048
Machine Catalog name:
| NYC-CAT-Server0S |
Machine Catalog description for administrators: (Optional)
| Windows 2016 Hosted Apps and Desktops - Machine Creation Services |
To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.
( Back 1 Finish ‘ Cancel ‘
Click Finish.

Note: Clicking Finish begins the Machine Creation Services (MCS) process in which a
combination of the parameters specified in this Machine Catalog creation wizard and the
parameters of the XenApp and XenDesktop Site are used to create complete virtual machines
from the Master machine specified earlier in said wizard. Each virtual machine created is built
into a Machine Catalog, visible from Studio. Each virtual machine created has a nearly
identical build to its Master machine, with a unique SID, machine account in Active Directory,
unique MAC, and using the DHCP scope we verified in an earlier exercise these virtual
machines have a unique IP address.

Note: With the XenServer resources allocated to this XenApp and XenDesktop POC project
by the Lead Citrix Architect, it is expected that the Machine Creation Services (MCS) process
will take an estimated 15 minutes to complete. This process may appear hung, however, it is
not; just let it continue and complete itself.

10.

Verify that the Machine Creation Services (MCS) process has completed. Using Studio, verify
that the Machine Catalog has been created.

Click Machine Catalogs in the left pane of Studio and view the NYC-CAT-ServerOS Machine
Catalog in the middle pane.
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&3 Citrix Studio - m] x

File Action View Help

= 7n/FEH
§3 Citrix Studio (SITE-NewVo | [ Actions
CITRIX
D search . Machine Catalogs -
= Machine Catalogs .
= AppDisks Machine type No. of machines Allocated machines Create Machine Catalog
£L Delivery Groups NYC-CAT-ServerOS Server OS (Virtual) 1 (] View »
& Applications Allocation Type: Random User data: Discard Provisioning method: Machine creation...
= 2 a G| Refresh
[= Policies
Legging H Hep
v [ Configuration
£ Administrators ACTALSeels =
Controllers (B Add Machines
= Hosting (5} Update Machines
e Licensing
[ Storefront [E Edit Machine Catalog
[igly App-V Publishing Manage AD Accounts
R R R —————————
H AppDNA B View Machines
@ Zones Details - NYC-CAT-Server0S
(B} Delete Machine Catalog
Details | Machines | Admini
@l Rename Machine Catalog
Machine Catalog Machine [ Test Machine Catalog
Help
Name: NYC-CAT-Server0S Disk Image: Citrix_XD_NYC-CA...
Wachine Type: Server OS (Virtual) Virtual CPUs: 1
Provisioning Method: Machine creation services Memory: 2048 MB
Allocation Type: Random Hard disk: 24GB
Set to VDA version: 7.9 (or newer) Temporary memory cache size: 256 MB
Resources: Internal Temporary disk cache size: 24GB
Scopes: All Installed VDA version: Unknown
Zone: Primary Operating System: Unknown
< > -

Verify that the virtual machine that was specified to be created using Machine Creation
Services (MCS) has been successfully created and added to the NYC-CAT-ServerOS
Machine Catalog.

Using Studio, right-click the NYC-CAT-ServerOS Machine Catalog and select View
Machines.

& Citrix Studio - [m] X
File Action View Help
e N4

&3 Citrix Studio (SITE-NewYo| = Actions
O Search citRIX = "
= Machine Catalogs -
[ AppDisks Machine type No. of machines Alocated machines Create Machine Catalog
£, Delivery Groups NYC-CAT-Server0S Server OS (Virtual) 1 0 View »
_.H Applications Allocabize Tuno. Dozalom User data: Discard Provisioning method: Machine creation...
& Policies Add Machines ) Refresh
[# Logging Update Machines Help
v [ Configuration Edit Machine Catalog T — .
£, Administrator - R
Controllers anage counts [B. Add Machines
View Machi
= Hosting v Machines [E) Update Machines
Ja Licensing Delete Machine Catalog
Edit Machine Catalox
D StoreFront Rename Machine Catalog ® d
[ifly App-V Publisk Test Machine Catalog [F Manage AD Accounts
& AppDhA B View Machines
@ Zones Details - NYC-CAT-Server0S
[l Delete Machine Catalog
Details | Machines | Admini
&} Rename Machine Catalog
Machine Catalog Machine [ Test Machine Catalog
Help
Name: NYC-CAT-ServerOS Disk Image: Citrix_XD_NYC-CA...
Machine Type: Server OS (Virtual) Virtual CPUs: 1
Provisioning Method: Machine creation services Memory: 2048 MB
Allocation Type: Random Hard disk: 24GB
Set to VDA version: 7.9 (or newer) Temporary memory cache size: 256 MB
Resources: Internal Temporary disk cache size: 24GB
Scopes: All Installed VDA version: Unknown
Zone: Primary Operating System: Unknown
< > -

Verify that NYC-SRV-001.workspacelab.com displays.




12.| Additionally, verify that the virtual machine NYC-SRV-001 was created in the environment.

Using XenCenter, in the left pane, confirm that NYC-SRV-001 is listed to verify that this
machine was created.

=l {7 *enCenter
= [ cMB-310-11

[ MCS-DTP-MST
[ MCS-SRV-MST
[ NYC-ADS-001
[E NYC-FSR-001
[ MYC-MAN-001
[ MyC-NIC-001
[ MYC-PYS-001
[ Nyc-pys-002
[ NYC-50L-001
LY nvCsev-oo1
[ NYC-STF-001
[ NyYC-STF-002
[ MYC-vNs-D01
[ MYC-WRK-001
[ NYC-WRK-002
[ MYC-WRK-003
[ NYC-WRK-004
[ MYC-XDC-001
[ MYC-xDC-002
[ PVS-DTP-MST
[ PVs-SRV-MST
= DVD drives
=] Local 150 SR XS

g Local Storage

% Remuovable storage

NYC-DTP-TMP

TMP-DTP-002

13. | Using XenCenter, right-click NYC-SRV-001 and select Start.

Key Takeaways:
¢ Machine Catalogs group machines together that are similar in function, purpose, and capabilities.

e All machines within a Machine Catalog need to be either Server OS or Desktop OS and cannot
be mixed.

Exercise 4-3: Create a Machine Catalog for Server OS

using Manual Provisioning

Scenario:
You will create a Machine Catalog using the Server OS that has been pre-created in the lab. This
machine already has VDA software installed.
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1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Machine Catalogs.

From the Actions pane on the right side of the console, click Create Machine Catalog.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. | On the Introduction page, click Next to continue the Machine Catalog creation wizard.

4. | On the Operating System page, verify that Server OS is selected and click Next.

5. | On the Machine Management page, verify that the following two options are selected:

e Machines that are power managed (for example, virtual machines or blade PCs)
e Another service or technology

Click Next to continue the Machine Catalog creation wizard.

Machine Catalog Setup

Studio Machine Management

This Machine Catalog will use:

(®) Machines that are power managed (for example, virtual machines or blade PCs)

Machines that are not power managed (for example, physical machines)

Machine Management Deploy machines using:
Virtual Machines Citrix Machine Creation Services (MCS)
Summary

Citrix Provisioning Services (PVS)

@) Another service or technology
| am not using Citrix technology to manage my machines. | have existing machines
already prepared.

Note: For Linux OS machines, consult the administrator documentation for guidance

e (Ccancel

6. | On the Virtual Machines page, click Add VMs and select NYC-MAN-001 from the list of
machines.
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Machine Catalog Setup

Studio Virtual Machines

Select VMs

¥ Introduction

>

¥ Operating System v (= g XenServer

(] M MCS-DTP-MST @
] (B MCS-SRV-MST @ i
] (=] NYC-ADS-001 ©

+ Machine Management

Virtual Machines

[

Summary

[ @ NyC-PVS-001 @
(] (] NyC-PvS-002 @
(] [m) NvC-sQL-001 @ -

Export list,

“ CENCE|

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

- recommended, to acc... ¥

catalog:

Cancel

Click OK on the Select VMs window.

On Virtual Machines page, under Computer AD account, type WORKSPACELAB\NYC-MAN-
001$ and press Tab.

Machine Catalog Setup

Studio Virtual Machines

Import or add virtual machines and their computer Active Directory accounts:

VM name 4 | Computer AD account
+ Introducti
L oL WORKSPACELAB\NYC-MAN-001$ i

¥ Operating System

« Machine Management ‘
Virtual Machines

Summary ‘

Remove [ Import list... ] l Export list... ] [ Add VMs... J
o Select the minimum functional level for this l 7.9 (or newer - recommended, to acc... ¥ ]
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Click Next.

8. | On the Summary page, review the configurations and enter the following information:

e Machine Catalog name: NYC-CAT-ServerOS-Manual

e Machine Catalog description for administrators: Windows 2016 Hosted Apps and
Desktops — Manual Catalog

Machine Catalog Setup

Studio Summary
Machine type: Server OS
Machine management: Virtual

Provisioning method: Another service or technology
Number of machines added: 1

VDA version: 7.9 (or newer)

Scopes:

Summary Zone: Primary

Machine Catalog name:

NYC-CAT-ServerOS-Manual

Machine Catalog description for administrators: (Optional

Windows 2016 Hosted Apps and Desktops — Manual Catalcgl

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

s | [EEIN [ concel

Click Finish.

Key Takeaways:
e Although Citrix recommends using either the MCS or PVS provisioning method, it is also possible
to create a Catalog from machines that have been installed manually.

Exercise 4-4: Create two Delivery Groups for Server OS

Catalogs

Scenario:

Server OS Machine Catalogs contain a group of identical Server OS machines that can be used to deliver
a set of resources to users. The delivery of these resources to users is controlled through Delivery
Groups.

WW Labs has several user groups that require access to resources, including the Human Resources,
Engineers, and Auditors departments. These user groups will be dependent on Server OS-based
resources.

Your task is to create two Delivery Groups and assign resources to the HR and Engineers Groups from
two different Server OS catalogs using Delivery Groups.

Step Action
1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
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XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Using Studio, expand Citrix Studio (SITE-NewYork) and click Delivery Groups.

From the Actions pane on the right side of the console, click Create Delivery Group.

Actions

Delivery Groups £
B Create Delivery Group

View >
|G Refresh
ﬂ Help

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

On the Introduction page, click Next to continue the Delivery Group creation wizard.

Note: Delivery Groups are collections of desktops and applications that created from Machine
Catalogs. Create Delivery Groups for specific teams, departments, or types of users, and
base them on either a desktop or a server operating system. Make sure you have enough
machines available in a suitable Catalog to create the Delivery Groups you need.

On the Machines page, verify that the previously created Machine Catalogs are listed.
Select NYC-CAT-ServerOS.
Enter 1 in the Choose the number of machines for this Delivery Group field.

Click Next to continue the Delivery Group creation wizard.
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Create Delivery Group

Studio Machines
Select a Machine Catalog.
‘ Catalog | Type Machines
¥ intnrticion O  NYC-CAT-ServerOS RDS MCS Random

Machines Windows 2012 R2 Hosted Apps and Desktops Machine Catalog
NYC-CAT-ServerOS-Manual RDS Manual Random 1
Windows 2016 Hosted Apps and Desktop - Manual Catalog.

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

Choose the number of machines for this Delivery Group:

Back Cancel

On the Users page, select Restrict use of this Delivery Group to the following users.

Click the Add button under the Add users and groups box.

Create Delivery Group

Studio use

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable

access for unauthenticated users.
¥ Introduction

! Allow any authenticated users to use this Delivery Group.

¥ Machines
(®) Restrict use of this Delivery Group to the following users:
Users
Applications Add users and groups
Desktops
Summary

icated (anony users; no c ials are required to access

(] Give access to
StoreFront
This feature requires a StoreFront store for unauthenticated users.

|_| Sessions must launch in a user's home zone, if configured.

Enter Auditors; Engineers; HR; in the Select Users or Groups dialog box that appears.




Select Users or Groups *

Select this object type:

|Users or Groups | Chject Types...

From this location:

|Er1tire Directory | Locations. ..

Enter the object names to select (examples):

Auditors; Engineers; HR| Check Names
Advanced. .. Cancel

Click Check Names.

Click OK on the HR Group highlighted, and click OK on the Select Users or Groups dialog
box.

Multiple Names Found

Mare than one object matched the name "HR". Select one or more names
from this list, or, reenter the name.

Matching names:

Name Logon Mame {pr...  E-Mail Address Description In Folder
workspacelab.co...
& HR1 HR1 workspacelab.co...
E; HR2 HR2 workspacelab.co...
Cancel

Click Next to continue the Delivery Group creation wizard.
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Create Delivery Group

Studio S

Users

Applications WORKSPACELAB\Auditors
WORKSPACELAB\Engineers

Deskiope WORKSPACELAB\HR

Summary

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable
access for unauthenticated users.

Allow any authenticated users to use this Delivery Group.

8 Restrict use of this Delivery Group to the following users:

Add...

Give access to unauthenticated (anonymous) users; no credentials are required to access
Storefront

This feature requires a StoreFront store for unauthenticated users

Sessions must launch in a user's home zone, if configured.

[ Back \ Next Cancel

Note: The WW Labs design scope for this XenApp and XenDesktop POC deployment has
specified these user groups in Active Directory for testing these published applications (as
seen in the next step) for this POC.

On the Applications page, click Add and select From start menu.

Add.. v |

From start menu...
Manually...
Existing..

App-V..
Application Group...

Note: The wizard will begin the process of discovering applications found on NYC-SRV-001.

Click the checkbox next to each of the following applications to select them:

Access 2016
Excel 2016
Notepad
OneNote 2016
Outlook 2016
PowerPoint 2016
Word 2016

Click OK.

Note: Other than Microsoft Office applications, you are only publishing the Notepad
application from this Delivery Group.

Click Next to continue the Delivery Group creation wizard.
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Create Delivery Group

Studio Applications

To add applications, click *Add" and choose a source. Then select applications from that source.
If you choose Application Groups, all current and future applications in the selected groups will

2 - be added. You can also place new applications in a non-default folder and change application
ntrocduction

properties.
¥ Machines -
v User! Tome ‘
[ Access 2016
Applications B0 Excel 2016
Desktops ‘\ Notepad
Summary [J} OneNote 2016
[ outlook 2016
[ PowerPoint 2016
@ word 2016

J
Place the new applications in folder:

f@@ Applications\

| Change.. l
(oo | S [ concet ]

Note: The applications can take a while to populate, because the NYC-SRV-001 machine
may have been powered off by the Controller to save on resource consumption. In order to
return a list of the applications installed, the Controller has to call to the hypervisor hosting
NYC-SRV-001 and have it powered on. Once powered on, the VDA will register with the
Controller and send a list of installed applications to publish.

Note: If this application list does not appear after five minutes, use XenCenter to verify that
NYC-SRV-001 is powered on.

Note: You can also add (create) applications manually by providing the executable path,
working directory, optional command line arguments, and a display name visible to users in
Receiver and administrators in Studio.

On the Desktops page, click Add.




Create Delivery Group

Studio Desktops

Add users or groups who can launch a desktop from this Delivery Group.

Add assignments

Desktops

Summary

[ Add. |

[esc ] s

—
Cancel |

On the Add Desktop page, enter the following information:
e Display Name: HR Desktop
e Description: Desktops for HR Group

Select Restrict desktop use to and click Add.

Enter HR on the Select Users or Groups window.

Click the Check Names button.

Select Users or Groups

Select this object type:

From this location:
| Entire Directany |

Enter the object names to select (2xamples):
HFY

Advanced...

|Users or Groups | Object Types...

Locations...

Check Mames

Cancel

Click OK on the HR Group highlighted, and click OK on the Select Users or Groups dialog

box.
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Multiple Mames Found

Mare than one object matched the name "HR". Select one or more names
from this list, or, reenter the name.

Matching names:
Name Logon Mame fpr...  E-Mail Address Descriptian In Folder
workspacelab.co..
& HR HR1 workspacelab.co...
E; HR2 HR2 workspacelab.co...

0K || Cancel

Click OK to close the Add Desktop page.

Edit Desktop

Display name: ||HR Desktop

Description: | Desktops for HR group

The name and description are shown in Receiver.

[ Restrict launches to machines with tag:

) Allow everyone with access to this Delivery Group to use a desktop

®) Restrict desktop use to:

WORKSPACELABYWHR

Remuove

[+#| Enable desktop
Clear this check box to disable delivery of this desktop.

Click Next to continue the Delivery Group creation wizard.
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Create Delivery Group

Studio Desktops

Add users or groups who can launch a desktop from this Delivery Group.

Name 4 \ Users
V¥ Introduction HR Desktop WORKSPACELAB\HR
¥ Machines
¥ Users

+ Applications
Desktops

Summary

8. | Onthe Summary page, verify the previously configured information and enter the following:

o Delivery Group name: NYC-DG-ServerOS-Apps-Desktops

o Delivery Group description, used as label in Receiver (optional): Windows 2016
Desktop

Create Delivery Group

Studio Smmary
-
Machine Catalog: NYC-CAT-ServerOS ]
¥ Titroduchon Machine type: Server OS
¥ Machines Allocation type: Random
Machines added: WORKSPACELAB\NYC-SRV-001
¥ Users 1 unassigned
v Applications Users: WORKSPACELAB\Auditors; WORKSPACELAB =
+ Desktops \Engineers; WORKSPACELAB\HR
| Desktops: HR Desktop
Summary i
Applications to add: Access 2013, Excel 2013, Notepad, OneNote 2013,
Outlook 2013, PowerPoint 2013, Publisher 2013, Word
2013
Folder for new applications: Applications\ .
Launch in user's home zone: No -
Delivery Group name:
| NYC-DG-ServerOS-Apps-Desktops |
Delivery Group description, used as label in Receiver (optional):
[ Windows 2016 Desktod |
Click Finish.
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Note: The display name will appear for the published desktop and the application names will
appear for each published application to the user, using Receiver.

Verify that the applications selected during the Delivery Group creation wizard appear under
the Applications node.

Using Studio, select the Applications node in the left pane. Verify that you can see the
following published apps:
e Access 2016
Excel 2016
Notepad
OneNote 2016
Outlook 2016
PowerPoint 2016
Word 2016

&4 Citrix Studio (SITE-NewYo

O Search
= Machine Catalogs
= AppDisks [ Show all + | Description
8 Delivery Groups AE Access 2016 Master Image Enabled
3] Applications * Application Folders
|§ p:l?des f&@ Applications 3 Excel 2016 Master Image Enabled
| Notepad Master Image Enabled
7 Loaai
ogg.mg . ﬁ] OneNote 2016 Master Image Enabled
~ [E» Configuration
8 Administrators BZ‘l QOutlook 2016 Master Image Enabled
Controllers m PowerPoint 2... Master Image Enabled
E Hosting El Word 2016 Master Image Enabled
& Licensing
[ storeFront
[ _Ann-V Publishing

Creating the Second Delivery Group from Manually Created Catalog.

10. | Click Delivery Groups on the left pane and on the right pane click Create Delivery Group.
11. | On the Introduction page, click Next to continue with Delivery Group creation wizard.
12. | On the Machines page, select NYC-CAT-ServerOS-Manual.

Enter 1 in the Choose the number of machines for this Delivery Group field.

Create Delivery Group

Studio Machines
Select a Machine Catalog.
| Catalog Type Machines |
i O NYC-CAT-ServerOS-Manual RDS Manual Random

Machines Windows 2016 Hosted Apps and Desktops — Manual Catalog
Users

Applications

Desktops

Summary

[=2)
Choose the number of machines for this Delivery Group: ]'1 -+

Back [ cancel |

Click Next to continue the Delivery Group creation wizard.
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13.

On the Users page, select Restrict use of this Delivery Group to the following users.

Click the Add button under the Add users and group’s box.

Create Delivery Group

Studio s

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable
access for unauthenticated users.

Allow any authenticated users to use this Delivery Group.

(®) Restrict use of this Delivery Group to the following users:

Applications

Add users and groups
Desktops

Summary

=

Add.. |
ket )
| Give access to unauthenticated (anonymous) users; no credentials are required to access

StoreFront

This feature requires a StoreFront store for unauthenticated users

| Sessions must launch in a user's home zone, if configured.

Enter Auditors; Engineers; HR; in the Select Users or Groups dialog box that appears.

Click Check Names.

Select Users or Groups *

Select this object type:

|Users or Groups | Chject Types...
From this location:
|Er1tire Directory |

Locations...

Enter the object names to select (examples):
Auditors; Engineers; HR| Check Names

Advanced... Cancel

Click OK on the HR Group highlighted, and click OK on the Select Users or Groups dialog
box.
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Multiple Mames Found bt

More than one object matched the name "HR". Select one or more names
from this list, or, reenter the name.

Matching names:

MName Logon Mame (pr...  E-Mail Address Description In Folder

! workspacelab co...
E, HR1 HR1 workspacelab co...
E, HR2 HR2 workspacelab.co...

Carc

Click Next to continue the Delivery Group creation wizard.

Create Delivery Group

Studio L

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable

¥ access for unauthenticated users.
¥ Introduction

Allow any authenticated users to use this Delivery Group.

¥ Machines
®) Restrict use of this Delivery Group to the following users:
Users
Applications WORKSPACELAB\Auditors
WORKSPACELAB\Engineers

Deskoops WORKSPACELAB\HR
Summary

Add... amo

|_| Give access to unauthenticated (anonymous) users; no credentials are required to access
StoreFront
This feature requires a StoreFront store for unauthenticated users.

|_| Sessions must launch in a user’s home zone, if configured.

(o ] I (G

Note: The WW Labs design scope for this XenApp and XenDesktop POC deployment has
specified these user groups in Active Directory for testing these published applications (as
seen in the next step) for this POC.

14.

On the Applications page, click Add and select From start menu.

Note: The wizard will begin the process of discovering applications on NYC-MAN-001.

Click the checkbox next to each of the following applications to select them:
e Calculator
e Google Chrome
o Mozilla Firefox
e Paint
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Click OK. Click Next to continue the Delivery Group creation wizard.

Create Delivery Group

Studio Applications

To add applications, click *Add" and choose a source. Then select applications from that source.
If you choose Application Groups, all current and future applications in the selected groups will

Zi & be added. You can also place new applications in a non-default folder and change application
introduction

properties.
¥ Machines ot '
T
+
¥ Users Hamy
[ &l caleulator
icati
PR RCasions @ Google Chrome
Desktops @ Mozilla Firefox
Summary (3} Paint

(Add.. v

Place the new applications in folder:

f@ Applications\

—
| Change.. |

| Concel |

Note: The applications can take a while to populate, because the Controller may have
powered off the NYC-MAN-001 machine. In order to return a list of the applications installed,
the Controller has to call to the hypervisor hosting NYC-MAN-001 and have it powered on.
Once powered on, the VDA will send a list of installed applications to the Controller.

Note: If this application list does not appear after five minutes, use XenCenter to verify that
NYC-MAN-001 is powered on.

Note: You can also add (create) applications manually by providing the path to the
executable, working directory, any optional command line arguments and specifying a display
name visible to users in Receiver and administrators in Studio.

15.

On the Desktops page, click Add.
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Create Delivery Group

Studio Desktops

Add users or groups who can launch a desktop from this Delivery Group.

¥ Introduction Add assignments

Desktops

Summary

[ Add..

[ Back ] | Cancel |

On the Add Desktop page, enter the following information:
e Display Name: Engineer Desktop
e Description: Desktop for Engineers

Select Restrict desktop use to and click Add.

Enter Engineers on the Select Users or Groups window.

Click Check Names and then click OK.

Select Users or Groups

Select this object type:

From this location:

|Er1tire Directory | Locations...

Enter the object names to select (examples):
Engineers| Check Names

Advanced... 0K Cancel

|Users or Groups | Object Types...

Click OK to close the Add Desktop page.
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Add Desktop

Display name: | Engineer Desktop |

Description: Desktop for Engineers ‘

The name and description are shown in Receiver,
|| Restrict launches to machines with tag: -

Allow everyone with access to this Delivery Group to use a desktop

®) Restrict desktop use to:

WORKSPACELAB\Engineers

e
e

] Enable desktop
Clear this check box to disable delivery of this desktop.

o

Click Next to continue the Delivery Group creation wizard.

Create Delivery Group

Studio Desktops

Add users or groups who can launch a desktop from this Delivery Group.

Name ¥ | Users

¥ Introduction Engineer Desktop ~ WORKSPACELAB\Engineers

+ Applications
Desktops

Summary

Back Cancel

16.

On the Summary page, verify the previously configured information and enter the following:
e Delivery Group name: NYC-DG-ServerOS-Manual-Apps-Desktops
o Delivery Group description, used as label in Receiver (optional): Windows 2016 —
Manually Provisioned
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Create Delivery Group

Studio Aty
Machine Catalog: NYC-CAT-ServerOS-Manual
 todution Machine type: Server OS
P Marhines Allocation type: Random
: Machines added: WORKSPACELAB\NYC-MAN-001
¥ Users 1 unassigned
¥ Applications Users: WORKSPACELAB\Auditors; WORKSPACELAB\Engineers;
o WORKSPACELAB\HR
v Desktops
Desktops: Engineer Desktop
Summary =
Applications to add: Calculator, Google Chrome, Mozilla Firefox, Paint
Folder for new applications: Applications\
Launch in user's home zone: No

Delivery Group name:

‘ NYC-DG-ServerOS-Manual-Apps-Desktops ‘

Delivery Group description, used as label in Receiver (optional):

I Windows 2016 — Manually Provisioned I

Back ] Finish | [ Cancel J

Click Finish.

Note: The display hame will appear for the published desktop and the application names will
appear for each published application to the user.

17. | Verify that the applications selected during the Delivery Group creation wizard appear under
the Applications node.

Using Studio, select the Applications node in the left pane. Verify that you can see the
following published apps in addition to previously published apps:
e Calculator
Google Chrome
Mozilla Firefox
Paint

Key Takeaways:
e Use Delivery Groups to publish Desktops or Applications to users.
o A Delivery Group uses the machines from one or multiple Machine Catalogs of the same type.

Exercise 4-5: Create a Machine Catalog for Remote PC

Scenario:
To further your action to deliver remote access to endpoints in the office running Windows, your task is to
take a previously prepared Remote PC, by another administrator, and create a Machine Catalog.
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1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Machine Catalogs.

From the Actions pane on the right side of the console, click Create Machine Catalog.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.
3. | On the Introduction page, click Next to continue the Machine Catalog creation wizard.

Note: Before you begin, make sure that you:

e Identify the types of desktops and applications your users need.

e Choose a Catalog infrastructure (for example, whether to power manage virtual
machines).

e Have atechnology for creating and managing machines (such as Machine Creation
Services or Provisioning Services).

e Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

4, | On the Operating System page, select Remote PC Access and click Next.

Machine Catalog Setup

Studio Operating System

Select an operating system for this Machine Catalog.

Server OS
ntroductior The Server OS Machine Catalog provides hosted shared desktops for a large-scale

5 deployment of standardized Windows Server OS or Linux OS machines.
Operating System

Desktop OS
The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
Summary users,

Machine Accounts

(®) Remote PC Access
The Remote PC Access Machine Catalog provides users with remote access to their
physical office desktops, allowing them to work at any time.

There are currently no power management connections suitable for use with Remote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

Back Cancel

5. | On the Machine Accounts page, click the Add OUs button.

Using the arrows, expand Citrix > New York > VDA.
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Select the RemotePC Organizational Unit (OU) and click OK to close the Add Organizational

Units window.

Machine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Add Organizational Units (OUs) i hi i
& machine accoun!

u choose must match
Domain: Es by Organizational

¥ 1w Endpoints

» (@ Groups

b (@ Management

b @ Servers R
b (@ Users
v [ VDA

¥ (@ Desktops

-

=

Selected location: | QU=RemotePC,OU=VDA OU=New York,OU:Citrix,D(‘

Ij Include subfolders Learn more

lommended, to acc..

0K

TVIGCTVIES W TEqUITE TRe SEECted VU VErSIon [of newer 1 oraer o register in Delivery Groups
that reference this machine catalog. Learn more

sack | N [ Cancel

Click Next to continue the Machine Catalog creation wizard.

Machine Catalog Setup

Studio

¥ Introduction
¥ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs.

| Select the machine accounts and/or OUs associated with your users:

Name ; Include subfolders
OU=RemotePC,0U=VDA OU=New York,OU=Citrix,DC=... No

[ Add machine accounts... ] [ Add OUs... ] [ Remove ]

o Select the minimum functional level for this [7_9 (or newer - recommended, to acc... v
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Lear more
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Note: The RemotePC OU is the WW Labs location designated for physical endpoint
machines running the Virtual Delivery Agent (VDA), used to host user apps and desktop
resources.

On the Summary Page, review the configurations and enter the following information:
e Machine Catalog name: NYC-CAT-RemotePC
e Machine Catalog description for administrators: Windows 10 Remote PC Machine
Catalog

Machine Catalog Setup

Studio Summary
Machine type: Remote PC Access
Machines added: 1 organizational unit (OU)

¥ Introduction

i VDA version: 7.9 (or newer)
¥ Operating
Scopes:
+ Machine Accounts
Zone: Primary
Summary
Machine Catalog name:
[ NYC-CAT-RemotePC |
Machine Catalog description for administrators: (Optional)
IWindows 10 Remote PC Machine Catalog[ I
To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.
i Back [ Cancel
Click Finish.

Note: Machine Creation Services (MCS) is not used to create this catalog because Remote
PC Catalogs are intended to use existing endpoints to provide access rather than using virtual
servers and desktops.

Using Studio, verify that the Machine Catalog has been created.
Click Machine Catalogs in the left pane of Studio.

Verify that the NYC-CAT-RemotePC Machine Catalog displays in the middle pane.

Using Studio, verify that the expected machine was successfully added to the NYC-CAT-
RemotePC Machine Catalog.

Right-click the NYC-CAT-RemotePC Machine Catalog and select View Machines.

Verify that NYC-WRK-002.workspacelab.com displays.

5 Citrix Studio (SITE-NewVork) -
S cimmyx v
= Machine Catalogs
= AppDisks Search results for Machine Catalog |s "NYC-CAT-RemotePCT)'

£, Delivery Groups
& Applications
[= Policies Name 4 | Machine Catalog Delivery Group Maintenance Mode Persist User Changes. Power State. Registration State
[# Logging NYC-WRK-002workspacelab.com  NYC-CAT-RemotePC - - On Local Unmanaged Registered
w [E» Configuration

£ Administrators.

Controllers

= Hosting

Desktop OS Machines (1) | Server 05 Machines [0) | Sessians (0)
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Key Takeaways:
e The Remote PC Access Machine Catalog provides users with remote access to their physical
office desktops, allowing them to work at any time.
¢ Add office PCs with the VDA component to a Machine Catalog to administer them with
XenDesktop.

Exercise 4-6: Create a Delivery Group for Remote PC

Scenario:
Your task is to finish the delivery of endpoints running Windows to users by creating a Delivery Group to
assign Remote PCs to a specific user group.

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2.| Using Studio, expand Citrix Studio (SITE-NewYork) and click Delivery Groups.

In the actions pane on the right side of the console, click Create Delivery Group.

&4 Citrix Studio - O X
File Action View Help
= | 2@ B

&4 Citrix Studio (SITE-NewYo Actions
£ search Delivery Groups -
g Machine Catalegs —
= AppDisks Delivery Group + | Delivering No.of ma... | Sessionsi.. | AppDisks Create Delivery Group -
£ Delivery Groups NYC-DG-ServerOS-Apps-Desktops Applications and Deskt... Total: 1 Totak 0 View »
A Applications Server 05 Unregist.. Disconne...
= T i Refresh
|= Policies NYC-DG-Server0S-Manual-Apps-De...  Applications and Deskt... Total: 1 Total: 1 0| =
|# Logging Server 05 Unregist... Disconne. E Help

v [ Configuration

£, Administrators NYC-DG-Server0S-Apps-... «

Controllers

@ Add Machines

g Hosting ﬁ Add Applications
¢ Licensing
[ StoreFront [E Edit Delivery Group
[ App-V Publishing A Manage AppDisks
& AppDNA [# Manage Tags
& Zones
T —— | 77 O Maintenanc..
Details - NYC-DG-Server0S-Apps-Desktops el Rename Delivery Gro..
Usage | Tags | Application Groups ‘ Administrators | Delete Delivery Group
Details | Applications I Desktops I Machine Catalogs | ¥ View Machines
~ | View Applications
Delivery Group State = ) Test Delivery Group
€ > hd = W

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

On the Introduction page, click Next to continue the Delivery Group creation wizard.

On the Machines page, verify that the previously created Machine Catalog is listed.

Select NYC-CAT-RemotePC and click Next.
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Create Delivery Group

Studio Machines
Select a Machine Catalog.
| Cétalog [ VType I Ma‘cﬂ{nes
Yalloiecucaon O  NYC-CAT-RemotePC Remote PC Access -

Machines Windows 10 Remote PC Machine Catalog

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

o This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

| Back | | Cancel |

Note: Here it does not provide/require an additional step to select the number of VMs to add
from a Machine Catalog to a Delivery Group. Remember, the Remote PC is an association
configured between a Machine Catalog and a Delivery Group. When an association is
established, machine accounts assigned to the Machine Catalog are automatically assigned to
the associated Delivery Group.

On the Users page, configure this Delivery Group to assign a specific user group in Active
Directory to the apps and desktops delivered.

Select Restrict use of this Delivery Group to the following users and click the Add button.
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Create Delivery Group

Studio Ustre

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

¥ Introduction Allow any authenticated users to use this Delivery Group.
+ Machines (®) Restrict use of this Delivery Group to the following users:
Users

) Add users and groups
Desktop Assignment Rules

Summary

[ Bak | | Cancel

In the Select Users or Groups dialog box that appears, enter Designers and then click Check
Names.

Select Users or Groups >

Select this object type:
|Users or Groups | Ohbject Types...

From this location:
| Entire Diractony | Locations. ..

Enter the object names to select (examples):
Designers| Check Names

Advanced... Cancel

Click OK on the Select Users or Groups dialog box.
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Select Users or Groups *

Select this object type:
|Llsers aor Groups | Object Types...

From this location:

| Entire Directony | Locations. ..

Enter the object names to select (z2amples):
Designers| Check Mames

Advanced... Cancel

Click Next to continue the Delivery Group creation wizard.
Create Delivery Group

Studio Users

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

¥ Introduction Allow any authenticated users to use this Delivery Group.
¥ Machines ®) Restrict use of this Delivery Group to the following users:
Users WORKSPACELAB\Designers

Desktop Assignment Rules

Summary

_ Back | | Concel |

Note: The WW Labs design scope for this XenApp and XenDesktop POC deployment has
specified this user group in Active Directory for testing Remote PC Access in this POC.

On the Desktop Assignment Rules page, click Add and enter the following detalils:
e Display name: Designer Desktop
e Description: Remote PC Desktop

Click Add.

In the Select Users or Groups dialog box that appears, enter Designer1 and then click Check
Names.

Click OK twice to return to the Desktop Assignment Rules page and then click Next.
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On the Summary page, verify the configuration information and enter the following:
o Delivery Group name: NYC-DG-RemotePC
e Delivery Group description, used as label in Receiver (optional): Remote PC Windows
10 Desktop For Designerl

Click Finish.

Note: The display name for the published desktop will appear to the user.

Verify that the Delivery Group was created and that NYC-WRK-002 has been successfully
added to the Delivery Group.

Using Studio, select the Delivery Groups node in the left pane. In the center pane, right-click
the NYC-DG-RemotePC Delivery Group, and select View Machines.

& Citrix Studio - O >
File Action View Help
I A W]

44 Citrix Studio (SITE-MewYo! - . Actions
O Search citrRIx = -
g Machine Catalogs —
£ AppDisks posDss Create Delivery Group
[ Delivery Groups NYC-DG-RemotePC Total: 1 Total: 0 View »
# Applications Desktop 05 P i it...  Disconn... Refrech
[ Policies NYC-DG-ServerOS-Apps-Deskt dclbachies : @ Refres
[# Logging Server OS Edit Delivery Group . Disconn... Help
~ [E» Configuration NYC-DG-Server0S-Manual-Apy Manage Tags i1 Total: 1 0 NYC-DG-RemotePC. s

£ Administrators Server OS t..  Disconn...

Controllers

Turn On Maintenance Mode N
@. Add Machines

Rename Delivery Group

= Hesting I r i
= . Edit Delivery Grou
S Licensing Delete Delivery Group e & P

[ Manage Tags

[ StoreFront
@ Turn On Maintenance ...

@ App-V Publishing

View Machines

& AppDNA @i Rename Delivery Group
eZones
- - Delete Delivery Group
Details - NYC-DG-RemotePC E View Machines
Details | Catalogs | Desktop Assignment Rules | Desitops (1) | Usage | Tegs | Administrators | H Hep
Delivery Group State =
< 3 || MName: NYC-DG-Rem... Enabled: Yes 3

Verify that NYC-WRK-002.workspacelab.com displays.

& Citrix Studio (SITE-NewYork) e
e cirmpx -
= Machine Catalogs
= AppDisks Search results for ‘(Delivery Group Is "NYC-DG-RemotePC")’

Desktop OS Machines (1) | Server OS Machines (0) | Sessions (0)
[ Policies Name + | Macnine Catalog Delivery Group User Maintenance Mods Persist User Changes | Power State | registration state

£, Delivery Groups
4

[# Logging NYC-WRK-00 m  NYC-CAT-RemoteP! NYC-DG-RemotePC - off On Local Unmanaged Registered
~ [ Configuration

In the center pane, select NYC-WRK-002.workspacelab.com. From the right pane, under
NYC-WRK-002, click Change User and click Add.
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8 Citrix Studi
File Action View Help

ez 2E= BE

£ Citrix Studio (SITE-NewYo

~ [ Configuration
£ Administrators
F2 Controllers
Hosting
Za Licensing

Edit User Assignment

Select User

3 StoreFront
[y App-V Publishing
55 AppDNA

@ Zones

. Actions

O Search CITRIX

[ Machine Catalogs

(= AppDisks [T Select Columns
Delivery Groups

% i 1 Sroup: Desktop 05 Machines (1) | Se 0 ( View

(= Policies Name + \ Machine Catalog Delivery Group User Maintenance Mode | Persist User Char Fower State Registration State. G} Refresh

[# Logging NYC-CAT-Remot... NYC-DG-Remot... Vinmamged Registered Help

NYC-WRK-002.workspacelab.com
Delete

Change User

Manage Tags

Tur On Maintenance Mode
Remove from Delivery Group

View Sessions

DA dBY PR

Help

Type Designerl, click Check Names, and then click OK.

&8 o
File Action

e 2m B

View Help

Click OK to accept the user assignment.

8 Citrix Studio (SITE-NewYo| [N ]
O Search CiTRIX B (Actions
# Machine Catalogs Z
4 AppDisks Search results for ‘(Delivery Group Is "NYC-DG-RemotePC’)’ [T Select Columns
£ Delivery Groups View
W e Desktop 05 Machines (1) ©) | sessions ) |
[= Policies Name + | Machine Catalog Delivery Group. | Maintenance Mode | Persist User Chan... | Power State Registration State |G Refresh
@ Logging NYC-WRK-002...  NYC-CAT-Remot.. NYC-DG-Remot.. Help

v (&> Configuration

& Administrators NGB
&5 Controllers K Delete
™ Hosting s Change User
Ja Licensing
D StoreFront | | object Types. @ Manage Tags
[ighy App-V Publishing @ Turn On Maintenance Mode
5 AppDNA | Locations.. E® Remove from Delivery Group
Zones
T View Sessions
Check Names | Help
Sl Conca
Ok Cancel |

Details - NYC-WRK-002.workspacelab.com

Detats | Togs | Aominstrators |

Machine Session

Machine: NYC-WRK-002.workspacelab.com Current User: - U

Power State: Unmanaged Protocol: -

Registration: Registered Time in State: -

Delivery Group: NYC-DG-RemotePC Client Name: -

< > || Machine Catalog:  NYC-CAT-RemotePC Client Address: =

Key Takeaways:
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Exercise 4-7: Create a snapshot of the Desktop OS VM

Scenario:

Your Lead Citrix Architect has explained that one of the common management tasks when administering
a XenApp and XenDesktop environment that primarily uses virtual machines to host user resources is to
take and manage snhapshots.

Your task is to create a snapshot of the Desktop OS you previously used in the creation of a Machine

Catalog.

If there is no snapshot present, the Machine Creation Services process will automatically create one
snapshot of the VM while creating the catalog. This exercise is to become familiarized on how to create a
snapshot manually from XenCenter.

Step Action
1. | Using XenCenter, perform a Snapshot on MCS-DTP-MST.
In XenCenter, right-click MCS-DTP-MST in the left pane and select Shutdown.
Click Yes to confirm shutdown of the VM.
Note: You can perform a snapshot on a running virtual machine, but it is a good practice to
shut down a VM when using the snapshot as a platform to create other machines.
Once shut down, right-click MCS-DTP-MST and select Take a Snapshot.
=l 1, KenCenter G Y 5 /
= & CMB-310-11 —= RIS
B
[ MCS
% ::E‘; Copy VM... kies
@ NYC-1 Mowve VM
@ nveh  Export.. a2
[ NYC-F Take a Snapshot... -
@ MYC-R Convert to Template... tion:
% ::E: Assign to vApp »
[ NYC-S Delete VM...
[ NYC-S :
@ MNYC- Properties - ng System:
[ NYC-WRK-001 ) _
@ NYC-WRK-D02 BIOS strings copied:
Note: XenCenter should already be open and authenticated to the hypervisor host. If not,
using the Student Desktop, launch Citrix XenCenter. If the hypervisor host does not
automatically connect, use your Training.Citrix.Com (TCC) connections page to obtain the IP
address and password to connect and then, using XenCenter, click on Add a Server.
2. | Inthe Take Snapshot dialog box, enter the following text into the appropriate fields:
e Name: MCS-DTP-MST Base Configuration Snapshot
e Description: MCS-DTP-MST configured with basic settings and latest XenServer
tools.
Click Take Snapshot.
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Note: The name and description used here is only to represent that we have created a base
configuration. When creating a base image in a production environment, more software and
settings would typically be included.

€) Take Snapshot ? X
Name: |MCS-DTP-M‘ST Base Configuration Snapshot
Description: MCS5-DTP-MST configured with basic settings and latest

XenServer tnolsl

Snapshot mode

(® Snapshot the virtual machine's disks

(O Snapshot the virtual machine's disks and memory

Take Snapshot | Cancel

3. | In the XenCenter console for MCS-DTP-MST, click on the Snapshots tab on the right side of
the console.

Verify that the MCS-DTP-MST Base Configuration Snapshot created in the previous step is
present.

Key Takeaways:
e Snapshots provide access to point-in-time copies of virtual machines.
e Ensure to keep the length of the snapshot chain to less than 30 (on XenServer).

Exercise 4-8: Create Machine Catalog for Desktop OS

Scenario:
You have already used Machine Creation Services (MCS) to create a Machine Catalog for Server OS.
During that process, you used a Server OS Machine as the Machine Catalog master image. Your task

now is to use MCS to create a Machine Catalog for Desktop OS using a virtual machine snapshot.
Step Action

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Machine Catalogs.
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From the Actions pane on the right side of the console, click Create Machine Catalog.

On the Introduction page, click Next to continue the Machine Catalog creation wizard.

On the Operating System page, select Desktop OS and click Next to continue the Machine
Catalog creation wizard.

Machine Catalog Setup

Studio Operating System

Select an operating system for this Machine Catalog.

Server OS
¥ Introduction The Server OS Machine Catalog provides hosted shared desktops for a large-scale
5 deployment of standardized Windows Server OS or Linux OS machines.
Operating System
% (® Desktop 0S
Machine M t
e anagemen The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
Desktop Experience users.
Master Image Remote PC Access

The Remote PC Access Machine Catalog provides users with remote access to their

Virtual Machines R A 3
physical office desktops, allowing them to work at any time.

Computer Accounts

Summary

mE = r

[ eec | (S Cancel

On the Machine Management page, verify that the following options are selected:

e Machines that are power managed (for example, virtual machines or blade PCs)

e Citrix Machine Creation Services (MCS)

Click Next to continue the Machine Catalog creation wizard.
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Machine Catalog Setup

Studio

¢ Introduction

¥ Operating System
Machine Management
Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Machine Management

This Machine Catalog will use:

®) Machines that are power managed (for example, virtual machines or blade PCs)

_) Machines that are not power managed (for example, physical machines)

Deploy machines using:

® Citrix Machine Creation Services (MCS)
Resources: Internal (Zone: Primary)
Citrix Provisioning Services (PVS)

_) Another service or technology
| am not using Citrix technology to manage my machines. | have existing machines

already prepared.

Note: For Linux OS machines, consult the administrator documentation for guidance.

|

Cancel

On the Desktop Experience page, select | want users to connect to a new (random)
desktop each time they log on.

Click Next to continue with Machine Catalog creation wizard.

Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

v Machine Management
Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Desktop Experience

Which desktop experience do you want users to have?

@ | want users to connect to a new (random) desktop each time they log on.

) | want users to connect to the same (static) desktop each time they log on.

Do you want to save any changes that the user makes to the desktop?

Back Cancel
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Note: Unlike Server OS Machine Catalog, there are multiple options to select how the
desktops are delivered with Desktop OS Machine Catalog:
e Random: A new machine is given to the user every time a connection is made from
the pool of available machines and changes done by the user are lost on reboot.
e Static: Machine is assigned to the user who logs on to the machine first. Changes are
saved depending on the option selected:

o Personal vDisk: Changes are saved on the additional disk that is attached to
each VM when the catalog is created. Changes stored in the Personal vDisk
are not erased.

o Dedicated: Changes are saved on the differencing disk and are not lost on
reboots.

o Pooled Static: Changes are not saved after a reboot, but the user gets the
same machine every time since the Static type is selected.

On the Master Image page, expand MCS-DTP-MST and select MCS-DTP-MST Base
Configuration Snapshot.

Note: This snapshot is the snapshot created in the previous exercise.
Verify that 7.9 (or newer recommended, to access the latest features) is selected.

Note: This is the version of the Virtual Delivery Agent (VDA) installed on the master machine
for this Machine Catalog.

Click Next to continue the Machine Catalog creation wizard.

Machine Catalog Setup

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

v (W] MCS-DTP-MST @ A
¥ Machine Management =
B - » (© MCS-DTP-MST Base Configuration Snapshot @ ‘
¥ Desktop Experience [ MCS-SRV-MST @
Master Image (W] NYC-ADS-001 @

(W] NYC-FSR-001 @
(W] NYC-MAN-001 @

>
»
Virtual Machines »
3
» W] NYC-NIC-001 @
>
3
4
>

Computer Accounts

Summary
(W] NyC-PVS-001 @

(W] NyC-PVS-002 @
(W] NYC-sQL-001 @

(W] NYC-STF-001 @ <
0 Select the minimum functional level for this |79 (or newer - recommended, to acc.. v ‘
catalog: e ]

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

- W/ e
| Back | | Concel |

Note: In an earlier exercise, you created a Machine Catalog for a Server OS, using a virtual
machine as the master machine. Machine Creation Services (MCS) supports the use of either
a virtual machine or a virtual machine snapshot to be used as the master machine or image to
create the Machine Catalog. When using a snapshot as the master image, you should
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consider naming the snapshot, because when the MCS process runs, a snapshot is created
by Studio and a name is assigned that you cannot change.

8. | On the Virtual Machines page, enter the following configuration values:
e  Number of virtual machines needed: 1

e Memory (MB): 2048

e Memory allocated to cache (MB): 256

e Disk cache size (GB): 10

Machine Catalog Setup

Studio Virtual Machines

How many virtual machines do you want to create?

\ales]
|1 || =|+
v Introduction S —

Configure your machines.

Total memory (MB) on each machine: 2048

Configure a cache for temporary data on each machine.

»

+ Master Image ¥| Memory allocated to cache (MB): 256 If= +1‘
1

Virtual Machines | Disk cache size (GB):

Computer Accounts

o Caching should not be enabled if you intend to use this catalog to create AppDisks.
Summary 2
If you clear both check bo:

temporary data is not cached; it is writ

ten to the OS storage

for each VM. (This is oning action in releases earlier than 7.9.)

Cancel |

Click Next to continue the Machine Catalog creation wizard.

9. | On the Computer Accounts page, verify that the Create New Active Directory accounts
radio button is selected.

In the drop-down next to Domain for the Active Directory location for computer accounts,
verify that workspacelab.com is selected.

Active Directory location for computer accounts:

in: |
Domain: | workspacelab.com v

Using the arrows, expand Citrix > New York > VDA.
Select the Desktops Organizational Unit (OU).

Note: The Desktops OU is the WW Labs location designated for machines running the Virtual
Delivery Agent (VDA) that are used to host user desktop OS desktop resources.

Enter NYC-DTP-### in the Account naming scheme field.
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Verify that 0-9 is selected from the drop-down menu to the right of the naming scheme.

Machine Catalog Setup

Studio Active Directory Computer Accounts

Each machine in 3 Machine Catalog needs a corresponding Active Directory computer account.
Select an Active Directory account option:
®) Create new Active Directory accounts
Use existing Active Directory accounts

Active Directory location for computer accounts:

Domain: workspacelab.com > |

‘ » (@ Users

v f@ VDA

Computer Accounts » (@ Desktops =
| =
|

Summary » (@ RemotePC

> @@ Servers
» (@ Computers -

Selected location: OU=Desktops,OU=VDA OU=New vo.k,ou=cmix.oc=workspa<e|ab,oc=<‘g

Account naming scheme:

NYC-DTP-=22 ] (09 =

NYC-DTP-012

Note: If this wizard was used to create machines on an existing naming convention, then the
resultant machines from this Machine Creation Services (MCS) process would increment to
the next numerical sequence numbers available.

Click Next to continue the Machine Catalog creation wizard.

10.

On the Summary page, review configurations and enter the following information:
e Machine Catalog name: NYC-CAT-DesktopOS
e Machine Catalog description for administrators: Windows 10 Desktop MCS Machine
Catalog

Click Finish.

Note: Clicking Finish begins the Machine Creation Services (MCS) process in which a
combination of the parameters specified in this Machine Catalog creation wizard and the
parameters of the XenApp and XenDesktop Site are used to create complete virtual machines
from the Master machine specified earlier in the wizard. Each virtual machine created is built
into a Machine Catalog, visible from Studio. Each virtual machine created has a nearly
identical build to its Master machine, with a unique SID, machine account in Active Directory,
unigue MAC, and using the DHCP scope we verified in an earlier exercise these virtual
machines have a unique IP address.
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Note: With the XenServer resources allocated to this XenApp and XenDesktop POC project

by the Citrix Lead Architect, we can expect this Machine Creation Services (MCS) process to

take an estimated 10 minutes to complete.

11.| Verify that the Machine Creation Services (MCS) process has completed and that the
Machine Catalog was created.
Click Machine Catalogs in the left pane of Studio and view the NYC-CAT-DesktopOS
Machine Catalog in the middle pane.
4 Citrix Studio - O X
File Action View Help
& ol AN:] il 7|
&4 Citrix Studio (SITE-MNew'o Actions
D Search 5 .
E Machine Catalogs _ hlne Catalogs
[=] AppDisks Machine Catalog # | Machine type Mo. of machines | Allocated mac.. Create Machine Catalog
£ Delivery Groups NYC-CAT-DesktopOS Desktop OS (Virtual) 1 1] Vi »
# Applications Allocation Type: Random User data: Discard Provisioning method: Machine ... Rl::\" h
% folicies NYC-CAT-RemotePC Desktop OS5 (Remote PC Access) 1 1 s Ny Ire;
ogging NYC-CAT-ServerQS Server OS (Virtual) 1 1 i
~ [ Configuration Allocation Type: Random User data: Discard Provisioning methed: Machine ... NYC-CAT-DesktopOS s
’2:;:,‘”‘::"“ NYC-CAT-Server0S-Manual Server OS (Virtual) _ 1 ! [ B Add Mochines
- Allocation Type: Random User data: On local disk Provisioning methed: Manual
= Hosting @ Update Machines
E ;Z:;‘r!it @ Edit Machine Catalog
@App-VPubh;hing Manage AD Accounts
& AppDNA B view Machines
@ zone e —————— |k Delete Machine Catalog
Details - NYC-CAT-Desktop0S Eﬁ Rename Machine Catalog
Details | o J & Test Machine Catalog
Machines | Administral y "
Machine Catalog Machine B
a 5 Name.: N‘(C-CAT-Desk‘topOS D_\'sk Image: NYC-W10-M...
12.| Verify that the virtual machine specified to be created by Machine Creation Services (MCS)
has been successfully created and added to the NYC-CAT-DesktopOS Machine Catalog.
In Studio, right-click the NYC-CAT-DesktopOS Machine Catalog and select View Machines.
Verify that NYC-DTP-001.workspacelab.com displays.
File Action View Help
e nE HE
$4 Citrix Studio (SITE-NewVork) »
& o CiTRIX
= Machine Catalogs
I AppDisks Search results for ‘{Machine Catalog Is "NYC-CAT-DesktopOS™)
£, Delivery Groups " " .
ﬂApp\i(at\ons Desktop OS5 Machines (1) Server O5 Machines (0} Sessions (0) - - ‘
Et:!;:sg N:rC“-EDTP-DDI.workspa(elabcum N:;-::\T-IZ::SGPOS e -w . [::(ard ’ Ungreg\stared
~ Configuration
a Adgm\mslvalws
Controllers
= Hosting
Ju Licensing
3 storeFront
[ify App-V Publishing
¥4 AppDNA
@ Zones
No items selected
13. | Additionally, verify that the virtual machine NYC-DTP-001 was created in the environment.

Using XenCenter, in the left pane, confirm that NYC-DTP-001 is listed to prove that this
machine was created.
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QXenCenter
File  View Pool Server VM Stor

o Back - Forward Add N
Search q

=l {.; *enCenter
= [ cMB-310-11

[ MCS-DTP-MST
[ MCS-SRV-MST
[ NyYC-ADS-001
LYncore-ooi
[ NYC-FSR-001
[ MYC-MAN-001
[ MyC-NIC-001
[ MYC-PYS-001
[ Nyc-pys-002
[ NYC-50L-001
[E MYC-SRY-001
[ NYC-STF-001
[ NyYC-STF-002
[ MYC-vNs-D01
[ MYC-WRK-001
[ NYC-WRK-002
[ MYC-WRK-003
[ NYC-WRK-004
[ MYC-XDC-001
[ MYC-xDC-002
[ PVS-DTP-MST
[ PVs-SRV-MST
= DVD drives
=] Local 150 SR XS

g Local Storage

% Remuovable storage

NYC-DTP-TMP

TMP-DTP-002

Key Takeaways:
e The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different users.
e MCS can create multiple machines automatically from a machine or snapshot, including both
Server OS and Desktop OS machines.
¢ MCS requires certain permissions to access a pre-configured Hypervisor.
e MCS relies on storage level cloning; make sure that the selected storage repository has the
necessary capacity and performance available.

Exercise 4-9: Create a Delivery Group for Desktop OS

Scenario:
To complete the assignment of a Desktop from a VDI Machine Catalog, you will create a Delivery Group.

Your task is to create a Delivery Group and set the assignment of non-persistent desktops to the
Technicians user group.
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1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Delivery Groups.

From the Actions pane on the right side of the console, click Create Delivery Group.

&% Citrix Studio - [m} ¥
File Action View Help
e A Wil
&4 Citrix Studio (SITE-NewYo

1D Search N
g Machine Catalogs e |

—| AppDisks Delivery Group + | Delivering No. of ma.. | Sessionsi.. | AppDisks

£, Delivery Groups NYC-DG-RemotePC Desktops Total: 1 »
# Applications Desktop OS {Static machine assign... Unregist...

[= Policies NYC-DG-ServerOS-Apps-Desktops Applications and Deskt.. Total: 1 Total: 0 -

[:# Logging Server OS5 Unregist..  Disconne.. Help

~ [ Configuration
£ Administrators
Controllers
g Hosting

NYC-DG-Server0S-Manual-Apps-De...  Applications and Deskt... Total: 1 Total: 1 0
Server 05 Unregist...  Disconne..

NYC-DG-RemotePC -
@ Add Machines
Edit Delivery Group

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. | On the Introduction page, click Next to continue the Delivery Group creation wizard.

4. | Onthe Machines page, verify that the previously created Machine Catalog is listed.

Select NYC-CAT-DesktopOS.
Specify the number of machines to include for this Delivery Group.

Enter 1 in the Choose the number of machines for this Delivery Group field.
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

Catalog ‘ Type ‘ Machines |
¥ Introduction O  NYC-CAT-DesktopOS VDI MCS Random 1
Machines : Windows 10 Desktop MCS Machine Catalog
NYC-CAT-RemotePC Remote PC Access

Machine allocation
Windows 10 Remote PC Machine Catalog
Users

Applications

Desktop Assignment Rules

Summary

Choose the number of machines for this Delivery Group:

Back Cancel |

Click Next to continue the Delivery Group creation wizard.

On the Users page, select Restrict use of this Delivery Group to the following users.

Create Delivery Group

Studio e

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

+ Introduction Allow any authenticated users to use this Delivery Group.
+ Machines (®) Restrict use of this Delivery Group to the following users:
Users
=== Add users and groups
Applications
Desktops
Summary

Add...

J

[] Sessions must launch in a user's home zone, if configured.

Back Next | Cancel |

Click Add below Add users and groups. In the Select Users or Groups dialog box that
appears, enter Technicians and then click on the Check Names button.

Click OK on the Select Users or Groups dialog box.
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Select Users or Groups X

Select this object type:
|Users or Groups ‘ Object Types...

From this location:

‘ lesktops in this Delivery Group. You can assign users

[Entire Directory Locations... Hentials.
Enter the object names to select (examples): is Delivery Group.
Technicians Check Names e following users:
Advanced... Cancel
Summary

Add.. |

Sessions must launch in a user's home zone, if configured.

[ Back ] _ Concel |

Click Next to continue the Delivery Group creation wizard.

Note: The WW Labs design scope for this XenApp and XenDesktop POC deployment has
specified this user group in Active Directory for testing this published desktop (as seen in the
next step) for this POC.

On the Applications page, click Next.

Note: NYC-CAT-DesktopOS has Windows 10 machine and you are only publishing Desktops
using this catalog.

On the Desktops page, click Add and enter the following information:
e Display name: Technician Desktop
e Description: Windows 10 Desktop

Select Restrict desktop use to.

Click Add below Add users and groups. In the Select Users or Groups dialog box that
appears, enter Technicians and then click on the Check Names button.

Click OK twice to return to Desktops page and then click Next.
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Create Delivery Group

Studio Desktops

Add users or groups who can launch a desktop from this Delivery Group.

*Name 4 | Users \
¥ Introduction Technician Desktop  WORKSPACELAB\Technicians |
¥ Machines
+ Users
v Applications

Desktops
Summary
[ Add. |

e
Back \ | Cancel |

On the Summary page, verify the configuration information and enter the following:
e Delivery Group name: NYC-DG-DesktopOS-Desktops
e Delivery Group description, used as label in Receiver (optional): Windows 10
Desktop for Technicians

Click Finish.
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Create Delivery Group

Studio Summary
Machine Catalog: NYC-CAT-DesktopOS
¥ Introduction Machine type: Desktop OS
P Machines Allocation type: Random
Machines addeg: WORKSPACELAB\NYC-DTP-001
Yibicers 1 unassigned
+ Applications Users: WORKSPACELAB\Technicians
+ Desktops ‘ Desktops: Technician Desktop
Summary ‘ Launch in user's home zone: No

Delivery Group name:

| NYC-DG-DesktopOS-Desktaps ]

Delivery Group description, used as label in Receiver (optional):

lWindows 10 Desktop for Te(hnician§ |

e =

9. | Verify that the expected desktop was successfully added to the Delivery Group.

In Studio, select the Delivery Groups node in the left pane. In the center pane, right-click the
NYC-DG-DesktopOS-Desktops Delivery Group, and select View Machines.

& Citrie Studio - ul X
File Action View Help

o= 5@ BE

&4 Citrix Studio (SITE-MewYo .
O Search CiTRIX -
Machine Catalogs
&5 Appbisks No.of ma.. | Sessiors . | ApoDisks Creste Delivery Group
8 Delivery Groups NYC-DG-DesktopOS-Desktops Desktops Total: 1 Total: 0 View 3
% Applications Desktop OS Unregist.. Disconne...
— i Add Machi G Refresh
|= Policies NYC-DG-Remot) EEIC=3 Total: 1 Total: 1 0
@ Logging Desktop OS Add Applications B, Unregist... Disconne... ﬂ Help
~ [ Configuration NYC-DG-Server| Edit Delive: sk, Total: 1 Total: 0 0
ry Group g
£ Administrators Server 05 o e Unregist...  Disconne... LSS CAL ST
anage is} .
2 Controllers NYC-DG-Server{ Er skt... Total: 1 Total: 1 o |[Ek Add Machines
Hosting Server O Manage Tags Unregist.. Disconne... i® Add Applications
& Licensing Turn Cn Maintenance Mode Cdit Deli a
I it Delivery Grou
3 Storefront Rename Delivery Group < o ) P
%ipp;’h‘;ubhshmg Delete Delivery Group £ Manage AppDisks
PP!
o 7 Mars e
— est Delivery Group fE Turn On Maintenance ...
Details - NYC-DG-DesktopOS-Desktops @i Rename Delivery Group
(g Delete Delivery Grou
Uige | Tes - e
Details I . B View Machines
Q Test Delivery Group
. . Delivery Group H Hep

Verify that NYC-DTP-001.workspacelab.com displays.
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cireyx oo

Search resuls for ‘(Delivery Group Is "NYC-DG-DesktopOS-Deskiops")

Desktop OS5 Machines (1) Server OS Machines (0] Sessions (0)

Name + | Machine Catalog

Delivery Group | Persist User Cha... Registration State
NYC-DTP-001.workspacelab.com NYC-CAT-DesktopOS NYC-DG-DesktopOS-Desktops = Discard Unregistered

Maintenance Mo... | Power State

Key Takeaways:

The desktops provided in this Delivery Group are set to be shared between the configured users
and will lose every change on reboot; this option is referred to as Random non-persistent
desktops.

Other options include: Static non-persistent desktop and Static persistent, where users will
receive the same desktop at each logon, changes will either be discarded or saved during reboot.

Exercise 4-10: Update a Machine Catalog for Desktop OS

Scenario:
Your Lead Citrix Architect has reviewed your recent Machine Catalog and Delivery Group tasks and has
identified missing software from the Desktop OS Catalog.

Your task is to perform an update to the Desktop OS Catalog.

Step Action

1.

Using XenCenter, right-click MCS-DTP-MST and click Start.

Using the Remote Desktop Connection Manager, connect to MCS-DTP-MST.

To log on to MCS-DTP-MST, right-click this machine and choose Connect server.
Note: The following credentials are used to make the connection:

e User name: Workspacelab\Administrator
e Password: Passwordl

2. | On the Desktop of MCS-DTP-MST, double-click the Lab Resources icon.
3. | Double-click npp.7.3.Installer.exe to start the Notepad++ installation.
21 = | Application Tools ~ Resources - O X
Home Share View Manage o
T o » MNetwork » NYC-F5R-001 » Resources v | @ Search Resources 2
# Cuick access ~ O I‘:Jame - Date modified Type Size ~
[L5 ChromeSetup 12/6/2016 7:43 AM  Application 965 KB
B Desitop  # @ CitrixReceiver 12 Application 45,838 KB
; Downloads ; clumsy-0.2-winf4 12 Compressed (zipp... 330KB
[ Documents # CPUSTRES 12 Application 17KB
&= Pictures » L) Firefox Setup Stub 45.0.2 12 Application 237 KB
J, Music 63 npp.7.3.Installer 17 Application 2799 KB
B Videos ; Profile-Data 12/6/2016 7:43 AM  Compressed (zipp... 269 KB
4. | On the Installer Language menu, select English and click OK.
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Installer Language X

@ Please select a language.

English v

o

5. | On the Notepad++ Setup page, click Next.

6. | On the License Agreement page, review the license agreement, and if you agree, click |
Agree.

7. | On the Choose Install Location page, click Next.

8. | On the first Choose Components page, click Next.

9. | On the second Choose Components page, leave the default selection and click Install.

10.| Wait for the installation to complete, uncheck Run Notepad++ 7.3, and click Finish.

11.| Using XenCenter, right-click MCS-DTP-MST in the left pane and select Shut Down.

Click Yes to confirm the shutdown of the virtual machine.

Once MCS-DTP-MST is shut down, right-click MCS-DTP-MST and select Take a Snapshot.

0 XenCenter

File View Pool Server VM Storage Templates

Q Back ~ Forward -~ ED, Add New Server L’{bj
Q |[@ Mcs-DTP

3 {1 XenCenter
5 [ cmB-310-11

[IMCS-DTP-MST S
(@ MCS-SRV-MST @  Shut Down
@ NYC-ADS-001 | ()  Suspend
@ NYC-DTP-001 @
(@ NYC-FSR-001
[@ NYC-MAN-001(@ Force Shut Down
@ NYC-NIC-001 @ Force Reboot
[@ NYC-PVS-001
|@ NYC-PVS-002 Migrate to Server
l@ NYC-5Q1.-001 ﬂ!Take a Snapshot...
(@ NYC-SRV-001
(@ NYC-STF-001
[@ NYC-STF-002 | Properties
(@ NYC-TDD-001" W
[@ NYC-TDD-002
(@ NYC-TDS-001
(@ NYC-VNS-001
(@ NYC-WRK-001
(@ NYC-WRK-002
(@ NYC-WRK-004
(@ NYC-XDC-001
(@ NYC-XDC-002 v

General Memg

Reboot

Assign to vApp

12.| In the Take Snapshot dialog box, enter the following text into the appropriate fields:
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e Name: MCS-DTP-MST Configuration Update 1 Snapshot
e Description: MCS-DTP-MST base configuration with Notepad++ installed

Click Take Snapshot.

0 Take Snapshot ? X
Name: MCS-DTP-MST Configuration Update 1 Snapshot ‘
Description: MCS-DTP-MST base configuration with Notepad+ + installed

Snapshot mode

(® Snapshot the virtual machine's disks

(O) Snapshot the virtual machine's disks and memory

Take Snapshot Cancel

13.

Using XenCenter, verify that the Snapshot was taken.

In the left pane of XenCenter, select MCS-DTP-MST. In the right pane, click on the
Snapshots tab and verify that the second snapshot is present.

2 __© _. 0

MCS-DTP-... MCS-DTP-...
Base Base Confi...
Jul 11, 2017
1:43:08 PM
Jul 11, 2017
2:0343 PM

14.

Using the Remote Desktop Connection Manager, switch to NYC-XDC-001.

Note: In a previous step, you had logged on to NYC-XDC-001 using the following credentials
to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

15.

Using Studio, expand Citrix Studio (SITE-NewYork) and click Machine Catalogs.

In the center pane, right-click the NYC-CAT-DesktopOS Machine Catalog and click Update
Machines.
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Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

16.| On the Overview page, click Next.
17.| On the Master Image page, expand MCS-DTP-MST > MCS-DTP-MST Base Configuration
Snapshot. Select MCS-DTP-MST Configuration Update 1 Snapshot.
Note: This snapshot is the snapshot taken in a previous step.
Click Next to continue the Machine Catalog update wizard.
StUdiO Master Image
The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
L OvEriisy Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.
Select a snapshot (or a virtual machine):
Master Image
v (W] MCS-DTP-MST @ -
Rollout Strategy B
v (O MCS-DTP-MST Base Configuration Snapshot @ \
» [ MCS-SRV-MST @ ‘
» (W] NYC-ADS-001 @ ‘
» (W] NYC-FSR-001 @
» (W] NYC-MAN-001 ©@
» (W] NYC-NIC-001 @
» (W] NYC-PVS-001 @
» (W] NYC-PVS-002 @
» (W) NYC-SQL-001 @
» (W] NYC-STF-001 @
» (W] NYC-STF-002 @
» (W] NYC-VNS-001 @
» (W] NYC-WRK-001 @ 28
Back | Cancel
Note: In an earlier exercise, you created a Machine Catalog for a Server OS, using a virtual
machine as the master machine. Machine Creation Services (MCS) supports the use of both a
virtual machine or a virtual machine snapshot to be used as the master machine or image to
create the Machine Catalog. When using a snapshot as the master image, you should
consider naming the snapshot, because when the MCS process runs a snapshot is created by
Studio and a name is assigned that you cannot change.
18.| On the Rollout Strategy page, select Inmediately (shut down and restart the machine

now).

Note: If you choose to update the image immediately, configure a distribution time and a
natification.
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e Distribution time: You can choose to update all machines at the same time, or
specify the total length of time it should take to begin updating all machines in the
catalog. An internal algorithm determines when each machine is updated and
restarted during that interval.

e Notification: In the left notification drop-down, choose whether to display a
notification message on the machines before an update begins. By default, no
message is displayed. If you choose to display a message 15 minutes before the
update begins, you can choose (in the right drop-down) to repeat the message every
five minutes after the initial message. By default, the message is not repeated. Unless
you choose to update all machines at the same time, the notification message
displays on each machine at the appropriate time before the update begins, calculated
by an internal algorithm.

In the drop-down menu for Distribution time, verify that Update all machines at the same
time is selected.

Note: You chose this Distribution time option because no users are logged on and you only

have one virtual machine (VM). If this Machine Catalog had multiple VMs running and you did

not want to restart them all at once, then you could have chosen one of the following options:
e 30 minutes

e 1 hour

e 2 hours
e 3 hours
e 4 hours
e 5hours

All the VMs would then be rebooted during that time interval. An internal algorithm determines
when each machine is updated and restarted during that interval. The default application of
this internal algorithm is to reboot machines in sets of 10. This parameter can only be adjusted
using PowerShell.

In the drop-down menu for Notify users of the update, select 1 minute before user is logged
off.

Enter the following text in the Message box: As part of scheduled maintenance, your
desktop has been updated and will be rebooted. Please save all your work and log off.
Thank you!

Click Next to continue the Machine Catalog Update wizard.
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Update machines

Studio Rollout Strategy

When do you want to update this image?

Cn next shutdown (not right now)
Select this option if you are using the Citrix Connector for System Center
Configuration Manager.

v Master Image
tify the update

Rollout Strategy users o
®) Immediately (shut down and restart the machine now)
Summary

Distribution time:

| Update all machines at the same time v _‘
Notify users of the update:
1 minute before user s logged off T

Notification message

As part of scheduled maintenance, your desktop has been updated and will be
rebooted. Please save all your work and log off. Thank youj

| [ cancel ]

Note: Citrix warns all Citrix Administrators, when configuring messages to users to be mindful
of both company and legal rules and to not offend, nor violate a user’s rights. Instead keep
these messages as brief and as formal as possible.

19.

On the Summary page, review the configurations and click Finish.

Note: Click Close if the confirmation prompt appears.

20.

While the Machine Creation Services (MCS) process runs to update the Machine Catalog,
switch to NYC-DTP-001 from within the Remote Desktop Connection Manager.

To log on to NYC-DTP-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl

Verify that a dialog box shows up with the expected message: As part of scheduled
maintenance, your desktop has been updated and will be rebooted. Please save all your
work and log off. Thank you!
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Help desk meszage >

As part of scheduled maintenance, your desktop has been updated and
£ I_"-,_ will be rebooted. Please save all your weork and log off. Thank you!

0K

Note: This message may take a few minutes to appear. This message means that the
message you configured in the Machine Catalog Update wizard under the notification only
applies to active sessions currently logged on. This message in not queued for new sessions,
it behaves more like a net send message.

Wait for a minute and verify that NYC-DTP-001 completes the reboot process.

Note: You may want to switch to XenCenter to monitor the progress of the reboot. To do this,
select NYC-DTP-001 in the left pane and the Console tab in the right pane.

21.

Using the Remote Desktop Connection Manager, connect to NYC-DTP-001.
To log on to NYC-DTP-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

22.

Right-click Start and select Programs and Features.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Verify that Notepad++ now appears as an installed program.
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[E] Programs and Features O X

1 [@ » Control Panel > Programs » Programs and Features v O Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates Ta uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
&) Tum Windows features on or
off Organize *  Uninstall = - @
Install a program from the 5l
network Mame Publisher Installed On  Size Version 2
[ Motepad-++ (32-bit x86) Notepad++ Team 2m7 6.35MB 7.3
[ Microsoft Visual C++ 2010 x36 Redistributable - 1...  Microsoft Corporation 1/6/2017 1.IMB  10.0.40219
[55| Microsoft Visual C++ 2008 Redistributable - x86 8....  Microsoft Corporation 1/6/2017 10.1MB  9.0.30729.6161
[% Microsoft Visual C++ 2008 Redistributable - 64 9....  Microsoft Corporation 1/6/2017 13.2MB 9.0.30729.6161
[55| Microsoft Visual C++ 2010 x64 Redistributable - 1...  Microsoft Corporation 1/6/2017 13.8MB  10.0.40219
17 Microsoft Visual C++ 2013 Redistributable (x86) - .. Micresoft Corperation 1/6/2017 T7IMEB 120210031
5 Microsoft Visual C++ 2013 Redistributable (x64) - ... Microsoft Corporation 1/6/2017 20.5MB  12.0.21005.1
@ Citrix Receiver 46 Citrix Systems, Inc. 1/6/2017 567MB  14.6.0.12010
& Windows Driver Package - Citrix Systems, Inc. Citri... Citrix Systems, Inc. 1/6/2017 08/10/2016 7."
[ R T T S LY P D . e — 1701 ¥
<

“~—.  Currently installed programs Total size: 336 MB
. R
[.] 25 programs installed

Close the Control Panel.

Note: If you don’t see the application Notepad++ (32-bit x86) in the Programs and Features,
then click on Start menu and see if you find Notepad++ in the Recently added application
list. Also reboot the VM NYC-DTP-001 from Studio and then see if Notepad++ shows up in the
Programs and Features once the VM is back online.

File Explorer
Settings

Power

= Al apps

mc m

23.| Log off NYC-DTP-001.

To log off, right-click Start > select Shut down or sigh out > and click Sign out.

Key Takeaways:

* To update multiple machines in an MCS catalog at once, update the master machine and use the
update Catalog function.

* Anupdate can only be made to a complete Catalog and all machines in it, not to Delivery Groups.

+ Updating the Catalog can also be used to point to an older snapshot or a different machine of the
same type.

+  After completing the update, a rollback option will appear in Studio, which can be used to undo
the recent update.
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Module 5: Providing access with StoreFront and
Receiver

Overview:

This module presents the role of StoreFront and Receiver in the user access of XenApp and XenDesktop
resources. You will identify the architecture considerations, determine the installation requirements, and
perform the deployment.

Before you begin:
Estimated time to complete Module 5 lab exercises: 140 minutes

Exercise 5-1: Install the StoreFront Server

Scenario:

The StoreFront Server is a key component of XenApp and XenDesktop that is used to provide a point of
access for users to log on and access resources. Your task is to install and configure the StoreFront
Server, including the setup to distribute the installation of Citrix Receiver.

1. | The following VMs are required before beginning the exercises for this Module; all others may
be powered down.

To power manage your VMs, switch to XenCenter, right-click on the VM in the left pane and
select Start or Shut Down. If prompted click Yes.

NYC-ADS-001
NYC-SQL-001
NYC-FSR-001
NYC-XDC-001
NYC-STF-001
NYC-MAN-001
NYC-SRV-001
NYC-DTP-001
NYC-WRK-001
NYC-WRK-002

Note: These above VMs are listed in the start-up order.
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Using XenCenter, mount the XenApp and XenDesktop installation media ISO to NYC-STF-
001.

To mount the installation media 1SO, select NYC-STF-001 in the left pane of the XenCenter.
In the right pane, select the Console tab. Using the DVD Drive 1: drop-down menu, select
XenApp_and_XenDesktop 7 13.iso.

Note: If there are no ISOs listed in the DVD Drive 1: drop-down menu, then the Local ISO
Storage Repository (SR) that contains the ISO library may need to be re-scanned. In the left
pane of XenCenter select the Local ISO SR XS. In the right pane select the Storage tab and
click on the Rescan button. This task may need to be repeated later in the course.

Note: If the above rescan of the Local ISO SR XS does not show the specific ISO for
installation, XenApp_and_XenDesktop_7_13.iso, then please inform your Instructor.

Using the Remote Desktop Connection Manager, connect to NYC-STF-001.
To log on to NYC-STF-001, right-click this machine and choose Connect server.
Note: The following credentials are used to make the connection:

e User name: Workspacelab\Administrator
e Password: Passwordl

Open the File Explorer application from the Windows Taskbar or Start Menu. Select This PC
on the left and double-click the green Citrix logo next to CD Drive under Devices and drives.

B[ < ThisPC

Computer View
&« v 4 s ThisPC »
~ Fol
v 3t Quick access olders (6)
B Desktop - Desktop ﬁ Documents
‘ Downloads —
| Documents
. Music Pictures
&=| Pictures [ -
[ This PC v Devices and drives (2)
=¥ Network - Local Disk (C:) b CD Drive (D:) XA and XD
T u 0 bytes free of 2,19 GB
ey 13.8 GB free of 23.5 GE UDF

On the Deliver applications and desktops to any user, anywhere, on any device screen, click
Start next to the XenDesktop option.
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Deliver applications and desktops to any user, anywhere,
on any device.

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

XenAp p Deliver applications

Xen DeS kto p Deliver applications and desktops

Cancel

CiTRIX

Note: If the above screen does not launch from double-clicking the green Citrix logo next to
CD Drive under Devices and drives, then double-click the AutoSelect.exe file.

Select Citrix StoreFront.

XenDesktop 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and Storefront. based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset

Citrix License Server i Universal Print Server

Citrix StoreFront i Federated Authentication Service i

Services and Support

umentation Access supporting content online.
g nter Access knowledge base articles, security bulletins, and troubleshooting guides.

Review the Software License Agreement page. If you agree, respond to the Software License
Agreement and then click Next.

On the Core Components page, leave the default location and click Next.
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XenDesktop 7.13

Core Components
Firewall

Summary

Install

Call Home

Finish

¥ Licensing Agreement

Core Components

For scale and performance reasons, it is recommended that Director and the License Server be
installed on separate servers.

Location: C:\Program Files\Citrix

StoreFront

Provid

Jl rre—

Back Next | Cancel |

Note: The StoreFront Server component provides authentication and resource delivery
services for Citrix Receiver, enabling you to create centralized enterprise stores to deliver
applications, desktops, and other resources to users on any device, anywhere.

On the Firewall page, verify that the Automatically option is selected for configuring the
firewall and click Next.

Note: When automatically is selected, rules are automatically created in the Windows
Firewall. The rules will be created even if the Windows Firewall is turned off.

10.

On the Summary page, review the summary and click Install.
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XenDesktop 7.13 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

« Core Components . .
Installation directory

+ Firewall . .
C\Program Files\Citrix

Summary -

Prerequisites
Install . . )
e Microsoft Internet Information Services

il

Callome Core Components
Finish StoreFront

Firewall

TCP Ports: 80, 443

o) I ()

11.

On the Call Home page, select | do not want to participate in Call Home and click Next.

Note: The installation process may take a few minutes.

12.

On the Finish page, click Finish.

XenDesktop 7.13 Finish Installation
¥ Licensing Agreement The i llation completed successfully v Success
¥ Core Components o
Prerequisites
 Firewall v Microsoft Internet Information Services Installed
¥ Summary Core Components
¢ Install v StorefFront Installed
« Call Home Post Install o o
v Component Initialization Initialized

Finish

Open the StorefFront Management Console

[ e | T

Wait for the StoreFront console to open.
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&8 Citrix StoreFront - a X

File Action View Help

== B
& Citrix StoreFront Actions
View 4
@] Refresh
Welcome to StoreFront @ e

Select an option below to create a new store or extend your existing
deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to )

Join existing server group
Add 3 server to an existing load-balanced group.

4 m >

13. | Using XenCenter, eject the XenApp and XenDesktop installation media from NYC-STF-001.

To eject the installation media 1SO, select NYC-STF-001 in the left pane of XenCenter. In the
right pane, select the Console tab and click Eject to remove
XenApp_and_XenDesktop_7_13.iso from the DVD Drive 1.

Note: The Eject option can be difficult to see. It is an underlined word to the right side of the
DVD Drive 1 drop-down menu.

Key Takeaways:
e The StoreFront installation requires IIS and installs this component automatically if missing.
e To achieve LTSR compliance, ensure that the correct StoreFront version (including required
updates) have been installed.

Exercise 5-2: Create a StoreFront Store

Scenario:
To give users access to the StoreFront server, StoreFront has to host a web based access called a Store.
Your task is to create a Store that integrates with the Citrix Site Delivery Controller previously configured.

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.
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Using the StoreFront Management Console, create a new Deployment.

In the middle pane, select Create a new deployment.

& Citrix StoreFront

File Action View Help

==

4 Citrix StoreFront Actions
Citrix StoreFront -

View 4

&) Refresh
Welcome to StoreFront o

Select an option below to create a new store or extend your existing
deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to )

Join existing server group
Add a server to an existing load-balanced group.

Note: The StoreFront Management Console was started in a previous exercise. If the console
was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.

Configure the Base URL for the Store in the new deployment.

On the Base URL page, enter http://storefront.workspacelab.com in the Base URL field.
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Create New Deployment

StoreFront Enter a Base URL
Confirm the base URL for services hosted on this deployment. For multiple server deployments,
specify the load-balanced URL for the server group.
Base URL
Getting Started Base URL: I http://storefrontworkspacelab.com| l A
Store Name

Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

=

Click Next to continue the new deployment creation wizard.

Note: The deployment creation process takes a few minutes.

Create New Deployment

Creating deployment, please wait...

StoreFront

+ Base URL
Getting Started
Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Note: A DNS entry was previously created for storefront.workspacelab.com to resolve to this
StoreFront Server.
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On the Getting Started page, click Next.

Create Store

StoreFront Getting Started
StoreFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (SaaS) applications, and internal web
¥ Base URL applications through a single portal from all their devices.
Getting Started

Store Name Store URL @
-y g p—— ammny

Delivery Controllers :
1
Remote Access 1
Authentication Methods
XenApp Services URL - P
'
Summary E : End User
' :
: i
L] n
H XenApp Services URL @ :

PNAgent

Next " Cancel

On the Store Name page, enter WWLabsStore in the Store Name field.

Create Store

StoreFront Store name and access

Enter a name that helps users identify the store, The store name appears in Citrix Receiver as part of
the user's account.

+ Base URL

+ Getting Started ) Store name and access type cannot be changed, once the store is created.

Store Name

Store Name: WWLabsStord

Delivery Controllers

Remote Access

[_] Allow anly unauthenticated (anonymaus) users to access this store

Authentication Methods = |y_ { Y ) X ) .
Unauthenticated users can access the store without presenting credentials.

XenApp Services URL
Summary Receiver for Web Site Settings

|| Set this Receiver for Web site as 1S default
When this is checked, the Receiver for Web site created with the store will be set as the
default IS website. This setting will override any previous defaults configured for the IS
sites.

Back Next

Click Next to continue the new deployment creation wizard.

Add a Delivery Controller to this new store deployment.
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On the Delivery Controllers page, below the box for Delivery Controllers, click Add.

Create Store

StoreFront Delivery Controllers
Specify the XenDesktop delivery controllers, XenApp servers and XenMaobile App Controller
instances for this store, Citrix recommends grouping delivery controllers based on deployments
Base UR (sites/farms).
v Getting Started
g | Mame Type Servers
¥ Store Name |
|
Delivery Controllers
Remote Access
Authentication Methods
KenApp Services URL
Summary =

Il_ Back | Cancel |

Configure the following settings to add a Delivery Controller:
o Display name: XenDesktop
e Type: XenDesktop (7.0 or higher) XenApp (7.5 or higher)
e Below the Servers box, click Add.
o Server name: NYC-XDC-001.workspacelab.com

o Click OK. The Delivery Controller should now appear in the Servers box.

Transport type: HTTP
Port: 80

Click OK to close the Add Delivery Controller dialog box.
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Add Delivery Controller

Display name: KenDesktop

Type: o *enDesktop (7.0 or higher)
= Xenfpp (7.5 or higher)

) XenApp (6.5 or lower)
I ¥enMobile (9.0 or lower)
1 VDl-in-a-Box

Servers myc-xdc-001.workspacelab.com =

(load balanced):

| Add. || Edit. || Remowe

[+| Servers are load balanced

— a

Advanced Settings

Configure delivery controller communication timeouts and other

advanced settings using the 'Settings’ dialog.

o I

Note: On the Type field, setting XenDesktop (7.0 or Higher) XenApp (7.5 or Higher) is the
base option for all FMA platforms both XenApp and XenDesktop combined.

Note: Although port 80 is used here, Citrix recommends using HTTPS. You will change this in
a later exercise.

On the Delivery Controllers page, verify that the information appears correct and click Next.

129



Delivery Controllers

StoreFront
Specify the XenDesktop delivery controllers, XenApp servers and XenMaobile App Controller
instances for this store. Citrix recornmends grouping delivery controllers based on deployments
 Base URL (sites/farms).
+ Getting Started
Name Type Servers
pgoineEams XenDesktop XenDeskiop NYC-XDC-001.wor...

Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Surnmary

Add.. |[ Edit. |[ Remove

s

9. | On the Remote Access page, leave the defaults and click Next.
Create Store
StoreFront Remote Access
Enabling remote access will allow users outside the firewall to access resources securely. You need
to add a NetScaler Gateway once remote access is enabled.
+ Base URL
¥ Getting Started D Enable Remote Access
+ Store Name
+ Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL
Summary NetScaler Gateway appliances: 0
Add.
Default appliance -
10. | On the Configure Authentication Methods page, verify that User name and password is
enabled and click Next.
11. | On the XenApp Services URL page, leave the defaults and click Create.
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Create Store

StoreFront Configure XenApp Services URL
URL for users who use PNAgent to access applications and desktops.
+ Base URL Enable XenApp Services URL
+ Getting Started URL: http://storefrontworkspacelab.com/Citri/ WWLabs5tore/PNAgent/config.xml

+ Store Name

+ Delivery Controllers |+ Make this the default Store for PNAgent

« Remote Access PNAgent will use this store to deliver resources.
+ Authentication Methods
XenApp Services URL

Summary

(oo ) I

Note: Creating the store will take a few minutes.

On the Summary page, click Finish.

Create Store

StoreFront o Store created successfully
Store Name: WWLabs5tore
Remote Access: Disabled
" Base URL Authentication Methods: User name and password

+ Getting Started

+ Store Name Store URL
ey N Export Provisioning File
+ Delivery Controllers

Citrix
Receiver

+ Remaote Access

+ Authentication Methods
Receiver for Web Site

+ XenApp Services URL == Test Site
Summary m Browser
:. XenApp Services URL @
PNAgent
Back

Note: The website automatically created by the store deployment has the same address as
the store, with the word web added at the end.
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Key Takeaways:

e The initial configuration includes setting up a store and a website using the store.

e The base URL should be set to the name of the StoreFront Server or the name of a load balancer
serving multiple StoreFront Servers.

e The store name chosen during this wizard will be presented to users either through the browser
URL or when adding the store to Receiver.

e Citrix recommends securing the traffic between StoreFront and Delivery Controllers using SSL.
Although port 80 is used in this exercise, this configuration is changed in a later exercise.

Exercise 5-3: Encrypt StoreFront store traffic

There is more than one method to encrypt StoreFront traffic. One method uses the Internet Information
Services (IIS) Manager and the other does not. Both methods are valid here in this environment and by
Citrix. You must choose either Option 1 or Option 2. You will be unable to perform the steps for both
options.

Scenario:

Your Lead Citrix Architect has informed you that network access to the Store must be secured to meet
WW Labs standards. Encrypting traffic to StoreFront Servers is a leading practice since user credentials
are sent over the network connection and need to be protected.

Your task is to secure network access to the StoreFront store by requesting and installing a valid SSL
certificate on the StoreFront Server.

Option 1: Step-by-Step

Step Action
1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.

2. | Click Start and select Windows Administrative Tools. Open Internet Information
Services (IIS) Manager.
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W

l Windows Accessones

. Windows Administrative Tools

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

Intemet |nformation Services (I15..

m & M

Using IS, expand NYC-STF-001 (WORKSPACELAB\Administrator).

In the middle pane, double-click Server Certificates.

W5 Internet Information Services (IIS) Manager

@5 %) nosro » @~
File View Help
— ¢
@- i ry §' NYC-STF-001 Home
@5 Start Page =
5 NYC-STF-001 (WORKSPACEL) Filter: - ¥ Go - ShowAll | Groupby: Area - -
Q Application Pools: ASP.NET
v (8] Sites = 4 N g 1 ilL o=
¢ =) 2 7y = =
D Default Web Site % & ¢ é’;’ ab) ,v? E
NET N NET Error T NETTust Applicstion Connection Machine Key Pagesand
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings Controls
e =
Session State SMTP E-mail
ns
s R 4 s B 2
AsP Authentic... <Gl Compression  Default Directory  Error Pages Failed FastCGl
Document  Browsing Request Tra...  Settings
o _ . N —
=, i I E =
e3) g & B JE H o E
HTTP HTTP ISAPIand  ISAPIFilters  Logging MIME Types  Modules Output Request
Redirect  Respon..  CGl Restri. Caching  Filtering
-
@y
Worker
Processes
Management a
- Server
€ > Features View || Content View 5
Certificates
Ready Ll

Complete Certificate Request...

Create Certificate Request... ‘
l
Create Domain Certificate... |
|

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

‘@‘ Help

On the right pane under Actions, click Create Domain Certificate.
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Enter the following settings:
e Common name: storefront.workspacelab.com
Organization: WWLabs
Organizational unit; XDFarm
City/locality: New York
State/province: New York
County/region: US

Create Certificate ?
I! = . = N
i_l': Distinguished Name Properties
Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.
Common name: |5t0refr0nt.work5pacelab.com|
Organization: |W‘."‘JLab5
Organizational unit:
City/locality New York |
State/province: |New York |
Country/region: |US
Cance
Click Next.

On the Online Certificate Authority page, click Select to the right of Specify Online

Certification Authority.
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Create Certificate

" Online Certification Authority

Specify the certification authority within your demain that will sign the certificate. A friendly name is required
and should be easy to remember.

Specify Online Certification Authority:

| | Select...

Example: CertificateAuthorityName\ServerMame

Friendly name:

Previous et Finish Cancel

On the Select Certification Authority dialog box, select workspacelab-NYC-ADS-001-CA and
click OK.

Select Certification Authority

Select a certificate authority you want to use:

Certificate Authority Computer
workspacelab-NYC-ADS-001-CA NYC-ADS-001.workspacelab.com

OK Cancel

Enter storefront.workspacelab.com in the Friendly name field.
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| Online Certification Authority

Specify the certification authority within your demain that will sign the certificate. A friendly name is required
and should be easy to remember.

Specify Online Certification Authority:

|workspa celab-NYC-ADS-001-CA\NYC-ADS-001.workspacelab.com Select...

Example: CertificateAuthorityMame\ServerMame

Friendly name:

| storefrent.workspacelab. com|

Previous Mext Cancel

Click Finish.
8. | In IS Manager, expand NYC-STF-001 (WORKSPACELAB\Administrator) > Sites and click

Default Web Site.

€5 Intemet Information Services (IIS) Manager - [u] X
e S € » NYC-STF-001 » Sites » Default Web Site » oG @
File View Help
o Default Web Site Home
€- &8 B Eplore
&5 Start Page . Edit Permissions..
Filter: - % Go - G Show All | Group by: - EB- e
€5 NYC-STF-001 (WORKSPACEL{ | _ """ o - G Show pupivz) Area =
B Edit Site
i (2 Application Pools ASPNET - i
- ) indings.
v ites 2 & y F P
5 €D Default Web Site a ‘3 XZ 0 o= é’ »é,g_‘ ﬁh‘ B Basic settings..
NET NET Error NET  NETProfile NETRoles NETTrust NETUsers Application Connection lications
Authorizat.. Compilation  Pages  Globalization Levels Settings Strings R
- t @ Manage Websit ~
JE .
Machine Key Pagesand  Providers Session State SMTP E-+ & Restart
Controls P Start
1is N | Stop
= 3| mt Browse Websit
) car | ) .  Browse Website
o= ] - 199 Browse 120 (ttp)
ASP Authentic..  CGl  Compression Default  Directory EmorPages  Failed Handler HTTP PR e
Document  Browsing Request Tra.. Mappings  Redirect i g+
i Configure
= = u e @ =
=) = &l W= o= Failed Request Tracing...
Limits.

HTTP  ISAPIFiters  Logging MMETypes Modules  Output  Request  SSLSettings
Respon. Caching  Filtering ® ren

Management

E|

Configurat.
Editor

3 5 | [ElFeatures view

Ready

9. | On the right pane under Actions, click Bindings.

% Content View

&
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2 Explore

Edit Permissions...

Edit Site
D Basic Settings...

View Applications

View Virtual Directories

On the Site Bindings dialog box, click Add.

Site Bindings ? x
Type Host Mame Port IP Address Binding Inferma... Add...
hitt, 20 *
? Edit...
Remove
Browse
Close

Set the Add Site Binding settings to the following:
e Type: https

e SSL certificate: storefront.workspacelab.com

Add Site Binding
Type: IP address: Port:
https ~ | |All Unassigned v| |443
Host name:
[] Require Server Name Indication
S5L certificate:
storefront.workspacelab.com b Select...

View...

Cancel

Click View to see that this is the SSL Certificate that you were tasked to create earlier.
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Click OK to close the Certificate details.

M Certificate

General Details  Certification Path

I-_R Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to:  storefront.workspacelab. com
Issued by: workspacelab-MYC-ADS-001-CA

Valid from 3/6/2017 to 3/6/2019

? You have a private key that corresponds to this certificate.

Issuer Statement

Click OK to close the Add Site Binding dialog box.
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Add Site Binding ? >

Type: IP address: Port:
https | |All Unassigned v| |3 |
Host name:

[] Require Server Mame Indication

550 certificate:

storefront.workspacelab.com ~ Select... View...

10.

In the Site Bindings dialog box, select the http binding and click Remove.

Site Bindings ?
Type Host Mame Port IP Address Binding Informa... Add...
hitt, 80 *

i . Edit...
https 443
Remove
Browse
Close

Click Yes to accept.

Click Close on the Site Bindings window.
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Site Bindings

Type Host Name
https

Port
‘H_

=
3

IP Address

*

Binding Informa...

Add...

Edit...

Browse

Close

11.

Close the Internet Information Services (11S) Manager Console.

12.

Actions

Server Group
Add Server
Change Base URL
View

|Gl Refresh

ﬂ Help

Using the StoreFront Management Console, change the Base URL to respond to the new IIS
Bindings with an SSL Certificate.

In the left pane of the StoreFront console, select Server Group and then in the right pane
click Change Base URL.

Note: The StoreFront Management Console was started in a previous exercise. If the console
was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.

13.

In the Base URL field, enter https://storefront.workspacelab.com and click OK.
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Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: httpsl:f.-’sturefru:rnt.w-::-rkspacel ab.com/

Cancel

14.

Open an Internet browser session and browse to the Store’s website.

Start Internet Explorer from the Windows Taskbar and browse to
http://storefront.workspacelab.com/Citrix/WWLabsStoreWeb

This page can't be displayed

* Make sure the web address http://storefront.workspacelab.com is correct.
* Look for the page with your search engine.

* Refresh the page in a few minutes.

Fix connection problems

Note: The StoreFront server is no longer listening on insecure requests on port 80 using the

HTTP Protocol.

15.

Close and re-open Internet Explorer. Browse to
https://storefront.workspacelab.com/Citrix/WWLabsStoreWeb

Should | trust this site?

View certificates

to access your applications
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Note: Notice that the StoreFront site is displayed and is using a secured connection. You can
view this secured connection information by clicking the small lock symbol to the right side of
the site URL in the browser.

Close Internet Explorer.

Key Takeaways:
e Since credentials of the users will be sent to StoreFront, access should be secured against
attacks using SSL.
e StoreFront needs a certificate where the subject name (or DNS alternate name) matches the
configured base URL.

Option 2: Step-by-Step

If you have completed Exercise 5.3 Option 1, this exercise must be skipped.

Step Action

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect Server.

2. | Right-click Start > click Run > type MMC and click OK or press Enter on the keyboard to
open the MMC snap-in.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

g

Open: [ MM v

“jy“ This task will be created with administrative privileges.

| ok |[ cancel || Browse. |

In the MMC console, click File and select Add/Remove Snap-in.
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On the Add or Remove Snap-ins dialog box, in the left side of the box, select Certificates
and click Add.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor [ Console Root Edit Extensions...

= ActiveX Control Microsoft Cor...
Authorizaﬁon Manager Microsoft Cor... Remove |
@ Microsoft Cor...
p Citrix StoreFront Citrix System... EWi
¥ Component Services ~ Microsoft Cor... .
@Compuher Managem... Microsoft Cor... Move Down ‘
ﬂDevice Manager Microsoft Cor... '
QDlsk Management Microsoft and...
] Event viewer Microsoft Cor...
(I Folder Microsoft Cor...
=[ Group Policy Object ... Microsoft Cor...

(2B Internet Informatio...  Microsoft Cor...
& 1P Security Monitor  Microsoft Cor

8, 1P Securitv Policv M...  Microsoft Cor... J

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

This snap-in will always manage certificates for:

O My user account
O Service account
(® Computer account

Move Up

Move Down

On the Select Computer page, verify that Local Computer is selected and click Finish.
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Select the computer you want this snap4n to manage.

This snap-in will always manage:
g =

(® Local computer: {he computer this console is running on) =
Remove |

(] Allow the selected computerto be changed when launching from the command fine. This | Movelp il
only applies if you save the console. bGPl

O Another computer: \ ‘ l Browse... |

Move Down }

Click OK to close the Add or Remove Snap-ins window.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor ~ [ Console Root Edit Extensions. ..
=" ActiveX Control Microsoft Cor... @I Certificates (Local Computer) | —
Authorizaﬁon Manager Microsoft Cor... | Remove |
5 certificates Microsoft Cor... |=

&3 Citrix StoreFront Citrix System... Move Up |

. Component Services  Microsoft Cor...

,‘ECompuher Managem... Microsoft Cor... i Move Down i
gbevioe Manager Microsoft Cor...
(=7 Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
(2B Internet Informatio... Microsoft Cor...

g IP Security Monitor Microsoft Cor...

8, 1P Securitv Policv M... Microsoft Cor... |
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Note: Local computer is selected since you want to enumerate the certificate snap-in running
on this local machine. In order to enumerate the Certificate snap-in for another machine, you
would select the Another computer radio button and browse to it.

Using the Certificates MMC Snap-in, request a new certificate.
In the left side of the snap-in, expand the Certificates (Local Computer) section.

Right-click Personal, select All Tasks, and then select Request New Certificate.
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=
@ File Acton View Favorites Window Help - la]x]
=@ a8

7 Console Root Name [ Actions
4 G Certficates (Local Computer) ) Centficates (Local Computer) W.
[
b0 Tus  FindCenificates... Wiond Rcticire 4
iy
b 5 Ente ™ AiTasks »| Find Centficates..
b [ Inter >
b 2 T Here [ ertificate.. |
b Untt Refresh o
b 2] Thi =
Advanced Operations »
b & T Help [ fAswoniopemens )

b [ Client Authentication Issuers

b (2] Citrix Delivery Services

b ) Remote Desktop

b (] Cetificate Enroliment Requests.
b () Smart Card Trusted Roots

b ] Trusted Devices

b ) Web Hosting

<1 W [ >

Request 2 new certificate from 3 certification authority (CA) in your domain

On the Certificate Enrollment page, click Next.

On the Select Certificate Enroliment Policy page, verify that Active Directory Enroliment
Policy is highlighted and click Next.

Select Certificate Enrollment Policy

Certificate enroliment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy

Configured by you

On the Request Certificates page, select Web Server SAN. Click the Details drop-down and
click Properties.
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

O Computer j) STATUS: Available Details v

[Vl Web Server SAN j) STATUS: Available Details ~

& More information is required to enroli for this certificate. Click here to configure settings.

The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies: Server Authentication

Validity period (days): 730

v

1

[[]Show all templates

Under the Subject name field, configure the following:
e Type: Common name
e Value: storefront.workspacelab.com

Click Add.

—| Certificate Enrollment

A subject | General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate
Subject name:
Type:

[Commoname ]
Value: B
< Remove

I storefront.workspacelab.corl

Alternative name:
Type:

| Directory name v |

- s |

Under the Alternative name field, configure the following:
e Type: DNS
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Value: storefront.workspacelab.com

Click Add.

— Certificate Enroliment

£ subject | General | Extensions | Private Key | Certification Authority | Signature |

can be used in a certificate.

Subject of certificate

Subject name:

Type:

|Common name v|

Value:

I l

Alternative name:

Type:
[DNS v

Value:

] Istorefront.workspacelab.cor|

T

—
< Remove

Add >

The user or computer that is receiving the certificate

]

< Remove

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that

CN=storefront.workspacelab.c!

Under the Alternative name field, configure a second entry:

Value: discoverReceiver.workspacelab.com

e Type: DNS
[ ]
Click Add.
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i Certificate Enroliment

£ subject | General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.workspacelab.c!

ICommon name vl l Add > |

Value:

e |
| < Remove

Alternative name:
Type:
[Dns v

o

l ldiscoverReceiver.workspaceI

storefront.workspacelab.com

In the Certificate Properties dialog box, click OK.

= Certificate Enroliment

£ subject | General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.workspacelab.c

| Common name Add >
Value:

I < Remove

Alternative name:
Type:
[Dns

Value:
|

storefront.workspacelab.com
discoverReceiver.workspacelab)
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10.

On the Request Certificates page, click Enroll.

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Active Directory Enroliment Policy
[] Computer \1) STATUS: Available Details v

[¥] Web Server SAN 1) STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies: Server Authentication
Validity period (days): 730

[[]Show all templates

After the request is complete, click Finish.

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enroliment Policy
[ Web Server SAN ' STATUS: Succeeded

11.

Verify that the certificate now appears in the Personal > Certificates store.

From the MMC Certificate Console, expand Certificates (Local Computer) > Personal >
and click Certificates, and verify that the certificate appears.
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@ File Action View Favorites Window Help

e @ 4L XEE

7] Console Root Issued To 2 Issued By Expiration Date  Intended Purposes  Friendly Name Actions.

4 (37 Centificates (Local Computer) Zylstorefront.workspacelab.com  workspacelab-NYC-AD-001-CA  11/3/2018 Server Authenticat._storerontworksps.. | Gerifcates -

4 (] Personal A storefront.workspacelab.com workspacelab-NYC-AD-001-CA 11/4/2018 Server Authenticati... Il “‘;““A‘m >
1 Certificates 2 WMSve-NYC-STF-001 WMSvc-NYC-STF-001 11/1/2026 Server Authenticati.. WMSVC orE et

b 1 Trusted Root Certification Authoritie: o

¥ B Envirgra Trat .&m&ﬂ%ﬁb@.@ -
lore Actions

b Intermediate Certification Authoritie|
b ] Trusted Publishers

b ) Untrusted Certificates

b ) Third-Party Root Certification Authol
b ) Trusted People

b ) Client Authentication lssuers

b ] Citrix Delivery Services

b 1 Remote Desktop

b ] Certificate Enroliment Requests
b ] Smart Card Trusted Roots

b 1 Trusted Devices

b 2] Web Hosting

Note: Please ignore if you see any other certificates in your lab.

Close the MMC console window.

When prompted to save the Microsoft Management Console settings, select No.

12.

Click Start and select Administrative Tools. Double-click Internet Information Services
(IIS) Manager.

Wome  Share  View  Manage panage

[ » ContolPane » System and Securty » Adminisratve Tooks » e
¢ Favortes Nome
B Desitop 4 Termins! Services
8 Downiosd: 8 Component Services
% Recent places 3 Computer Mansgement
8l Detragment and Optize Dives
8 This P 5 Event Viewer »
173 Intemet Information Senvices (IS) Manager /22
S Network 1, 5CS! ntiator - w2
Fa Local Secury Pokicy
7 ODBC Data Sources (32-6)

5 Resource Monitor
& Secuiy Configuration Wisard

B Server Manager

B Senvices

50 System Configuaaton

B8 System Informaton

) Task Scheduier

8P Windows Fvewalith Advanced Security
80 Windows Memary Diagnostic

(# Windows PowerShell (:86)

{85 Windows PowerShell ISE 645)

24items 1 tem selected 110K8 [

Note: Internet Information Services (11S) Manager can also be opened from the Server
Manager window. Click the Server Manager icon in Task Bar > click Tools > and then click
Internet Information Services(lIS)Manager.

13.

Using Internet Information Services, expand NYC-STF-001
(WORKSPACELAB\Administrator).

In the Internet Information Services (IIS) Manager dialog box, select Do not show this
message again and click No.
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L] Intemet Information Services (IIS) Manager
® [S5s westroot »
File View Help
[
| @ e
@-id|% (8 a NYC-STF-001 Home
@ Strtpage ; = B
83 NYC-STF-001 (WORKSPACELAB\Adminitrator) || " BN | o Area -
2 Application Pools ASPNET
b 8] Sites e $ i (= B =
4 ¢ @ e 8 BB R E
NET NET NETEror | NET  NETTnst Appication Comection MachineKey Pages and
| Authoriat.. Controls
Provders
with latest Web Platform Components?
5
S [¥ Do not show this message. E &
= =
e o v | e
T
F Ty o= & O W O A @
Handler  HTTP TP IS%Bland [SAPIFen  logging MMETypes Modules  Output
Msppings  Rediect  Respon.. CGIRestri.. Caching
=
€ 9 &
Request  Sever  Worker
Fitering  Certfcstes  Processes
Management
™ - as a - ™
17 Festures View |, Content View
Ready

Note: If you click Yes on the dialog box, Internet Explorer will open and will take you to
http://www.microsoft.com/web/downloads/platform.aspx providing information about IIS 5.0.

Note: Please ignore if you don’t see this prompt.

14.

In IS Manager, expand NYC-STF-001 (WORKSPACELAB\Administrator) > Sites and click
Default Web Site.

@ » NICSTF001 » Stes » Defak WebSte » I

File View Help

Q- |28 Q Default Web Site Home

493 NYC-STF-001 (WORKSPACELABAdministator) || """ ={30 Gl Show AN | Grove b Aren >
D Applcaton Pocs ASPNET
2 st = & 3 T R =
= y Y ; \ E
+ /@ Default Web Ste ) \Z ] ¢ f 0 Q/ s =

NET NET NET Error NET NET Profile .NETRoles .NETTrust .NETUsers Application
Authorizat.. Compiation  Pages  Globaization Leves Settings

2 ® B R & E

Connection MschineKey Pagesand  Prowiders  Sesion State SMTP E-mai
rings Controls

&
) .’i& a1 4 = (ryl E =
& B 94 o & @& 2
Mo A, O Cimprain Dek Dy Gt el e
Document  Browsing Request Tra. Mappings
g2 E 3 @t
2 € 9§ B = M #& & §
WIS TP B lehs MMATpe Mehks. Ouxt  Raped [ssiSeios
s S o ociilco

Mansgement

Configurat... ¥ Manager
Edtor  Pemissions

[ Features View |1 Content View

Ready

o

15.

On the right pane under Actions, click Bindings.

Adions

2 Explore
Edit Permissions...

Edit Site
Basic Settings...
] 9

View Applications

View Virtual Directories

On the Site Bindings dialog box, click Add.
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Type Host Name Port IP Address Binding Informa... Add...
http 20 .

Set the Binding settings to the following:
e Type: https
e SSL Certificate: storefront.workspacelab.com

Site Bindings 2] x|
http Type: IP address: Port: ]
[ttps v| [All Unassigned V[ !
st e e ]

[C] Require Server Name Indication

SSL certificate:

storefront.workspacelab.com v l Select... View...
|

:

Click View to see that this is the SSL Certificate that you were tasked to create earlier. Click
OK to close the Certificate details.

General |Details I Certification Path

L*! Certificate Information

This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer

Issued to: storefront.workspacelab.com
Issued by: workspacelab-NYC-AD-001-CA

valid from 11/4/2016 to 11/4/2018

? You have a private key that corresponds to this certificate.

Issuer Statement

[ ]
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Click OK to close the Bindings dialog box.

Type: IP address:

|https v| |AII Unassigned

Host name:

I

O Require Server Name Indication

SSL certificate:

storefront.workspacelab.com

16.
Type Host Name Port IP Address Binding Informa... Add...
= -
Click Yes to accept.
Click Close on the Site Bindings window.
Type  Host Name Port  IP Address Binding Informa...
https 443
Close
17. | Close the Internet Information Services (IIS) Manager Console.
18. | Using the StoreFront Management Console, change the Base URL to respond to the new IS

Bindings with an SSL Certificate.

In the left pane of the StoreFront console, select Server Group and then in the right pane
click Change Base URL.
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Actions

Server Group -
Add Server
Change Base URL

Generate Security Keys

View 4
G Refresh
Help

Note: The StoreFront Management Console was started in a previous exercise. If the console
was closed in a previous exercise, then click Start > Citrix > and click Citrix StoreFront.

19.

In the Base URL field, enter https://storefront.workspacelab.com and click OK.

Modify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: I https*//storefront.workspacelab‘com/

20.

Open an Internet browser session and browse to the Store’s website.

Start Internet Explorer and browse to
http://storefront.workspacelab.com/Citrix/WWLabsStoreWeb.

. / .
This page can't be displayed
* Make sure the web address http://storefront.workspacelab.com is correct.

* Look for the page with your search engine.

* Refresh the page in a few minutes.

Fix connection problems

Note: The StoreFront server is no longer listening on insecure requests on port 80 using the
HTTP Protocol.

21.

Close and re-open Internet Explorer. Browse to
https://storefront.workspacelab.com/Citrix/WWLabsStoreWeb.
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EEEE

a @ nttps://storefront workspacelab.com/Citi © ~ @ C || @ Citrix Receiver
=2 Website Identification

to access your applications

view this secured connection information by clicking the small lock symbol to the right side of

Note: Notice that the StoreFront site is displayed and is using a secured connection. You can

the site URL in the browser.

Close Internet Explorer.

Key Takeaways:

Since credentials of the users will be sent to StoreFront, access should be secured against
attacks using SSL.

Storefront needs a certificate where the subject name (or DNS alternate name) matches the
configured base URL.

By default, Citrix Receiver does not accept adding a store using HTTP.

Exercise 5-4: Set the StoreFront default page

Scenario:

WW Labs has a written policy to address all web site parameters hosted on company systems. Your task
is to redirect users from the current default landing page of the StoreFront webserver to a special logon
page provided by StoreFront.

1.

Using the Remote Desktop Connection Manager, confirm that you are still connected to
NYC-STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.

Open an Internet browser and navigate to the default store address.

Start Internet Explorer and browse to https://storefront.workspacelab.com
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L2 @ https://storefront workspacelab.com/ D ~ & & || @11 Windows Server
File Edit View Favorites Tools Help

ER Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&3-% Benvenuto ¥

- x.' Bienvenido Hos geldiniz

Bem-vindo L
Kowg
Vitejte OplOCTE Valkomm SFESHLCH sars | Udvozoljuk

Microsoft Willkommen [N@lkammen

Note: The site does not redirect to the Receiver for Web site. Instead it displays the default
IIS page.

Open the StoreFront console.

Click Start > Citrix > Citrix StoreFront.

In the left side of the StoreFront console, select Stores. In the middle pane, verify that
WW.LabsStore is selected, and then in the right side of the console, click Set Default
Website.

In the Set Default Website dialog box, select Set a Receiver for Web site as the default
page in IIS and verify that the following settings are configured:

e Store: WWLabsStore

e Receiver for Web Sites: /Citrix/WWLabsStoreWeb

Click OK.

Open an Internet browser to test your connection to the default store address and to verify
that the redirect you configured works as expected.

Open Internet Explorer and navigate to https://storefront.workspacelab.com.

Note: If Internet Explorer is still open from a previous exercise, close Internet Explorer and
reopen it.

Note: The Receiver for Web page now displays with the full URL pointing to
https://storefront.workspacelab.com/Citrix/WWLabsStoreWeb.
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https://storefront.workspacelab.com/

&« @ https://storefrontworkspacela.. © ~ @ & || @ Citrix Receiver
File Edit View Favorites Tools Help

Install Citrix Receiver to access your applications

W | agree with the

Close Internet Explorer.

Key Takeaways:
¢ Microsoft IIS can be configured to automatically direct users to a default StoreFront site without
users needing to enter the full path to the store. The Microsoft URL Rewrite extension allows
HTTP requests to be redirected to HTTPS.
e If multiple StoreFront Servers are used, implement the same redirection on all of them.
o |f using NetScaler to load balance StoreFront, this action could also be accomplished using
NetScaler policies.

Exercise 5-5: Configure the default domain

In this exercise, you will learn to modify the authentication method from StoreFront to preconfigure a
domain so that users do not need to specify the domain during each logon.

Step Action
1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.
2. | Open an Internet browser and navigate to the StoreFront store and log on.

Open Internet Explorer and browse to https://storefront.workspacelab.com.

Select | agree with the Citrix license agreement and click Log on.
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https://storefront workspacelab.com/Cit: L: O ~ & C || @ CitrixReceiver

iew Favorites  Tools Help

Install Citrix Receiver to access your applications

Install

Note: The User name field prompts for a domain\user or user@domain.com account
information, indicating that a domain is required.

@ https//storefront workspacelab.com/Citri WW ~ @ C || @ Citrox Recewver
File Edit View Favorites Tools Help

Homain\user or user@domain.com

CiTRIX

StoreFront

Attempt to log on to this StoreFront page using the following credentials:
e User name: HR1
e Password: Passwordl

This logon attempt failed with a message indicating to Enter a domain. This logon box
requires a domain, and only a user name and password was specified.
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6' @ https://storefront.workspacela... © ~ @ & || @ Citrix Receiver

File Edit View Favorites Tools Help

CITRIX

StoreFront

Close Internet Explorer.

Note: To allow users to log on to a StoreFront store with a user name and a password but

Enter a domain

without specifying a domain, you have to configure a Trusted Domain. You have been tasked

by your Lead Citrix Architect to configure this Trusted Domain in your XenApp and

XenDesktop POC environment.

Using the StoreFront Management Console, configure a Trusted Domain.

In the left pane, select Stores. In the right pane, under WWLabsStore, click Manage

Authentication Methods.

&& Citrix StoreFront
File Action View Help
Lo 2Rl

& Citrix StereFront .
3 stores CITRIX

Server Group

WWlabsStore Yes

Name Authenticated | Subscription Enabl.. | Access

Yes Internal network only

Actions

Details - WWLabsStore

Details | Delivery Controliers = Receiver for Web Sites

Store URL:

XenApp Services URL:
Remote Access:
Advertised:

Unified Experience;
Authentication Service:
Authentication Methods:
Token validation service:

@ Storefront using HTTPS.

Stores
Create Store
Export Multi-Store Provisioning File
Manage NetScaler Gateways
Manage Beacons
Set Default Website
View

(G Refresh

Help

WWiabsStore

Manage Delivery Controllers

Configure Unified Experience
https://storefront.workspacelab.com/Citri Manage Authentication Methods
https://storefront.workspacelab.com/Citri B

Disabled

Yes

Enabled

Used by this store only

User name and password
https://storefront.workspacelab.com/Citrix/WWLabsStc

Manage Receiver for Web Sites
Configure Remate Access Settings
Configure XenApp Services Suppart
Configure Store Settings

Export Provisioning File

Remove Store

Help
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Note: The StoreFront Management Console was started in a previous exercise. If the console
was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.

On the Manage Authentication Methods — WWLabsStore page, click on the Settings drop-
down next to User name and password and select Configure Trusted Domains.

Manage Authentication Methods - WWLabs5tore

Select the methods which users will use to authenticate and access resources, (i ]

Settings

User name and password o

[ ] Domain pass-through
Can be enabled / disabled separatel

Configure Trusted Domains

Configure Account Self-Service

[ ] Srmart card .
Can be enabled / disabled separatel Manage Password Options
[] HTTP Basic Configure Password Validation
[[] Pass-through from MetScaler Gateway -

Installing and uninstalling the authentication methods and the
g :

authentication service settings are included in the advanced options.

o

In the Configure Trusted Domains window, select Trusted domains only for the Allow users
to log on from field.

Configure Trusted Domains

Allow users to log on from: Any domain

#) Trusted domains only

Trusted domains:

Default domain: [ - ]

how domains list in logon page

Below the Trusted domains box, click Add.

Enter workspacelab.com in the Add Domain dialog box and click OK.
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Domain:

Add Domain

workspacelab.com

Below the Trusted domains box, click Add.

Enter workspacelab in the Add Domain dialog box and click OK.

Domain:

Add Domain

workspacelab

Click OK to accept the changes.

In the Configure Trusted Domains dialog box, verify that the following is configured:
¢ Inthe Default domain drop-down, workspacelab.com is selected.
e The Show domains list in logon page is deselected.

Allow users to log on from:

Trusted domains:

Configure Trusted Doemains

®) Trusted domains only

Any domain

workspacelab
| Add. || Edit. || Remove

Default domain: [ workspacelab.com

[ | Show domains list in lagon page

o I

Click OK again on the Manage Authentication Methods — WW.LabsStore dialog box.

Note: If users need to access multiple domains, enable the box to Show domains list in logon
page so that users can see a drop-down list in the StoreFront store logon screen that will
show the pre-defined list of available domains that a user can select and log on to.
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9. | Open an Internet browser to navigate to the StoreFront store and test that the Trusted
Domains was configured successfully by logging on with a user name and a password, but
without a domain.

Open Internet Explorer and browse to https://storefront.workspacelab.com.
Select | agree with the Citrix license agreement, if prompted. Then click Log on.
Install Citrix Receiver to access your applications
™ | agree with the
Install
Log on to the StoreFront page using the following credentials:
e User name: HR1
e Password: Passwordl
Note: Notice that the user is able to log on without specifying a domain.
— m] K
e @ https//storefrontwork., O~ @ ¢ @ Citrix Receiver o Tr & @
File Edit View Favorites Tools Help
Citrix StoreFront H
FAVORITES
Q Sea a
Add Favorites
Go to Desktops ar Apps, click on Details next to your choice and then select Add to Favorites.
10. | Close the store session.

In the top right corner of the browser, click the user name that was used to log on to this store
and select Log Off.
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https://storefront workspacelab.com. P~ &0 || @ CitrxReceiver

Edit View Fovorites Tools Help

FAVORITES

’ Citrix StoreFront 5

Activate...
About

Log Off

Note: Internet Explorer will log out the user and will present a message stating that You have
logged off successfully. At this point, you could log back on by clicking Log On, but for now
you will close Internet Explorer.

Close Internet Explorer.

2 b com o~ &

Key Takeaways:

Using default and trusted domains prevents users from having to manually enter a domain during
the authentication process. This will help prevent users from incorrectly entering their domain,
failing to log on, and calling the helpdesk.

If the Trusted domains only option is selected, and multiple domains are specified, users will be
presented with a drop-down list of domains from which to choose.

The first trusted domain entered is automatically configured as the default logon domain. This is
the domain used by default when users log on and do not specify a domain.
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Exercise 5-6: Adjust the StoreFront timeout

Scenario:
StoreFront Server enforces a default timeout on the store to automatically log users out of their web
session after being inactive for a preset amount of time.

Your task is to modify the inactive web session timeout value.

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.

2. | Using the StoreFront Management Console, set the session timeout.

In the left pane, select Stores. In the center pane, verify that WWLabsStore store is selected.
In the right pane, click Manage Receiver for Web Sites.

% Citrix StoreFront - m} x
File Action View Help
€= nm B

& Citrix StoreFront 0 Actions
3 stores CITRIX
. Stores =
[E5 Server Group
Name Authenticated | Subscription Enabl... | Access Create Store
WWLabsStore Yes Yes Internal network only Export Multi-Store Provisioning File

Manage NetScaler Gateways

Manage Beacons

Set Default Website
View »
Details - WWLabsStore @ Refresh
Details \ Delivery Controllers | Receiver for Web Sites [l rep
WWLabsStore -

© StoreFront using HTTPS, Manage Delivery Contrallers

Configure Unified Experience

Store URL: https://storefront,workspacelab.com/Citrix/WWLabsStc Manage Authentication Methods
XenApp Services URL: hitps://storefront workspacelab.com/ Citrix/WWLabsS Manage Receiver for Web Sites
Remote Access: Disabled

Advertised: Yes Configure Remote Access Settings
Unified Expenence: Enabled Configure XenApp Services Support
Authentication Service: Used by this store only Confi Store Setti
Authentication Methods: User name and password onmigure Store ngs

Token validation service:  https://storefrontworkspacelab.com/Citrix/WWLabsStc Export Provisioning File

Remove Store

H Hep

a " | >

Configure the Receiver for Web sites available for this store,

Note: The StoreFront Management Console was started in a previous exercise. If the console
was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.

3. | On the Manage Receiver for Web Sites — WWLabsStore dialog box, click Configure.
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Web sites:

Manage Receiver for Web Sites - WWlabsStore

These sites allow users to access the store "W\WLabs5tore' through a webpage.

Web site URL

https://storefrontworkspacelab.com  Disabled

| Classic Experience Store Authenticated

Add... ] [Con‘ﬁgure...] [ Remaove

Close

Select Session Settings on the left side of the dialog box and change Session timeout value

to 1 Minute.

Click Apply and then click OK.

Click Close to exit the Manage Receiver for Web Sites — WWLabsStore window.

StoreFront

Receiver Experience
Customize Appearance
Featured App Groups
Authentication Methods
Website Shortcuts
Deploy Citrix Receiver
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrin/WWLabsStoreWeb

Session Settings

Configure the settings to control the end user experience and specific timeout durations when the
inactive users are logged off.

Server Communication attempts: @

[ ]

Communication timeout duration: @

Minutes EI Seconds

Session timeout: @

EI Hour Minutes

Sign in timeout: @

Minutes

B (o | [ aepy |

Open an Internet browser and navigate to your StoreFront store to test the new session

timeout.

Open Internet Explorer and browse to https://storefront.workspacelab.com.
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Homain\user or user@domain.com

CiTRIX

StoreFront

Log on to the StoreFront page using the following credentials:
e User name: HR1
e Password: Passwordl

Do not interact with the web browser or the published desktop.

Note: After a few seconds of idle time, you will see a message counting down from 15
seconds letting you know that Citrix Receiver will timeout due to inactivity.

Citrix: Receiver will time out in 12 seconds due to
inactivity.

Note: After the timeout expires, the user account is logged out. Internet Explorer will display a
message that “Your session has timed out due to inactivity”.
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e @ https://storefrontwork.. O ~ @ € @ Citrix Receiver

File Edit View Favorites Tools Help

CiTRIX

StoreFront

Your session has timed out due to inactivity.

Close Internet Explorer.

7. | Change the timeout setting to the default value of 20 minutes.
Switch to the StoreFront Management Console and select Stores in the left pane. Verify that

WWIlabsStore is selected in the middle pane. In the right pane, click Manage Receiver for
Web Sites.

On Manage Receiver for Web Sites — WWLabsStore dialog box, click Configure.
Select Session Settings on the left and change the session timeout value to 20 Minutes.

Click Apply and then click OK.
Click Close to exit the Manage Receiver for Web Sites — WWLabsStore window.
Note: You have tested this feature and will report back to the Citrix Administrator team the

results of your test. Moving forward, your environment depends on this feature being set to a
more reasonable timeout.

Key Takeaways:

e The StoreFront timeout can be extended to allow users longer periods without requiring a logon.

e Set the timeout for the web session to a reasonable amount for security purposes — if users forget
to log out of the website the session will be rendered useless for attackers after the specified
amount of time.

e |IS also has some configurable timeouts that should be adjusted accordingly since the smallest
one determines the actual time before the session will be closed.
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Exercise 5-7: Configure StoreFront store branding

Scenario:
WW Labs has set expectations that all websites used for company business must be branded using the
standard appearance as defined in WW Labs written policy.

Your task is to update the Storefront store and the Store for Web to match corporate branding. This task
brings into compliance the store with WW Labs written policy by providing a familiar appearance for
employees.

You decide to start the customization by using the basic branding features available in the StoreFront

console.
Step Action
1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.
Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.
2. | Using the StoreFront Management Console, customize the Receiver appearance.

In the left pane, select Stores. In the right pane, under WWLabsStore, click Manage

Receiver for Web Sites.

e Citrix StoreFront
File Action View Help
4 = | 21 )|

& Citrix StoreFront

[ Stores

Server Group

CiTRIX

Mame
WWlabsStore Yes

Authenticated

Subscription Enabl... | Access

Yes Internal netwaork only

Details - WWLabsStore

Details | Delivery Controllers | Receiver for Web Sites

Store URL:

XenApp Services URL:
Remote Access:
Advertised:

Unified Experience:
Authentication Service:
Authentication Methods:
Token validation service:

@ StoreFront using HTTPS.

https://storefront.workspacelab.com/Citrix/WWLabsStc
https://storefront.workspacelab.com/Citrix/WWLabs51
Disabled

Yes

Enabled

Used by this store only

User name and password
https://storefrontworkspacelab.com/Citrix/WWLabsStc

o

Configure the Receiver for Web sites available for this store.

Actions

Stores
Create Store
Export Multi-5tore Provisioning File
Manage MetScaler Gateways
Manage Beacons
Set Default Website
Wiew

|G| Refresh

EH Help

WWLabsStore
Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods
Manage Receiver for Web Sites
Configure Remote Access Settings
Configure XenApp Services Support
Configure Store Settings
Export Provisioning File

Remove Store

Help

Note: The StoreFront Management Console was started in a previous exercise
was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.

. If the console
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On the Manage Receiver for Web Sites — WW.LabsStore dialog box, click Configure.

Manage Receiver for Web Sites - WWlabsStore

These sites allow users to access the store "WWLabsStere' through a webpage.

Web sites:

Web site URL Classic Experience Store Authenticated

https.//storefront.workspacelab.com  Disabled

Add... ] ’Con‘ﬁgure...] [ Remowve

On Edit Receiver for Web site dialog box, select Customize Appearance on the left side of
the dialog box and set the following customizations:

e Logon branding: Click Browse and browse to \NYC-FSR-
001\Resources\StoreFront Design. Select Logonbranding.png and click Open.

e Header branding (Post logon): Click Browse and browse to \\NYC-FSR-
001\Resources\StoreFront Design. Select HeaderBranding.png and click Open.

e Background color: Click the drop-down and define the WW Labs RGB Values set to:

o R:0
o G:174
o B:239

Edit Receiver for Web site - /Citrix/WWLabsStoreWeb

StoreFront Customize Receiver Appearance
Use these settings to customize the Receiver for web pages.
Receiver Experience Logon branding

Logo: |\\NYC-FSR-001\Resources\SboreFronl Design\Lagonbrar| [ Browse.. ]

(350 x 120 px) This log - he Receiver logon pa
Featured App Groups is logo appears on the Receiver logon page

Header branding (Post logon)
Authentication Methods

Logo: |\\NYC-FSR-Om\Resour(es\SboreFronl Design\HeaderBra| [ Browse... ]
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver Preview (Post logon)
I . Background color:
Session Settings - = — W1ABS Text and icon color
Workspace Control 1 ..

| Link color
Client Interface Settings |

Advanced Settings

]
|
|
D cooncer | Reset to default styles

R 0
B 239
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e Text and icon color:

o R:255
o G:255
o B:255

Text and icon color: \:lzl

£FFFFFF
R 255
G | 255

Ll B | 255 ||

e Link color:

o R:28
o G:117
o B:188
Link color: [:—‘3

I - 1c7s5c

'R 28
G 17
B 188

Note: You can use the keyboard arrow keys for granular adjustments or double-click the
numbers to enter them manually.

Click OK to accept the changes made.

Click Close to exit the Manage Receiver for Web Sites — WW\LabsStore window.
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Edit Receiver for Web site - /Citrix/WWLabs5toreWeb

StoreFront Customize Receiver Appearance
Use these settings to customize the Receiver for web pages.
Receiver Experience Logon branding

Laga: | h\NYC-FS R-001\Resources\StoreFront Designilogeon brar| Browse... ]

(350 x 120 px)
(350120 px) This logo appears on the Receiver logon page.

Featured App Groups
Header branding (Post logon)

Logo: YWNYC-FSR-001\Resources\StoreFront Design\HeaderBra Browse...
Website Shortcuts (340 x 80 px) | | ;J

Authentication Methods

Deploy Citrix Receiver Preview (Post logon)

Background color:

Session Settings _IEI WIA Bs Text and icon color

Workspace Control Text and icon color: IZ|

Link color
Client Interface Settings Content branding (Post logon)
Advanced Settings Link color: _|z|

Reset to default styles

Open an Internet browser and navigate to the StoreFront store to experience the new custom
Receiver appearance.

Open Internet Explorer and browse to https://storefront.workspacelab.com.

Note: Notice the WW Labs logo.

e @ nttps://storefrontworkspacel.. O ~ @ € | @ Citrix Receiver

File Edit View Favorites Tools Help

domain\user or user@domain.com
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Log on to the StoreFront page using the following credentials:
e User name: HR1
e Password: Passwordl

Notice the new customized changes.

e @ nttps://storefrontworkspacel.. 2+ @ & | @ Citrix Receiver i

File Edit View Favorites Tools Help

[ -

FAVORITES DESKTOPS

Add Favorites

Go to Desktops or Apps, click on Details next to your choice and then select Add to Favorites.

Click HR1 and choose Log Off and then close Internet Explorer.

Key Takeaways:
e You can customize the appearance of Receiver with a logo and specify different color schemes

using the StoreFront console.
e Advanced customizations can be made through the use of Cascading Style Sheets.

Exercise 5-8: Deploy Citrix Receiver through StoreFront

Scenario:
One method to deploy Citrix Receiver is to use StoreFront as the distribution platform. Additionally, you

can also enable a built-in Receiver update functionality.

Your task is to test the functionality of the StoreFront Server by configuring both the deployment and the
update of Citrix Receiver.

1. Using the Remote Desktop Connection Manager, switch back to NYC-STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl
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Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.

n

Open the File Explorer application from the Windows Taskbar or Start Menu.

Browse to C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients\Windows.

Right-click CitrixReceiver.exe and select Properties.

Note: If the option to unblock appears, then click the option to Unblock in the General
section.

@ CitrixReceiver.exe Properties

Security Details Previous Versions
General Compatibility Digital Signatures

@ |CrlrixHecei\ter.exe

Type of file:  Application | exe)

Description:  Citrix Receiver

Location: C:M\Program Files \Citric\Receiver Store Front\Receive
Size: 46.3 ME (48,612 464 bytes)
Size on disk:  46.3 MB (48,615,424 bytes)

Created: Today, May 26, 2017, 1 hour ago
Modified: Wednesday, February 15, 2017, 6:20:53 FM

Accessed: Today, May 26, 2017, 1 hour ago

Attributes: []Read-onty [ ]Hidden Advanced...

Cancel Aoply

Click the Details tab and validate that the version of Citrix Receiver is 14.7.0.
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@ CitriReceiver.exe Properties

General Compatibility Digital Signatures
Security Details Previous Versions
Property Value
Description
File description  Citrix Receiver
Type Application

File: wersion 14.7.0.13011
Product name  Citrix Receiver

Product version

Copyright Copyright (c) 1950-2017 Citrix Systems, |...
Size 46.3 MB

Date modified  2/15/2017 6:20 PM

Language English (United States)

Criginal filename CitrixReceiver exe

Bemove Properties and Personal Information

cocn | | o

Click OK.

Using the StoreFront Management Console, customize the deployment of Citrix Receiver.

In the left pane, select Stores. In the right pane, under WWLabsStore, click Manage
Receiver for Web Sites.
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& Citrix StoreFront - O X
File Action View Help
4= | 2@

&4 Citrix StoreFront .
3 stores CITRIX'

Actions

Stores -
Server Group
Authenticated | Subscription Enabl... Create Store
WWLabsStore Yes Yes Internal network only Export Multi-Stere Provisioning File

Manage NetScaler Gateways
Manage Beacons

Set Default Website

View »
Details - WWLabsStore |G Refresh
Details ‘ Delivery Controllers | Receiver for Web Sites Help
WWLabsStore -

@ StoreFront using HTTPS, Manage Delivery Controllers

Configure Unified Experience

Store URL: https://storefront.workspacelab.com/Citrix/WWLabsStc Manage Authentication Methods
XenApp Services URL: ht‘tpslffstarefmnl.warkspacelab‘cDmeilrixfWWLabsB Manage Receiver for Web Sites
Remote Access: Disabled
Advertised: Yes Configure Remote Access Settings
Unified Expenence: Enabled Configure XenApp Services Support
Authentication Service: Used by this store only Conf Store Sett
Authentication Methods: User name and password onrigure Store ings
Token validation service:  https://storefront.workspacelab.com/Citrix/WWLabsStc Export Provisioning File
Remove Store
Help
o« D

Configure the Receiver for Web sites available for this store,

Note: The StoreFront Management Console was started in a previous exercise. If the
console was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.

Note: The StoreFront Store Receiver settings can be managed from the StoreFront console.

By default, Citrix Receiver for Web sites automatically attempt to determine whether Citrix

Receiver is installed when accessed from computers running Windows or Mac OS X. If Citrix

Receiver cannot be detected, the user is prompted to download and install the appropriate

Citrix Receiver for their platform. The default download location is the Citrix website, but you
can also copy the installation files to the StoreFront server and provide users with these local

files instead.

On the Manage Receiver for Web Sites — WWLabsStore dialog box, click Configure.
Manage Receiver for Web Sites - WWlLabsStore

These sites allow users to access the store "WWlabsStore' through a webpage.

Web sites:

Web site URL Classic Experience Store Authenticated

https://storefrontworkspacelab.com  Disabled

Add... ] ’Con‘ﬁgure...] [ Remave

Close

On Edit Receiver for Web site dialog box, select Deploy Citrix Receiver on the left-hand
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side of the dialog box.

Edit Recei A i i WLabsStoreWeb

StoreFront Deploy Citrix Receiver
For the best user experience, Receiver for Web sites detect Windows and Mac 05 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance .
Deployment option: | Install locally b
Featured App Groups

Authentication Methods

Website Shortcuts [+ Allow users to download HDX engine (plug in) @

Deplay Gitrix Receiver Upgrade plug-in at logon @

Source for Receivers

Session Settings
Windows source: [Citrixwebsite = I

Workspace Control

Client Interface Settings Mac source: [Cltrlx website - I

Advanced Settings

=]

9. On the left side of the Deploy Citrix Receiver dialog box, change the Windows Source drop-
down setting to Local Files on the StoreFront server. Then click Browse in the Windows
Receiver setting, under Windows Source.

Edit Receiver for Web site i WLabs5toreWeb
StoreFront Deploy Citrix Receiver

For the best user expenience, Receiver for Web sites detect Windows and Mac OS X devices

and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance .

Ceployment option: | Install locally -
Featured App Groups
Authentication Methods
Website Shortcuts |z Allow users to download HDX engine (plug in) [ ]

 pmaepue o ©
Source for Receivers

Session Settings

- Windows source: [ Local files om the StoreFront server
Workspace Control
Client Interface Settings - Windows Receiver: @  No file available in the directory.

. Mac source: [ Citrix website A
Advanced Settings
B ([ o | [ ey |
10. | Browse to C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients\Windows.
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Select the CitrixReceiver.exe file and click Open.

am Files\CitrizéReceiver StoreFront'Receiver Clients\Windowsjea e} Search Windows o]
Organize ~ Mew folder ==~ [N e
Name Date medified Type Size
#F Quick access _
CitrixReceiver.exe 11/7/2016 218 PM Application 45 834
I Desktop + o
4 Downloads 4
Documents *
[&=] Pictures E 4
3 This PC
[_" Metwork
< >
File name: | CitrixReceiver.exe ~ | | Executable files (*.exe) w |
‘ | Open | | Cancel |

11. | Enable the checkbox for Upgrade plug-in at logon and click OK.
Edit Receiver for Web sit:
StoreFront Deploy Citrix Receiver
For the best user experience, Receiver for Web sites detect Windows and Mac OS5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance )
Deployment option: | Install locally -
Featured App Groups
Authentication Methods
S E——— ] Allow users to download HDX engine (plug in) @
v B
Deploy Gitrix Receiver I Upgrade plug-in at logon @ I
Source for Receivers
Session Settings
Windows source: [ Local files on the StoreFront server - ]
Workspace Control
Windows Receiver: @  clients/Windows/CitrixReceiver.exe Browse...
Client Interface Settings
. Mac source: [Cﬂrix website - ]
Advanced Settings
) T (e ] (e |
12. | Click Close on the Manage Receiver for WebSites — WWLabStore dialog box.
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Manage Receiver for Web Sites - WWLabsStore

These sites allow users to access the store "WWLabsStore' through a webpage.

Web sites:

Web site URL Classic Experience Store Authenticated

https://storefrontworkspacelab.com  Disabled

Add... ] [Conﬁgure...] [ Remove

=) =

13.

Using the Remote Desktop Connection Manager, connect to NYC-WRK-001 as an
Administrator.

To log on to NYC-WRK-001 as an Administrator, right-click this machine and choose
Connect server as.

% INYC-WRK-001 - Remote Desktop Connection Manager v2.7

File Edit Session View Remote Desktops Tools Help
=4 CXD-210
----- NYC-STF-001
----- g NYC-XDC-001
----- £ NYC-ADS-001
----- £ NYC-APP-001
----- £ NYC-DTP-001
----- £ NYCDTP-MST
----- €3 NYC-FSR-O01
----- £ NYC-MAN-D01
----- €3 NYC-5QL-001
----- £ NYC-SRV-001
----- €3 NYC-SRV-MST

..... Q NYC-WRK- Connect server

Connect server as...

LeCONNECT SErver

Send keys 3

Remote actions 3
Disconnect server

Log off server

List sessions

Full screen

Undock

Undock and connect
Dock

Remove server

Add to favorites

Properties

Click the Profile drop-down list and select WORKSPACELAB\Administrator.
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Connect NYC-WRK-001 As x

Logon Credentials  Connection Settings

Profile WORKSPACELABNHRT (File) e

User name:

WORKSPACELAB\HRT (File)
WORKSPACELAB Engineer1 (Fil)
Domain: WORKSPACELAB'\XDADMIN (File}
WORKSPACELAB \Manager (Fils

Password:

Cance

Click Connect.

Connect NYC-WRK-001 As 4

Logon Credentials  Connection Settings

Prafile WORKSPACELAB Administrator (File) ~
User name: WORKSPACELAB Administrator

Password: LTI YT

Domain: WORKSPACELAB

Cance

Note: Primarily in these exercises, you have been using the Remote Desktop Connection
Manager to right-click and connect to a machine using the saved credentials. In this step,
you are logging on to a machine with a different set of credentials than the pre-configured
default Remote Desktop Connection Manager credentials.

14.

Test the web.config modification by browsing to the StoreFront store.

Open Internet Explorer and browse to https://storefront.workspacelab.com.

Note: On the StoreFront logon page, there is a prompt asking to Install Citrix Receiver to
access your applications.

Click Detect Receiver, if prompted.

If you agree, select | accept the license agreement and click Install.
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@ https://storeiront.workspacelab.com/Citr © ~ @ C || @ Citrix Receiver
File Edit View Favorites Tools Help

storefront.workspacelab.com/C

Note: Internet Explorer will download the installation file and present a Run option at the

bottom of the page.

15.

Click Run on the bottom of the Internet Explorer page.

@ nttps//storefront workspacelab.com/Citr © ~ @ & || @ Citrix Receiver
File Edit View Favorites Tools Help

Install Citrix Receiver to access your applications

Run Save | v Cancel

16.

On the Welcome to Citrix Receiver page, click Start.

@ Citrix Receiver

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access to virtual
applications that your organization provides, including
software that allows access to the applications that use
your browser.
chmpx

1 - Allow applications access to your webcam and
Rece“/er microphone.
- Allow applications to use your location.
- Allow access to local applications authorized by your
company.
- Save your credential to log on automatically.

Click Start to set up and install Citrix Receiver on your
computer.
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17. | On the License Agreement page, review the license agreement, and if you agree, select |

accept the license agreement and click Next.

18. | On the Enable Single Sign-on page, click Install.

@ Citrix Receiver x

Enable Single Sign-on

‘When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to log on each time, You should do this only if
your IT administrator has instructed you to. This will take effect
the next time you log on to this device,

[ Enabile single sign-on

For more information on configuring single sign-on, please see
article CT¥133982 at citric.com/support,

Install Cancel

19. | On the Installation successful page, click Finish.
@ Citrix Receiver *
ciTRIX
Receiver
V Installation successful
If you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account. Otherwise, click
Finish, and you can set up an account later.
Close Internet Explorer.
20. | Log off from NYC-WRK-001.

To log off, right-click Start > choose Shut down or sign out > and click Sign out.

Key Takeaways:

Use Citrix StoreFront to simplify the deployment of your customized version of Citrix Receiver to
unmanaged endpoint devices.

StoreFront can deploy and update Citrix Receiver for Windows and Mac OS computers.

If you change the Receiver binary on the StoreFront Server, a PowerShell command needs to be
run to align the configuration.
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Exercise 5-9: Configure email-based account discovery

Scenario:

The WW Labs CTO just met with your Lead Citrix Architect for a status update on the POC deployment.
After watching a brief demonstration of the setup so far, the CTO is concerned that the user configuration
and logon process for access to the store might be too complicated and has asked for a simplified
solution. The Lead Citrix Architect has decided to add into the production deployment scope the
configuration of email-based account discovery.

Your task is to edit the DNS configuration and point specific requests to the StoreFront Server, so that
users can configure a Citrix Receiver by entering their email address, instead of having to know the URL
of the StoreFront Server.

1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl
2. | Click Start, and in the left pane of the Start menu under Recently added, click Citrix
Receiver.

] s © =
il Musie Movies & TV

Presidential Election: Any

e O 3 Surprises Left?
age:
Mo

Microsoft Edge  Photos Cortana

Mostly Sunny

s ¢ (@

Washington,.. | Phone Compa..  OneNote

Calculator

&) Citrix Receiver

10

i= Allapps

= B £

3. | The Citrix Receiver Add Account page should automatically load at logon. On the Add
Account page, notice that it asks the user to Enter your work email or server address
provided by your IT department.
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@ Citrix Receiver *
Add Account

Enter your work email or server address provided
by your IT department:

ﬂ Do not show this window automatically at logon.

Clase

Check the “Do not show this window automatically at logon” box.
Then click Close on the Citrix Receiver: Add Account page.

Note: You have been tasked by your Lead Citrix Architect to implement the email-based
account discovery feature.

Note: Just click on Close if you do not see the box to uncheck Do not show this window
automatically at logon.

Using the Remote Desktop Connection Manager, connect to NYC-ADS-001.
To log on to NYC-ADS-001, right-click this machine and choose Connect server.
Note: The following credentials are used to make the connection:

e User name: Workspacelab\Administrator
e Password: Passwordl

Open the DNS management console to create a new record as a part of implementing the
email-based account discovery feature of Receiver.

Click Start and select Server Manager.

Click Tools and select DNS to start the DNS Manager console.
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= Server Manager

«« Dashboard | 7 Manage

Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
0 Configure this lo
B® ADCS
i§i ADDs QUICK START
{ii DHCP 2 Add roles and fea
[+]
DNS
= 3 Add other servers
BE File and Storage Services P
WHAT'S NEW
e Is 4  Create a serverg
@ Remote Desktop Services b )
P 5 Connect this servd
LEARN MORE
£
ROLES AND SERVER GROUPS
Roles: 7 | Servergroups:1 | Servers total: 1

Tools View

Active Directory Admini

Active Directory Domain
Active Directory Modulg
Active Directory Sites an)
Active Directory Users a
ADSI Edit

Certification Autharity
Component Services
Computer Management
Defragment and Optimi
DHCP

Disk Cleanup

Event Viewer

Group Policy Manageme
Internet Information Ser)
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (324

In the left pane of DNS Manager, expand NYC-ADS-001 > Forward Lookup Zones and

select workspacelab.com.

Right-click workspacelab.com and select Other New Records.

& DNS Manager

File Action View Help
e H1FEXEo:z BHml §i8@

i DNS MName

v EI MNYC-ADS-001, workspacelab.com j medcs
~ [ | Forward Lockup Zones j_sites
» 2] _msdcs.workspacelab.com j_t
_tep

> =) workspacelah.com

» [ | Reverse Look Update Server Data File
» [ Trust Points Reload
5 || Conditional | New Host (A or AAAA)...

New Alias (CNAME)...
New Mail Exchanger (MX)...

Mew Damain...

Mew Delegation...

Other Mew Records...

DMSSEC »
All Tasks ¥ !
View o
Delete

Refresh
Export List...

Properties

Help

In the Resource Record Type dialog box, select Service Location (SRV) and then click

Create Record.
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Resource Record Type

Select a resource record type:

Route Through (R

Service Location

Signature (5IG)

Text (TXT)

Well Known Services (WKS)
¥.25

Description:

Service (SRV) record, Allows administrators to use several servers
for a single DNS damain, to easily move a TCP/IP service from one
host to another host with administration, and to designate some
service provider hosts as primary servers for a service and other
hosts as backups., DMS dients that use a SRV-type query ask for a
specific TCP/IP service and protocol mapped to a spedfic DNS
domain and receive the names of any available servers, (RFC 2052)

| Create Record. .. Cancel

Note: Service (SRV) records allow administrators to use several servers for a single DNS
domain, to easily move a TCP/IP service from one host to another host with administration,
and to designate some service provider hosts as primary servers for a service and other
hosts as backups. DNS clients that use a SRV-type query ask for a specific TCP/IP service
and protocol mapped to a specific DNS domain and receive the names of any available

servers. (RFC 2052).

In the New Resource Record dialog box, enter the following information:

e Service: _citrixreceiver
Protocol: _tcp

Priority: O

Weight: 0

Port number: 443

Click OK on the New Resource Record window.

Host offering this service: storefront.workspacelab.com

185




Mew Resource Record

Service Location (SEV)

Host offering this service:

Domain: |workspacelab com |
Service: |_c:itrbﬂ'e.-cei'u'er " |
Protocol: |_tep v
Port rumber:

|siurefrorrt waorkspacelab.com

Cancel

[ ] Mllow any authenticated user to update all DNS records with the same
name. This setting applies only to DMNS records for a new name.

Help

Click Done on the Resource Record Type window.

Resource Record Type

Select a resource record type:

Route Through (R

Signature (SIG)

Text (TXT)

Well Known Services (WES)
X.25

Description:

Service (SRY) record. Allows administrators to use several servers
for & single DN5 domain, to easily move a TCP/IP service from one
host to another host with administration, and to designate some
service provider hosts as primary servers for a service and other
hosts as backups. DNS dients that use a SRV-type query ask for a
spedific TCPIP service and protocol mapped to a spedific DNS
domain and receive the names of any available servers. (RFC 2052)

Create Record. .. Done

Close the DNS Manager console.
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9. | Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.
Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.
10. | On the lower-right corner of the Taskbar, right-click the Receiver icon and click Open.
Open
Connection Center
Advanced Preferences
Help
Exit
T Rl =2
11. | On the Add Account page, enter HR1@workspacelab.com as the email address for HR1

and click Add.

@ Citrix Recerver o

Add Account

Enter your work email or server address provided
by your IT department:

‘Hm@wurkspacelab.cum ‘

Add Close

Click Continue on the confirmation dialog box.
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@ Citrix Receiver o

Do you want to use the information provided by
ﬁ "storefront.workspacelab.com” to configure your account?

You should only continue with account setup if you trust this server,

Note: You have successfully configured and tested email-based account discovery. Now you
can give your test users at WW Labs the instructions to install Citrix Receiver and further
instructions on how to configure Receiver using their own email address.

12.

In the logon dialog box that opens, enter in the following credentials:
e User name: HR1
e Password: Passwordl

Click Log On.

& Citrix Receiver

User name: IHR'I

Password: ooooo-o-.|

[] Remember my password

| Log On || Cancel

ﬂ Secure connection

13.

The user HR1 has now configured Citrix Receiver using his email address. The user is now
logged on to Citrix Receiver and is pointing to the Citrix StoreFront Store.
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In the upper-right corner of Citrix Receiver, click the down arrow to the right of the HR1 user
name and select Accounts.

Refresh Apps
Accounts...

Log Off

Note: The user’s account has now been configured for access to the WWLabsStore.

@ Edit Accounts - X

Add or Remove Accounts

On | Name Description

WWLabsStore {Primary)

Click OK to close the Add or Remove Account window. Click on HR1 in the upper-right corner
of the window and select Log Off. Close Citrix Receiver.

Refresh Apps

Accounts...

Log Off

Key Takeaways:
e Users can configure Citrix Receiver by entering their email address.
e This feature provides a much easier way for users to configure Citrix Receiver on unmanaged
devices; alternatively, users would have to know both the internal and external connection URL.
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e Changes to the internal or external DNS server are required to support email-based discovery of
stores.

Exercise 5-10: Configure Delegated Authentication

Scenario:

The WWLabs help desk team has experienced an increase in the amount of help desk calls related to
resetting users’ passwords and unlocking their Active Directory accounts. The increase is most likely
related to a recent strengthening in the password complexity required by the security team. The CTO
wants to implement a solution that will allow users to reset their own passwords and unlock their Active
Directory accounts in case they type the wrong password multiple times.

As a Citrix Administrator, you have been assigned the task of implementing the Self-Service Password
Reset (SSPR) feature in the New York Data Center.

Step Action

1. Using the Remote Desktop Connection Manager, connect to NYC-STF-001.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
2. Start the Citrix StoreFront management console from the Windows Taskbar or Start

menu.

In the left pane, select the Stores node. In the middle pane, select WWLabsStore.

In the right pane, under WWLabsStore, select Manage Authentication Methods.

WWLabs5tore e
Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods -
Manage Receiver for Web Sites
Configure Remote Access Settings
Configure Xenfpp Services Support
Configure Store Settings
Export Provisioning File

Remove Store

190



Step Action

3. Click the Settings icon for User name and password and select Configure Password
Validation.

Manage Authentication Methods - WiWLabsStore

Select the methods which users will use to authenticate and access resources, i ]

Settings

User name and password o

[] Domain pass-through Configure Trusted Domains
B Can be enabled / disabled separatel Configure Account Self-Service
|| Smart card .

Can be enabled / disabled separate| Manage Password Options
[] HTTP Basic Configure Password Validation
[ Pass-through from MetScaler Gateway -
Installmg ar?d umns.talllng j:he auth_entlcatmr? methods and the .
authentication service settings are included in the advanced options.

o
4, Using the drop-down menu next to Validate Passwords Via, select Delivery Controllers.

Configure Password Validation

Use this setting to select how passwords are validated.

) Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from MNetScaler Gateway and HTTP Basic. You do not
need to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers =

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials,

o T

Note: Passwords are validated with Active Directory using the XML service on the
Delivery Controllers. This can be used when the StoreFront server is not in the same
domain as XenApp or XenDesktop and Active Directory trusts are unavailable.

5. Click Configure and then click Add.
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6. In the Add Delivery Controller window, change the Display name to XenDesktop. Under
servers, add NYC-XDC-001.workspacelab.com. Ensure that the Servers are load
balanced option is not selected.

Select Transport type as HTTP.

Add Delivery Controller

Display name: |Xen Desktop |

Type: o) *enDesktop (7.0 or higher)
¥enApp (7.5 or higher)

¥enApp (6.5 or lower)

Servers NYC-XDC-001.workspacelab.com

(in failover order):

| Add. || Edit. || Remowe

Servers are load balanced

Cancel

Click OK.

7. Click OK on the Configure Delivery Controllers window. Click OK on the Configure
Password Validation window.

8. Click OK to close the Manage Authentication Methods — Store window.

9. Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

Note: NYC-WRK-001 is a managed device on the internal network.
10. Open Internet Explorer from the Desktop and browse to
https://storefront.workspacelab.com/Citrix/WWLabsStoreWeb.

Enter the following credentials to log on to Receiver for Web as HR1:
e User name: HR1
e Password: Passwordl

Note: Wait for Receiver for Web to complete the logon before continuing.
Note: You may experience Receiver automatically launching a desktop session at this

point; this is default behavior when a user only has access to one virtual desktop. You
will change this behavior in Exercise 5-12.




11. Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.

Note: The following credentials are used to make the connection;

e User name: Workspacelab\Administrator

e Password: Passwordl
12. Right-click the Start menu and open Event Viewer. Navigate to Event Viewer >
Windows Logs > Security.

In the right corner of the console, select Find. Enter 4624 in the Find what field and click
Find Next.

Find >

Findwhat:  |4624 | | Find Next

Cancel

Locate the most recent 4624 event where the Security ID is Network Service. Close the
Find window. Double-click this event log.
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13. Note that this event captures an impersonation request for HR1.

Q Event Properties - Event 4624, Microsoft Windows security auditing. *

General  Details

An account was successfully logged on. ~
Subject:
Security |D: NETWORK SERVICE
Account Mame: NYC-XDC-0015
Account Domain: WORKSPACELAB
Logon ID: Ox3E4
Logen Information:
Logon Type: 8
Restricted Admin Mode: -
Virtual Account: MNo
Elevated Token: Mo
Imperscnation Level: Impersonation Py
New Logon:
Security ID: WORKSPACELAB\HR . E'
Account Mame: hrl
Account Domain: WORKSPACELAB
Logon ID: b0 FF54
Linked Logon ID: O
Metwork Account Name: - v
Log Mame: Security
Source: Microsoft Windows security Logged: 12/24/2016 11:17:25 AM
Event ID: 4624 Task Category: Logon
Lewvel: Information Keywords: Audit Success
User: MN/A Computer: NYC-XDC-001.workspacelab.com
OpCode: Info

More Information:  Event Log Online Help

Copy Close

Click Close to close the Event Properties dialog box. Close the Event Viewer.

Key Takeaways:
¢ Citrix StoreFront can be configured to use Active Directory or Delivery Controllers for
authentication.
e Active Directory is the default configuration.
e The Delivery Controllers should be used for authentication when the StoreFront server is a
member of a domain that does not trust the domain containing the user accounts.
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Exercise 5-11: Add Favorites to the StoreFront store

Scenario:
To further address the CTO’s concerns for ease of access for the users, you have been tasked to add
Favorites to the store.

A Favorite is a subscription to an application that is duplicated into the Favorite area of Receiver, which
allows for quick navigation and shortcut placements on the Desktop or Start screen of the endpoint.

1.

Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
WRK-001.

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

Click Start and in the left pane of the Start menu under Recently added, click Citrix
Receiver.

Presidential Election: Any
Surprises Left?

Phone Compa...  OneNote

Log on with the following credentials:
e User name: HR1
e Password: Passwordl

_’

User name: |HR1

Password: |unnno|

[] Rermember my password

I Log On Il Cancel

ﬂ Secure connection

Review the Favorites tab and notice that there are no applications listed.
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@ o Pecever =

\\X\/ 14BS o

Click on the APPS tab on the top banner of Receiver.

@ Citrix Receiver - m] b4
\XX\/ 1485 A
FAVORITES
All Categories Q Search All Apps
- @ Details E‘ Details @ Details A
Access 2013 Excel 2013 Google Chrome
@ - E
. Details / Details Details
Mozilla Firefox Notepad++ OneNote 2013

. 3 ; .
m Details 3": / Details @ Details
QOutlook 2013 Paint PowerPoint 2013

@ Details Details

Publisher 2013 Word 2013

iy

To the right of Word 2016, click Details, and then click Add to Favorites.

NN/ 1485 B

Word 2013
Apps

Open | [{] Add To Favorites
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Note: A Desktop session automatically opens for HR1. This is because Auto-launch Desktop
is enabled by default. You will disable this in Exercise 5-12. Click X to disconnect the desktop
session. Click OK on the warning message.

Desktop Viewer

wour virtual desktop running, allowing you to re-connect

f—‘: Pressing Disconnect will close this window but will leave
and return to what you were doing when you left.

Click OK to Disconnect now.

[] Don't ask me again.

[ Ok | Cancel

Navigate back to the FAVORITES tab on the top banner of Receiver.

Notice that Word 2016 now appears as one of the Favorite applications.

& Citrix Receiver

\\X\/ 1 ABS -

@ Details

Word 2016

Close Citrix Receiver, open Internet Explorer, and browse to the Receiver for Web by
navigating to https://storefront.workspacelab.com.
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Note: Click Allow on the dialog box on the bottom of the browser, if prompted.
Log on using the following credentials:

e User name: HR1

e Password: Passwordl

Notice that Word 2016 appears in the Favorites tab when accessing from the StoreFront
page as well.

Note: A Desktop session automatically opens for HR1. This is because Auto-launch Desktop
is enabled by default. You will disable this in Exercise 5-14. Click X to disconnect the desktop
session. Click OK on the warning message.

Desktop Viewer

__ Pressing Disconnect will close this window but will leave
E' Il % wour virtual desktop running, allowing you to re-connect
and return to what you were doing when you left.

Click OK to Disconnect now.

[] Don't ask me again.

Cance

6. | Log off the StoreFront page, close Internet Explorer, and log off NYC-WRK-001.

Key Takeaways:
e StoreFront uses a device-independent subscription store to present the user with all chosen
applications on any device used.
e When hosting multiple stores on the same StoreFront Server, each store will have its own
subscription database; however, this is customizable using PowerShell.
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Exercise 5-12: Disable Desktop Auto-launch

Scenario:

The WW Labs CTO has expressed concerns that the automatic launch of a desktop session every time a
user signs into StoreFront may cause confusion for the users. You have been tasked to disable this
functionality for the remainder of the POC.

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.
2. | Switch to the StoreFront Management Console.

In the left pane, select Stores. In the center pane, verify that the WWLabsStore store is
selected. In the right pane, click Manage Receiver for Web Sites.

& Citrix StoreFront — ] X
File Action Wiew Help
= 2m
&4 Citrix StoreFront

3 stores

Server Group

Actions

CiTRIX

Stores -

Name Authenticated | Subscription Enabl... | Access Create Store

WWLabsStore Yes Yes Internal netwark only Export Multi-Store Provisioning File
Manage NetScaler Gateways
Manage Beacons

Set Default Website

View 3
Details - WWLabsStore &4 Refresh
Details | Delivery Controllers | Receiver for Web Sites @ nep
WWLabsStore -

@ StoreFront using HTTPS. Manage Delivery Contrallers

Configure Unified Experience

Store URL: https://storefrontworkspacelab.com/Citrix/ WWLabsSte Manage Authentication Methods
HenApp Services URL: https://storefront.workspacelab.com/Citrix/WWLabsS Manage Receiver for Web Sites
Remote Access: Disabled

Advertised: Yes Configure Remote Access Settings
Unified Experience: Enabled Configure XenApp Services Support
Authentication Service: Used by this store only Conf Store Setti
Authentication Methods: User name and password onhigure Stare ng=

Token validation service:  https://storefront.workspacelab.com/Citrix/WWLabsStc Export Provisioning File

Remove Store

[ Help

a w 3

Configure the Receiver for Web sites available for this stare.

Note: The StoreFront Management Console was started in a previous exercise. If the console
was closed in a previous exercise, then click Start > Citrix > Citrix StoreFront.
3. | On the Manage Receiver for Web Sites — WW.LabsStore dialog box, click Configure.
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Manage Receiver for Web Sites - WWlabsStore

These sites allow users to access the stere "WWLabs5tore' through a webpage.

Web sites:

Web site URL | Classic Experience I Store Authenticated

https://storefrontworkspacelab.com  Disabled

Add... ] [Conﬁgure...] [ Remove

Close

4. | Inthe left side of the dialog box, select Client Interface Settings. In the right side of the
dialog box, uncheck Auto launch desktop.

Edit Receiver for Web site - /Citrix/WWLabsStoreWeb

StoreFront Client Interface Settings

Configure these settings te control the end user experience and how they view the applications and
desktops on the Receiver for Web.,

Receiver Experience
i Web sessions
‘Customize Appearance
D Auto launch desktop [i ]
Featured App Groups o
[+ Show desktop viewer @@
Authentication Methods -
|+ Enable Receiver configuration @

Multi-click duration: @@ seconds

Session Settings Applications and Desktops view on Receiver for Web

Website Shortcuts

Deploy Citrix Receiver

Workspace Control Select View: | Show Both views -

Client Interface Settings Default view: [Auto h.d ] [i ]

Advanced Settings

] ()

Click Apply and then click OK.

Click Close to exit the Manage Receiver for Web Sites — WW\LabsStore window.

Key Takeaways:
o Desktop Auto-launch is a great feature when users are only integrating with one single desktop
each time they log on to StoreFront.
e For users that have access to both a desktop and published applications, the feature might
launch unnecessary items, both leading to user frustration and extra resource usage.
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Exercise 5-13: Launch an application and desktop from a

Server OS

Scenario:

Having completed your StoreFront and Receiver deployment tasks, you will test the ability to launch an

application and a desktop hosted on a Server OS machine using the StoreFront store.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.

To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Log on using the following credentials:
e User name: HR1
e Password: Passwordl

2. | Open Internet Explorer and browse to https://storefront.workspacelab.com.

3. | Click the DESKTOPS tab and launch the HR Desktop.

! Details

HR Desktop

\\KN/ 1485 _

Verify that the HR Desktop starts.

HR Desktop - Desktop Viewer

CITRIX

Education

Host Name: NYC-SRV-001

Logon Domain: WORKSPACELAB

User Name:
IP Address: 192.168.10.153

Operating System: Windows Server 2016 Standard
H
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4. | From the Internet Explorer window that the HR Desktop was launched from, click the APPS
tab. Launch Notepad.

om/ Citric/ WLz

File Edit View Favorites Tools Help

\WLABS FA‘IEITES DESLE]PS

All Categories Qse

All Apps

= N
@ Details -2 Details Detals ‘. Details 0

Access 2016 Calculator Excel 2016 Google Chrome Moszilla Firefox

q . ) i @ I
4 Details Details Details er f) Details
) 3] 0% ] °d

Notepad OneNote 2016 Outlook 2016 Paint PowerPoint 2016

@ Details

Word 2016

Interact with the HR Desktop and the Notepad sessions.

When finished, log off the HR Desktop and click File > Exit on the Notepad session.
5. | Log off Receiver for Web.

Click HR1 and select Log Off. Close Internet Explorer.

Key Takeaways:
e Users are able to launch an application and desktop from a Server OS in XenDesktop.

Exercise 5-14. Launch a desktop from a Remote PC

Scenario:
Your task is to test the Remote PC feature by launching a desktop from the Remote PC machine.

1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
o Password: Passwordl
2. | Open Internet Explorer and browse to https://storefront.workspacelab.com.
3. | Log on using the following credentials:
e User name: Designerl
e Password: Passwordl
4. | Click on the DESKTOPS view in the middle and launch the NYC-DG-RemotePC.

Note: If you receive a Cannot start desktop error, check if there is still a session connected to
NYC-WRK-002. Verify that you have logged off the machine using Remote Desktop
Connection Manager, or check the status of the machine using Studio. Alternatively, reboot
NYC-WRK-002 to clear out any hanging sessions.
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Note: Remote PC Access provides users with remote access to their physical office
desktops, allowing them to work at any time from any location.

Note: There may be several windows that open, triggered by the logon to the NYC-DG-
RemotePC Desktop, such as a Setting up your apps welcome screen and / or a Receiver Add
Account screen. It may take a few minutes for the Setting up your apps window to disappear.
5. | Close any open application and log off the desktop. Log off Receiver for Web and close
Internet Explorer.

Log off NYC-WRK-002 and Receiver for Web. Close Internet Explorer.

Key Takeaways:
e Designerl is able to launch a Remote PC desktop to the NYC-WRK-002 Workstation.

Exercise 5-15: Launch a desktop from a Desktop OS

Scenario:
Your task is to test a desktop launch from a VDI machine by launching a desktop on a Desktop OS.
In this exercise, you will learn to launch a desktop on a Desktop OS.

Step Action

1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl
2. | Open Internet Explorer and browse to https://storefront.workspacelab.com.

3. | Log on using the following credentials:

e User name: Technicianl

e Password: Passwordl

4. | Click the DESKTOPS view and launch the Technician Desktop.

\\X\/ L4BS

— Details

Technician Desktop

If needed, select Read/write access in the HDX File Access window.

Note: The Citrix Receiver Add Account window may open. If so, close it.
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Note: There may be several windows that open, triggered by the logon to the Technician
Desktop, such as a Setting up your apps welcome screen and / or a Receiver Add Account
screen. It may take a few minutes for the Setting up your apps window to disappear.

5. | Spend a few minutes interacting with this Desktop OS session and then log off the
Technician Desktop.

6. | Log off Receiver for Web.

Click Technicianl and choose Log Off. Close Internet Explorer.

7. | Log off NYC-WRK-001.

Key Takeaways:
e  Technician users are able to launch desktop sessions hosted on a Desktop OS.
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Module 6: Understanding and configuring Citrix
policies

Overview:
This module presents the role of policies in customizing the end user experience and the process for
configuring policies and determining the resultant set of policy. You will identify how policies can be used

to control session management and user connectivity through features such as Load Management,
Session Reliability, and Auto Client Reconnect.

Before you begin:
Estimated time to complete Module 6 lab exercises: 75 minutes

Exercise 6-1: Create a Group Policy to set Baseline-

Computer settings

Scenario:
You have been tasked to create a Group Policy Object (GPO) to enforce a set of settings that can be
applied to all VDAs distributed in this environment.

This type of policy configuration is called a baseline policy because you are creating a standard set of
common parameters to apply to a complete set of objects, such as in this case, machines running the
VDA.

In many environments, these computer settings baseline policies are set to configure security,
accessibility, or performance settings to common values that are dependent on the specific company
directives.

Step Action
1. | The following VMs are required before beginning the exercises for this Module; all others may
be powered down.

To power manage your VMs, switch to XenCenter, right-click on the VM in the left pane and
select Start or Shut Down. If prompted click Yes.

NYC-ADS-001
NYC-SQL-001
NYC-FSR-001
NYC-XDC-001
NYC-STF-001
NYC-MAN-001
NYC-SRV-001
NYC-DTP-001
NYC-WRK-001

Note: These above VMs are listed in the start-up order.
2. | Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.

To log on to NYC-XDC-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
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Start the Group Policy Management Console.
Click Start > Server Manager.
Note: Wait for the Server Manager to open.

Click Tools > Group Policy Management to start the Group Policy Management Console
(GPMC).

= Server Manager

-@1F

Component Senvices

Manage  Tools  View  Help

Server Manager * Dashboard

Computer Management
'WELCOME TO SERVER MANAGER

I Dashboard Defragment and Optimizs Drives

H Local Server Disk Cleanup.

& All Servers “ C sutVicuc

- onfigure this local server [ Group Policy Mansgemert |

§ File and Storage Services b B JGEcoploRe e sgeenT
QUICK START !

Eetor
. Local Security Poli
2 Add roles and features il
Microsoft Azure Services
‘ODBC Data Sources (32-bit)
ODEC Data Sources (64-bit)

Performance Monitor

3 Add other servers to manage

WHAT'S NEW .
4 Create a ser

Print Management
5 Connect this r to cloud services Rescurce Monitor
Services Hide

LEARN MORE System Configuration

System Information

ROLES AND SERVER GROUPS Task Scheduler

Roles:1 | Server groups: 1 | Servers total: 1 ‘Windows Firewall with Advanced Security

Windows Memory Diagnostic
irg File and Storage Windows PowerShell

3 1
Services

‘Windows PowerShell (x86)
(® Manageability @ Manageability @® Mana Windows PowerShell ISE
‘Windows PowerShell ISE (x86)

Events Events Events|

. Windows Server Backup
Performance B servies Sen
BPA results Performance Performance

Expand the Organizational Unit (OU) structure to the OU you have been tasked to create this
baseline policy in.

Expand Forest: workspacelab.com > Domains >workspacelab.com > Citrix > New York >
VDA to view the VDA OU. Right-click the VDA OU and select Create a GPO in this domain,
and Link it here.
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E Group Palicy Management

ZL File Action View Window Help

v _ﬂ Forest: workspacelab.com
» [ Citrix Group Policy Moy
v [} Domains
~ 3 workspacelab.com
s/ Default Domain
= Lab_policies
w (3| Citrix
w (3] New York
» 2] Endpoin
» 2] Groups
» [E] Manage
> 2] Servers
5 |2 Users
» (2] VY

9|z 0|XEc|@E
5L Group Policy Management VDA

Linked Group Policy Objects | Group Policy Inhertance  Delegation

LrkOrder  GPO Erforced
- 1 53/ CitrixReceiver_AddA.. No

> [y WMIFilte

> [ Starter GF

» [ Sites
564 Group Policy Mc
[ Group Policy Re:

y & [;Omain :I Create a GPO in this demain, and Link it here... I
» [ 5 Group Pc ink an Existing

Block Inheritance

Group Policy Update...

Group Policy Modeling Wizard...

Mew Organizational Unit

View ¥
MNew Window from Here

Delete

Rename

Refresh
Properties

Help
[l |

Link Enabled
Yes

GPO Status
Enabled

In the New GPO dialog box, enter CitrixPolicy Baseline-Computer for the Name. Click OK.

Mew GPO

MName:

pod

|lI:'.'rtr'[:-:F'I::nliu:::.r Baseline-Computer|

Source Starter GPO:
{nane)

Cancel

Right-click the CitrixPolicy Baseline-Computer Group Policy Object (GPO) just created and

select Edit.
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VDA
Linked Group Policy Objects Group Policy Inhertance  Delegation

Link'érder GPO
2 i/ CtrixReceiver_AddAcctDisable

_ ﬂ CitrixPolicy Baseline-Computer

a

+ Link Enabled

Enforced Link Enabled
No Yes

Edit

Enforced

Save Report...

Delete
Rename
Refresh

In the Group Policy Management Editor dialog box, in the left pane, expand Computer

Configuration > Policies > Citrix Policies.

Defaults

=[ Group Policy Management Editor - O *
File Action View Help
e 2] s [ 7
=] CitrixPolicy Baseline-Computer —|—|
Pol
~ & Computer Configuration oliaes |lemplates
vE P?Iicies ':ﬁ Citrix Computer Policies Search Computer Policies R r
|| Citrix Policies
» ] Software Settings ’E MNew... I@ Edit... Higher Lower Actions ~
> :l Windows Settings MName Priority Enabled Description
» [ Administrative Temp|| | S
» || Preferences e
v il U_ser C(lmlflguratlon Summary Settings —
> || Policies
> [ Preferences Active Settings: Show: [ | Categories  Active Filters:

Filters do not apply to the unfiltered palicy.

Note: There is a Citrix Policies element under the Policies container for both Computer

Configuration and User Configuration.

In the center pane, click New.

On the Identity page, enter Baseline-VDA Registration in the Name field.
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& New Policy

Steps

© ldentity

@ Settings

) Filters

) Summary
() Creating

(D) Error Report

Enter basic policy information

Marne: | Baseline-VDA Registration

Description:

< Back || Mext > || Create || Cancel

Click Next to continue the policy creation wizard.

On the Settings page, locate the search field on the top right and type Controller.

Note: This is to filter the policy rules to display only those rules to set parameters for/with

Controllers.

= New Policy

Steps

@ Identity

@ Settings
) Filters

@ Summary
) Creating

) Error Report

Choose the settings that will be applied

Settings to show: | All Products / Versions 2 |
Cotegories | A setungs ]
Settings: Show: [_] Categories Defaults
B registration IPv6
= Add
Default: —
[ controller registration port
Default: 80 Add
@D Controller SIDs
Add
Default: -
@D Controllers
Add
Default:
P Enable auto update of Controllers Add
Default: Allowed —
O IPv6 Controll istrati
@D nly use ontroller registration Add

Default: Disabled

Applies to: Virtual Delivery Agent: 7.0 Server 08, 7.0 Desktop OS5, 7.1 Server 05, 7.1 Desktop 08, 7.5 ~
Server 05, 7.5 Desktop OS, 7.6 Server OS5, 7.6 Desktop 08, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server OS5,
7.6 Desktop OS5, 7.9 Server 08, 7.9 Desktop 05, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server 0S, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop OS5

<Back || Next> || Create | | Cancel
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10| Under Settings, next to the Enable auto update of Controllers setting, click Add. In the Add

Setting dialog box, verify that the Allowed radio button is selected.

Add Setting
Enable auto update of Controllers

® Allowed

This setting will be allowed.
) Prohibited

This setting will be prohibited.

Help Comment

Applies to: Virtual Delivery Agent: 7.0 Server 05, 7.0 Desktop 05, 7.1 Server O3, 7.1 Desktop 08, 7.5 Server 05, 7.5
Desktop OS5, 7.6 Server OS, 7.6 Desktop OS5, 7.7 Server O3, 7.7 Desktop OS, 7.8 Server OS5, 7.8 Dasktop O3, 7.9 Server
05, 7.9 Desktop OS5, 7,11 Server O5, 7,11 Desktop 05, 7.12 Server 05, 7.12 Desktop O5

Enable this setting to apply the list of DDCs to the initial bootstrap connection. Disable this setting to manage the list
of DDCs manually.

CK | | Cancel

Click OK.

Note: This policy rule impacts the VDA to Delivery Controllers registration. New Delivery
Controllers added to a farm or any Delivery Controller removed from the farm, then an updated
list of Delivery Controllers are sent to the VDASs for registration. The next policy setting to use
this Enable auto update of Controllers is to specify the list of Controllers to use.

11

Under Settings, next to the Controllers setting, click Add. In the Add Setting dialog box, enter
NYC-XDC-001.workspacelab.com as the value.

i@ Add Setting

Controllers

Value: | NYC-XDC-001.workspacel ab.corr{

[] Use default value

Help || Comment

Applies to: Virtual Delivery Agent: 5.0, 5.2, 5.6, 7.0 Server OS, 7.0 Desktop OS5, 7.1 Server 08, 7.1 Desktop OS5, 7.5 Server
05, 7.5 Desktop OS5, 7.6 Server OS, 7.6 Desktop OS5, 7.7 Server OS5, 7.7 Desktop OS5, 7.8 Server 05, 7.8 Desktop OS5, 7.9
Server 05, 7.9 Desktop OS, 7.11 Server O5, 7.11 Desktop 05, 7.12 Server OS5, 7.12 Desktop OS

The Virtual Delivery Agent requires the information provided by these settings to register with a Controller. Because
this information is required for registration, you must configure these settings using Active Directory’s Group Policy

Editme vmlace smu mecunda thic infoconatinn durnn tha Wicoal Daliean: Aoond okl

oK | | Cancel

Click OK, and then click Next.

Note: If more than one Delivery Controller is being used, input the list separating the FQDN

names with a space. The Virtual Delivery Agent requires this information provided by these
settings to register with a Controller.
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On the Filters page, click Next.
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= New Policy

Steps Choose when to apply the settings using filters

@ Identity Filters to show: | All Products / Versions ) |

@ Settings Categories: | All Filters L3 | 1Search All Filters r ’

@ Filters

° Filters:

Summary

§" Delivery Grou

© Coui

@ Error Report ? Delivery Group type Add
@ »
? Worker Group Add

Applies to: Virtual Delivery Agent: 3.0, 5.2, 5.6, 7.0 Server 05, 7.0 Desktop 05, 7.1 Server 05, 7.1 Desktop ~
05, 7.5 Server 05, 7.5 Desktop 08, 7.6 Server 05, 7.6 Desktop 05, 7.7 Server OS, 7.7 Desktop 05, 7.8
Server 05, 7.8 Desktop OS5, 7.9 Server 05, 7.9 Desktop OS5, 7.11 Server OS5, 7.11 Desktop OS, 7.12 Server
05, 7.12 Desktop 08, 7.13 Server 05, 7.13 Desktop OS5

| < Back ” Next > || Create || Cancel ‘

Note: In general, a policy is applied using a filter. A policy created within the Group Policy
Management Console (GPMC) additionally applies depending on the OU in which the policy
was created.
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On the Summary page, verify that the checkbox to Enable this policy is selected.

7= New Policy

Steps Ready to create the new policy
ey @ Enable this policy
(=] Settings
@ Filters
@ Summary Summary
() Creating Policy name: Baseline-VDA Registration
@ Error Report Palicy description:
Configured settings: 2 h

Configured filters: No filters are configured

< Back ” Next > H Create || Cancel

Click Create.
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14| In the middle pane under Policies, select Baseline-VDA Registration and in the menu above,
click Higher until this policy appears first in the list.

= Group Policy Management Editor — m} X

File Action View Help
«=| 7w |

= CitrixPolicy Baseline- Computer
~ & Computer Configuration

Policies | Templates

v P?hcles _@23 Citrix Computer Policies |Se.1."c.‘f: Computer Policies P l
~| Citrix Policies
| Software Settings E New.. & Edit.. Higher % Lower | Actions ™
;_ Windows Settings Mame Priority Enabled Description
_| Administrative Temp 5 e
“| Preferences Ev Baseline-VDA Registration 1 True
~ % User Configuration [ Unfiltered 2 True This is the system-created de

| Policies
| Preferences

Summary Settings Filters

Active Settings: Show: [_] Categories Active Filters:
Defaults
M Controllers
NYC-XDC-001.workspacelab. Edit Remove
Default:
D Enable auto update of Co...
Allowed Edit Remove
Default: Allowed

< >

15] Click X in the top right corner to close the Group Policy Management Editor dialog box.

Key Takeaways:
e As aleading practice, create a baseline policy matching the settings for most company users,
then build exceptions to this baseline for groups of users or special scenarios.
e Policies that are not filtered apply to all computers or all sessions.
e Avoid using the pre-created unfiltered policy because this name exists across all policies and will
make troubleshooting more difficult.

Exercise 6-2: Configure baseline Citrix user policy using
Group Policy

Scenario:
You have been tasked to create a Group Policy Object (GPO) to configure a set of settings that can be
applied to all users in this environment.

This type of policy configuration is called a baseline policy because you are creating a standard set of
common parameters to apply to a complete set of objects, such as in this case, all users.

In many environments, these user settings baseline policies are set to configure security, accessibility, or

performance settings to common values that are dependent on the specific company directives.
Step Action

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl
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Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Using the Group Policy Management Console (GPMC), create a new Group Policy Object
(GPO).

Expand the OU structure Forest: workspacelab.com > Domains > workspacelab.com >
Citrix > New York > VDA to view the VDA OU. Right-click the VDA OU and select Create a
GPO in this domain, and Link it here.

Note: The Group Policy Management Console (GPMC) was started in a previous exercise. If
the console was closed in a previous exercise, then click Server Manager from the Windows
Taskbar, select Tools, and click Group Policy Management to start the Group Policy
Management Console (GPMC).

In the New GPO dialog box, enter CitrixPolicy Baseline-User for the Name. Click OK.

Mew GPO x

MName:

|Gtrb-;P'u:uIic'_.r Baseline-User

Source Starter GPO:

{none) v

Cancel

Right-click the CitrixPolicy Baseline-User GPO just created and select Edit.

VDA
Linked Group Policy Objects  Group Policy Inheritance ~ Delegation
| LikOder  GPO Erforced  Link Enabled |
= 1 »i/ CtrixReceiver_AddAcctDisable No Yes
2 »i/ CtrixPolicy Baseline-Computer No Yes

> T T——
|

Enforced
~ Link Enabled

Save Report...

Delete
Rename
Refresh

In the Group Policy Management Editor dialog box, in the left, expand User Configuration >
Policies > Citrix Policies.

Note: There is a Citrix Policies element under the Policies container for both Computer
Configuration and User Configuration.

In the center pane, click New.
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=/ Group Policy Management Editor — O *
File Action View Help
|55
'=[ CitrixPolicy Baseline-User [NYC- .
Pol
» i Computer Configuration ohicies | Templates
J. Policies J?ﬁ Citrix User Policies Search User Policies P ’
|| Preferences
~ % User Configuration E New... l? Edit... Higher Lower | Actions ~
vH E?Imes Name Priority Enabled Cescription
| Citrix Policies
[ Software Settings v RIS
] Windows Settings . )
| Administrative Temp :
[ Preferences Surnrary Settings Filters
Active Settings: Show: [| Categories  Active Filters:
Defaults
Filters do not apply to the unfiltered palicy.

6. | On the Identity page, enter Baseline-Disable USB Redirection in the Name field.

Click Next to continue the policy creation wizard.

7. | On the Settings page, locate the search field on the top right and type USB.

Note: This is so that only policy settings regarding USB functionality will be displayed.

Under Settings, next to the Client USB device redirection setting, click Add. In the Add Setting
dialog box, verify that the Prohibited radio button is selected.

& Add Setting
Client USB device redirection

O Allowed

Client USB devices can be mapped, if specified elsewhere
® Prohibited

No client USB devices will be mapped

Help Comment
Applies to: XenApp: 6.0, 6.3 | Virtual Delivery Agent: 5.0, 5.2, 5.6, 7.0 Server O5, 7.0 Desktop 05, 7.1 Server 05, 7.1
Desktop 05, 7.5 Server 05, 7.5 Desktop 05, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server OS5, 7.7 Desktop OS5, 7.8 Server
08, 7.8 Desktop OS5, 7.9 Server OS5, 7.9 Desktop OS5, 7.11 Server 05, 7.11 Desktop OS5, 7.12 Server O, 7.12 Desktop OS

Enables or disables redirection of USE devices to and from the client (workstation hosts only).

Dolatodd ©oddimmes T limmd LICD cloasmo eodienctine olas

ok || Cancel

Click OK.

Note: This policy rule affects the ability to map USB devices from workstations into the

sessions. Client drive mapping should also be considered when creating a secure

environment; however, Client drive mapping needs to be enabled for a later exercise.

9. | Under Settings, next to the Client USB Plug and Play device redirection setting, click Add. In
the Add Setting dialog box, change the radio button to Prohibited.
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Client USB Plug and Play device redirection

2 Allowed

This setting will be allowed.
®) Prohibited

This setting will be prohibited.

Help Comment

Applies to: Xenfpp: 6.0, 6,5 | Virtual Delivery Agent: 7.0 Server OS5, 7.0 Desktop OS, 7.1 Server 05, 7.1 Desktop OS5, 7.5
Server 05, 7.5 Desktop OS, 7.6 Server OS5, 7.6 Desktop OS, 7.7 Server 0§, 7.7 Desktop 05, 7.8 Server O, 7.8 Desktop
0S, 7.9 Server 05, 7.9 Desktop OS5, 7.11 Server OS, 7.11 Desktop OS5, 7.12 Server OS5, 7.12 Desktop OS

Allows or prevents plug-n-play devices such as cameras or point-of-sale (POS) devices to be used in a client session.
By default, plug-n-play device redirection is allowed.

Add Setting *

oK | | Cancel

Click OK and click Next.

Note: This setting allows or prevents plug-n-play devices, such as cameras or point-of-sale
(POS) devices, to be used in a client session. By default, plug-n-play device redirection is

allowed.

10.

On the Filters page, click Next.

11.

On the Summary page, verify that the checkbox next to Enable this policy is selected.

Click Create.

12.

In the middle pane under Policies, select Baseline-Disable USB Redirection, and in the

menu above, click Higher until this policy appears first in the list.
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‘= Group Policy Management Editor = O X
File Action View Help
e | 25 HE

=/ CitrixPolicy Baseline-User [NYC-
v & Computer Configuration

| Policies Templates

‘ Rolicies ﬁ Citrix User Policies ‘.SEG!’C"‘ User Policies b 1
|| Preferences
v % User Configuration = New.. 7 Edit. Higher & Lower | Actions ~
v P9I|c|es Name Priority Enabled Description
_| Citrix Policies g .
“| Software Settings Ev Baseline-Disable USB Redirect... 1 True
> [] Windows Settings [ Unfiltered 2 True This is the system-created de

| Administrative Temp
| Preferences

Summary Settings Filters

Active Settings: Show: [_] Categories  Active Filters:
Defaults

M Client USB device redirecti...

Prohibited Edit Remove
Default: Prohibited

lf Client USB Plug and Play...
Allowed Edit Remove

Default: Allowed

13, Click X in the top right corner to close the Group Policy Management Editor dialog box.

Key Takeaways:
e Inthis example, there is only one setting added to the Citrix Baseline-user policy; however, in a
production environment more policies would typically be added.
e The naming and structuring of policies typically varies per installation.

Exercise 6-3: Configure Group Policy loopback processing

Scenario:

The Microsoft group policy engine has a special processing mode called loopback. Group Policy applies
to the user or computer in a manner that depends on where both the user and the computer objects are
located in Active Directory. However, in some cases, users may need a policy applied to them based on
the location of the computer object alone. You can use the Group Policy loopback feature to apply Group
Policy Objects (GPOs) that depend only on which computer the user logs on to.

Your task is to configure Group Policy loopback.

1. | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl
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Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Using the Group Policy Management Console (GPMC), create a new Group Policy Object
(GPO).

Expand the OU structure Forest: workspacelab.com > Domains > workspacelab.com >
Citrix > New York > VDA to view the VDA OU. Right-click the VDA OU and select Create a
GPO in this domain, and Link it here.

Note: The Group Policy Management Console (GPMC) was started in a previous exercise. If
the console was closed in a previous exercise, then start the Server Manager from the
Windows Taskbar, select Tools, and click Group Policy Management to start the Group Policy
Management Console (GPMC).

In the New GPO dialog box, enter MicrosoftPolicy Baseline-User for the Name. Click OK.

Right-click the MicrosoftPolicy Baseline-User GPO just created and select Edit.

In the Group Policy Management Editor dialog box, in the left, navigate to User
Configuration > Policies > Administrative Templates > Desktop.

=[ Group Policy Management Editor — [m} >
File Action View Help

e« 2Dz HEl 7T

=[ MicrosoftPolicy Baseline-User [| " Desktop
w i Computer Configuration R
© Policies Remove Recycle Bin icon from Setting
= Preferences desktop | Active Directory
~ % User Configuration Edit policy setting A 1 Desktop
v [ Policies i=| Prohibit User from manually redirecting Profile Folders Me
| Citrix Policies Requirements: Hide and disable all items on the desktop M
| Software Settings At least Windows Server 2003 Remove the Desktop Cleanup Wizard M
| Windows Settings Ef;r::;?ognsa)lrstems or Windows XP Hide Internet Explorer icon on desktop e
w [ Administrative Temp |iz] Remove Computer icon on the desktop M
“| Control Panel Description: i=| Remove My Documents icon on the desktop M
| Desktop Removes most occurrences of the Hide Metwork Locations icon on desktop Ne
= Network Recycle Bin icon.

- Remove Properties from the Computer icon context menu M
_| Shared Folders

- Remove Properties from the Documents icon context menu Me
| Start Menu and T

This setting removes the Recycle
Bin icon from the desktop, from Do not add shares of recently opened documents to Networ...  Ne

| Systemn File Explorer, from programs that

R ar . _ Remove Recycle Bin icon from desktop Mg

| Windows Compe| | use the File Explorer windows, and ‘ :

2. All Settings from the standard Open dialog Remove Properties from the Recycle Bin context menu M
- - box. Don't save settings at exit M
| Preferences

Turn off Aero Shake window minimizing mouse gesture M
This setting does not prevent the
user from using other methods to . o
gain access to the contents of the =] Prohibit adjusting desktop toclbars Ne

Recycle Bin folder.

Prevent adding, dragging, dropping and closing the Taskbar.. MNc

MNote: To make chanaes to this
Extended /A Standard

<

v

16 setting(s)

In the right side of the console, double-click the setting Remove Recycle Bin icon from
desktop and select the Enabled radio button.

Click OK and close the Group Policy Management Editor dialog box.
Note: You are removing the Recycle Bin only to easily prove that the policy configuration

works. In production environments, a baseline policy will set a number of desktop lockdown
settings for users; however, we do not want to limit too much in the lab moving forward.

Using the Remote Desktop Connection Manager, connect to NYC-SRV-001.
To log on to NYC-SRV-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:

o User name: Workspacelab\Administrator
e Password: Passwordl
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Right-click Start and select Command Prompt to start a command prompt. Type the
following command and press enter: gpupdate /force

Close the Command Prompt after the command has completed successfully.

Note: Alternatively, you could reboot the NYC-SRV-001 machine and have the same group
policy update result as running gpupdate /force from the command prompt.

8. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl
9. | Wait for the Citrix Receiver system tray icon to show up on the lower-right corner, right-click
the Receiver icon, and click Log On.
Log on to Citrix Receiver with the following credentials:
e User name: HR1
e Password: Passwordl
Open Citrix Receiver from the system tray.
Right-click Citrix Receiver and select Open.
Click on the DESKTOPS view and launch the HR Desktop.
@ Citrix Receiver - ] >
\WLABS FAVEJTES
! Details
HR Desktop
Note: The HR Desktop is running on NYC-SRV-001, where the GPO was just applied.
10. | In the HR Desktop connection, verify that the Recycle Bin is still present on the Desktop.
Note: The Recycle Bin is still available and the user is able to access it because the GPO
setting is a User Configuration and the GPO is applied to a machine account.
11. | Log off the HR Desktop.
To log off, right-click Start > choose Shut down or sign out > and click Sign out.
Note: Make sure to log off and not to disconnect the session.
12. | Log off Citrix Receiver.

Click HR1 and select Log Off.
Log off NYC-WRK-001.

To log off, right-click Start > choose Shut down or sign out > and click Sign out.
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13. | Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.
Note: You had logged on to NYC-XDC-001 using the following credentials to make the
connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
14. | Using the Group Policy Management Console (GPMC), create a new Group Policy Object
(GPO).
Expand the OU structure Forest: workspacelab.com > Domains > workspacelab.com >
Citrix > New York > VDA to view the VDA OU. Right-click the VDA OU and select Create a
GPO in this domain, and Link it here.
Note: The Group Policy Management Console (GPMC) was started in a previous exercise. If
the console was closed in a previous exercise, then start Server Manager from the Windows
Taskbar, select Tools, and click Group Policy Management to start the Group Policy
Management Console (GPMC).
15. | In the New GPO dialog box, enter MicrosoftPolicy Loopback Processing for the Name.
Click OK.
Mew GPO et
MName:
|I"-'1i|:r|:|su:|f'tPu:ulin:“'_.r Loopback Processing|
Source Starter GPO:
{none) e
Cancel
16. | Right-click the MicrosoftPolicy Loopback Processing GPO just created and select Edit.

VDA
Linked Group Policy Objects  Group Policy Inheritance Delegation
Lnk Order  GPO Erforced  Link Enabled
= 1 ] CtrixReceiver_AddAcctDisable No Yes
. 2 s/ CtrixPolicy Baseline-Computer No Yes
- 3 +] CtrixPolicy Baseline-User No Yes
4 a2/ MicrosoftPolicy Baseline-User No Yes
| 5 Y MicrosoftPolicy Loopback Processing -
Enforced
v Link Enabled
Save Report...
Delete
Rename

Refresh
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17.

In the Group Policy Management Editor dialog box, navigate to Computer Configuration >
Policies > Administrative Templates > System > Group Policy.

54 setting(s)

Group Policy Management Editor - [m] >
P Y g
File  Action View Help
L ARl (E3N 7 Hocl b ¢
| MNetwork ~ | Group Policy
~| Printers : ~
= Server Configure user Group Policy Setting 2
- loopback processing mode = Confi . i .
“| Start Menu an onfigure registry policy processing
v [ System Edit policy settin Conf!gure Registry preference extension p0|l(.)f processmg
~| Access-De Configure Scheduled Tasks preference extension policy proc...
- App-V Requirements: Configure scripts pelicy processing
| Audit Proc At least Windows 2000 Coenfigure security policy processing
| Credential Description: Configure Services preference extension policy processing
“| Device Gu i i i Confi Shortcuts preference extension policy processin
2 This policy setting directs the onfigure P policy p 9
_| Devicelns system to apply the set of Group Configure software Installation policy processing
—| Device Rec Policy DbJE;tslfmthe Eomputerto Configure Start Menu preference extension policy processing
= i : any user who logs on to a y — = =
- g:zt gt:oct' computer affected by this setting. C.onfgur: u:r [:mup Policy Iopback processing mode
- Distributetl It is intended for special-use Configure wired policy processing
s computers, such as those in Configure wireless policy processing
- Driver Inst public places, laboratories, and Continue experiences on this device
~| Early Laun classrooms, where you must o ”
“ Enhanced rodify the user setting based on Determine if interactive users can generate Resultant Set of ...
= File Classit the computer that is being used. Enable AD/DFS domain controller synchronization during p..
= File Share ) . Enable Group Policy Caching for Servers
—_ By default, the user's Group Policy Remove users' ability to invoke machine policy refresh
_| Filesystem Objects determine which user = . - potey
“| Folder Rec settings apply. If this setting is i=| Set Group Policy refresh interval for computers
“| Group Pol enabled, then, when a user logs W/ LiZ] Set Group Policy refresh interval for domain controllers W
Z Internet Ci ¥ || O toth\s.(ornpute_r,t.he o < >
< > |% Extended  Standard /

In the right side of the console, double-click the setting Configure user Group Policy
loopback processing mode and configure the following:

e Enabled

e Mode: Replace
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A Configure user Group Policy loopback processing mode m} x

E‘ Configure user Group Policy lcopback processing mode Fizimis S Next Setting

O Mot Configured Comment:
(®) Enabled
() Disabled
Supported oni [ At least Windows 2000
Options: Help:
Mede: |Replace o This policy setting directs the system to apply the set of Group ~

Policy objects for the computer to any userwho logsonto a
computer affected by this setting. It is intended for special-use
computers, such as those in public places, laboratories, and
classrooms, where you must modify the user setting based on
the computer that is being used,

By default, the user's Group Policy Objects determine which user
settings apply. If this setting is enabled, then, when a user logs
on to this computer, the computer's Group Policy Objects
determine which set of Group Policy Objects applies.

If you enable this setting, you can select one of the following
modes from the Mode box:

"Replace" indicates that the user settings defined in the
computer's Group Policy Objects replace the user settings

normally applied to the user.

"Merge" indicates that the user settings defined in the
computer's Group Policy Objects and the user settings normally |,

Click OK and close the Group Policy Management Editor dialog box.

Note: The computer object reads the loopback processing setting, and the setting is applied
to the computer’s registry, so you only need to configure loopback processing once in a
specific OU, not for each individual policy.

18. | Using the Remote Desktop Connection Manager, switch back to NYC-SRV-001.
Note: In a previous exercise, you had logged on to NYC-SRV-001 using the following
credentials to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-SRV-001 by
right-clicking this machine and selecting Connect server.
19. | Click Start, type Command Prompt, and select Command Prompt to start a command
prompt. Type the following command and press Enter:
gpupdate /force
Close the Command Prompt after the command has completed successfully.
20. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.

To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl
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21. | Wait for the Citrix Receiver system tray icon to show up on the lower-right corner, right-click
the Receiver icon, and click Log On.

Log on to Citrix Receiver with the following credentials:
e User name: HR1
e Password: Passwordl

Open Citrix Receiver from the system tray.
Right-click Citrix Receiver and select Open.
Click on the DESKTOPS view and launch the HR Desktop.

22.| In the HR Desktop connection, verify that the Recycle Bin icon was removed from the
Desktop.

Note: The Recycle Bin was hidden using the MicrosoftPolicy Baseline-User; however, since
this was a user setting configured on a computer OU, the functionality of Loopback
Processing was needed to also read user policy settings defined on computer OUs.

23. | Log off the HR Desktop.

To log off, right-click Start > choose Shut down or sign out > and click Sign out.
Log off Citrix Receiver.
Click HR1 and select Log Off.

Log off NYC-WRK-001.

To log off, right-click Start > select Shut down or sigh out > and click Sign out.

Key Takeaways:

e Use Loopback Processing mode to allow the user settings from a GPO to be read despite the
GPO being linked to a computer OU.

e Loopback processing gives the option of selecting Merge or Replace. Merge will combine all user
settings from GPOs in both the user OU and the user settings on the computer OU. Replace will
discard any user settings read from the user OU and only the user settings from the computer OU
will be applied.

Exercise 6-4: Create Citrix policies from templates

Scenario:
Policy Templates provide a quick method to create policies with many optimized settings for different
scenarios.

You have been tasked to create a Citrix GPO from a template.

Note: Your task includes setting an exaggeration for a parameter to make the change appear more
obvious.

Action
1. | Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
XDC-001.

To log on to NYC-XDC-001, right-click this machine and select Connect server.
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Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

You will now configure a policy template that will enable the settings pre-defined by Citrix in
the Optimized for WAN policy template.

Using the Group Policy Management Console (GPMC), create a new Group Policy Object
(GPO).

Expand the OU structure Forest: workspacelab.com > Domains > workspacelab.com >
Citrix > New York to view the VDA OU.

Note: The Group Policy Management Console (GPMC) was started in a previous exercise. If
the console was closed in a previous exercise, then start Server Manager from the Windows

Taskbar, select Tools, and click Group Policy Management to start the Group Policy
Management Console (GPMC).

Right-click the VDA OU and select Create a GPO in this domain, and Link it here.

In the New GPO dialog box, enter CitrixPolicy WAN-User for the Name. Click OK.

Right-click the CitrixPolicy WAN-User policy and select Edit.

Navigate to User Configuration > Policies > Citrix Policies.

roup Polic anagement Editor -
Group Policy Manag Edi O X
File Action View Help

LI Al 7|
__J' CitrixPolicy WAN-User [NYC-AL = h
w i Computer Configuration Rolid Templates

| Policies [ f
- -3 Citrix Policy Templates
| Preferences B Z *
~v % User Configuration 12 New Policy.. = New Template... Edit. Actions =
~ [] Policies Narme Description

| Citrix Policies

| Software Settings
~| Windows Settings
| Administrative Temp
| Preferences

High Server Scalability

High Server Scalability-Legacy OS
Optimized for CloudBridge
Optimized for WAN

Optimized for WAN-Legacy OS
Security and Control

Very High Definition User Experie...

Apply this template to economize on server resource...
This template applies enly to VDAs running Server 2...
Apply this template for users working from branch o...
Apply this template for task workers in branch office...
This template applies only to VDAs running Server 2...
Apply this template to disable use of client-side peri...

The default configuration is optimized to deliver a hi...

Settings {21) Properties
Configured Settings
Audio quality
Auto-create client printers

Desktop Compaosition Redirection

Prereguisites

Value
Low - for low-speed cennections
Auto-create the client's default printer ¢

Disabled

Select the Templates tab and then select Optimized for WAN. Click New Policy. Enter HR-
Optimized for WAN for the name and click Next.

On the Customization page, select Customize settings and click Next.
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& New Policy - O X

Steps How do you want to create settings for this policy?

@ Identity () Use template settings (recommended)
@ Customization (® Customize settings

) Filters

© Summary
@ Creating

) Error Report

6. | On the Settings page, enter target in the search bar, and click Edit next to Target Frame rate.
7. | On the Target frame rate setting dialog box, enter 8 as the value and click OK.
8. | Click Next.
9. | Select the User or group filter and click Add.
& New Policy - | X
Steps Choose when to apply the settings using filters
@ Identity Filters to show: | All Praducts / Versions v |
@ Customization Categories: | All Filters v 15em-ch All Filters P f
@ Settings
Filters:
@ Filters —
sy ‘?’ Access control Add -
@ Cresting ? Citrix CloudBridge Add
) Error Report P Client IP address Add
? Client name Add
? Delivery Group Add
‘? Delivery Group type Add
7 s
&> Worker Group Add Y
Applies to: XenApp: 6.0, 6.5 | Virtual Delivery Agent: 5.0, 5.2, 5.6, 7.0 Server OS, 7.0 Desktop OS5, 7.1 ~
Server OS, 7.1 Desktop OS5, 7.5 Server OS, 7.5 Desktop OS, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server 05,
7.7 Desktop OS, 7.8 Server 05, 7.8 Desktop OS, 7.9 Server OS5, 7.9 Desktop OS5, 7.11 Server 0§, 7.11
Desktop OS, 7.12 Server 05, 7.12 Desktop OS
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Click the Add button, enter the following values, and then click OK:
e Mode: Allow
e Enable this filter element: Enabled
e User or group name: WORKSPACELAB\HR

i New Filter Element et

New User or group Filter Element

Maode: | Allow w Ernahble this filter element

User or group name: |WDRKSPACELAB"..HR | | Browse...

Comment:

oK || Cancel

Note: In this exercise, you are applying the policy to a user group for testing purposes. In
production, you could apply the policy to an IP range.

Click OK on the New Filter window.

10.

Click Next and then click Create.

11.

Select the Policies tab and move the HR-Optimized for WAN policy above the Unfiltered
policy by clicking the Higher button.

Policies | Templates

;'-.—‘; o 28 iy A - T A

_,HB Citrix User Policies IJE:T.'C.I‘.‘ User Policies yel r
E Mew... [% Edit... Higher 9% Lower Actions ~

MNarne Priarity Enabled Description

E% HR-Optimizaed for WAN 1 True Apply this template for task v
(= Unfiltered 2 True This is the system-created de
{ >

Close the Group Policy Management Editor.

12.

Using the Remote Desktop Connection Manager, switch to NYC-SRV-001.

13.

From NYC-SRV-001, click Start and type Command Prompt. Select Command Prompt to
start a command prompt. Type the following command and press Enter:
gpupdate /force

Close the Command Prompt after the command has completed successfully.
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14.

Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

15.

Double-click the Citrix Receiver application from the system tray.

Log on using the following credentials:
e User name: HR1
e Password: Passwordl

Launch the HR Desktop and open Internet Explorer from the Taskbar. Notice that by default
the http://training.citrix.com site displays.

Note: The rotating banner on the http://training.citrix.com is graphic intensive on the user
session. Notice that the graphics now appear grainier, and the animation appears less smooth
as the frame rate and the visual quality has been adjusted by using the Optimized for WAN
settings.

16. | From within the HR Desktop session, browse to the \NYC-FSR-001\Resources\HDX
Monitor\ directory and double-click the setup.exe application to start Citrix HDX Monitor.
I =1 tpplication Tools  HDX Monitor
“ Home Share View Manage
A » Metwork » NYC-FSR-001 » Resources » HDX Monitor
Mame : Date modified Type Size
& Quick access = — - —
I Deskiop W~ setup 12/6/2016 7:44 AM  Application 420 KB
‘ Downloads
|| Documents
&=/ Pictures
3 This PC
¥ Network
17.| On the Application Install — Security Warning dialog box, click Install.
18.| Verify that the System radio button is selected and click Open.

B8 HDX Monitor 3.5 (NYC-SRV-001) - m] Y

Current Session: 4 | ICA-CGP#10 | NYC-WRK-001 ~

HDX Settings and Performance

Client Devic
L4 Client machine: N
Client IP address:

Mapped Client Drives

V i Virtual channel e

Audio
LV 4 I L Virtua
Graphics - Thi
DY~
Current FP

nwire
ctive

e: None

Network

@ v

; ; Printin Scanner
adh o 9 adb " .
HDX Index Score: 9.8 out of 10

Alerts Change target Support forum Generate report Export Settings About
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file://///NYC-FSR-001/Resources/HDX%20Monitor/
file://///NYC-FSR-001/Resources/HDX%20Monitor/

Select Graphics - Thinwire Advanced and view the value for Frames Per Second.

Note: Notice the FPS values spike since the IE page open has graphics displayed.

19.

Keep the Internet Explorer maximized in the background and try to move the HDX Monitor
Window around the screen quickly while looking at the Frames Per Second value; it should
never go above 8.

Note: This means that the WAN Policy is working.

Note: In a production environment, you should avoid setting the Frames Per Second value
lower than 16. Setting Frames Per Second too low will cause user experience degradation.

20.

Log off the HR Desktop.
To log off, right-click Start, choose Shut down or sign out, and click Sign out.

Click HR1 and log off of Receiver.

21.

You will now delete the HR - Optimized for WAN policy. This policy currently implements
printer settings that will conflict with future exercises in Module 8.

Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

Expand the OU structure Forest: workspacelab.com > Domains > workspacelab.com >
Group Policy Objects to view all the configured Group Policy Objects. Right-click
CitrixPolicy WAN-User in the center pane and select Delete.

Note: This policy must be deleted in order for future lab exercises to work.

Select Yes on the warning message. After the GPO has been successfully deleted, click OK
on the Delete dialog box.

Note: The Group Policy Management Console (GPMC) was started in a previous exercise. If
the console was closed in a previous exercise, then start Server Manager from the Windows
Taskbar, select Tools, and click Group Policy Management to start the Group Policy
Management Console (GPMC).

22.

Using the Remote Desktop Connection Manager, switch to NYC-SRV-001.

23.

From NYC-SRV-001, click Start, type Command Prompt, and select Command Prompt to
start a command prompt. Type the following command and press Enter:
gpupdate /force

Close the Command Prompt after the command has completed successfully.

Key Takeaways:

Leverage the HDX policy templates as the starting point for configuring policies for a graphic
delivery method that is not the default.

Use the HDX Monitor or PowerShell to verify session information such as the graphic delivery
mode.
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Exercise 6-5: Configuring client drive mapping using
Studio

Scenario:

The WW Labs CTO met with the Lead Citrix Architect to express concerns over security around access to
user intellectual property. Specifically, the CTO wants to ensure that no user connection from outside of
the WW Labs office can map their client drives into the session and thereby potentially steal data.

Your task is to create a Citrix policy using Studio to configure client drive mapping in a manner that
prohibits only external users the ability to map client drives. You have decided to use IP addresses to
determine the user location.

Step Action
1. | Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
XDC-001.

To log on to NYC-XDC-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl

2. | Use Citrix Studio to create a new policy for client drive mapping.
In the Studio console, in the left pane, click Policies.
In the right pane, select Create Policy.

Note: If the Citrix Policies Welcome screen is displayed, then click Don’t show this again
and then Close.

Note: Citrix recommends that you standardize on one management console method, GPMC

or Studio, to minimize conflicts and confusion. You have created all of your policies in Group

Policy so far; however, you want to ensure that you fully understand both consoles during the
POC so you can choose the best console for production roll out.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. | Inthe Create Policy wizard, type Client drive in the search bar on the top right.
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Create Policy

Studio Select settings
[ (Al Versions) ~ || Al settings ~ | [client drive x]
‘ Settings: 0 selected [] View selected only
Settings
Auto connect client drives Select

v

Users and Machines User setting - ICA\File Redirection
Not Configured (Default: Enabled)
Client drive redirection

User setting - ICA\File Redirection

Summary

Not Configured (Default: Allowed)

Client fixed drives

User setting - ICA\File Redirection

Not Configured (Default: Allowed)

Client floppy drives Select

v

User setting - ICA\File Redirection

Not Configured (Default: Allowed)

Client network drives Select
User setting - ICA\File Redirection

Not Configured (Default: Allowed)

Client optical drives Select
User setting - ICA\File Redirection

Not Configured (Default: Allowed)

Client removable drives Select
User setting - ICA\File Redirection -

v

v

v

Back |L Next J [ Cancel

Under Settings, click Select next to the Client drive redirection setting.

In the Edit Setting dialog box, change the radio button to Prohibited.
Edit Setting

Client drive redirection

() Allowed

Client files and drives can be mapped, if specified elsewhere

(® Prohibited
Mo client files or drives will be mapped

¥ Applies to the following VDA versions
Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop O5, 7.1 Server OS5, 7.1 Desktop OS5, 7.5
Server O5, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8
Server 05, 7.8 Desktop OS5, 7.9 Server 05, 7.9 Desktop OS5, 7.11 Server 05, 7.11 Desktop 0§, 7.12
Server O5, 7.12 Desktop QS, 7.13 Server 05, 7.13 Desktop 05

¥ Description
Enables or disables file [drive) redirection to and from the client. When enabled, users can save E
files to all their client drives. When disabled, all file redirection is prevented, regardless of the
state of the individual file redirection settings such as "Client floppy drives”™ and "Client network
drives.” By default, file redirection is enabled.

| »

* Related settings
Client floppy drives, Client optical drives, Client fixed drives, Client network drives, Client LI
removable drives

4

o

Click OK.
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5. | On the Settings page, click Next.
6. | On the Users and Machines page, verify that Selected user and machine objects is
selected under the Assign policy to section.
Create Policy
Studio Assign policy to
‘(asd’ectni MWUHM () All objects in the site
V Settings User and machine objects: 0 selected || View selected only
Users and Machines » Access control Assign
Applies to user settings only
Summary
» Citrix CloudBridge Assign
Applies to user settings only
} Client IP address Assign
Applies to user settings only
» Client name Assign |©
Applies to user settings only
» Delivery Group Assign
Applies to all settings
» Delivery Group type Assign
Applies to all settings
» Organizational Unit (OU) Assign
Applies to all settings
» Tag Assign
Applies to all settings v
Back Next Cancel
Click Assign to the right of the Client IP address under User and machine objects.
7. | Inthe Assign Policy dialog box, set the following options:

e Mode: Deny
e |P address: 192.168.10.0/24
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Assign Policy

Client IP address

Applies to: Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS, 7.1 Server 05, 7.1 Desktop OS5, 7.5 Server OS5, 7.5 Desktop OS5,
7.6 Server 08, 7.6 Desktop OS5, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server OS5, 7.8 Desktop OS, 7.9 Server 05, 7.9 Desktop 05, 7.11
Server OS, 7.11 Desktop OS, 7.12 Server 05, 7.12 Desktop 0S8, 7.13 Server 05, 7.13 Desktop OS

Apply policy based on the IP address of the user device used to connect to the session.

Client IP address elements:

Made

| IP address |

[Deny ~] [1s216810072¢ | -

[ Enable

“ Cance l

Click OK to close the dialog box.

Click Next on the Users and Machines page.

Note: This policy configuration means that every connection will receive the policy, except for

those connections initiated from internal IP addresses (192.168.10.1 - 192.168.10.254).

On the Summary page, configure the following:

Policy name: RemoteUsers-Disable Client Drives
Description: Disable Client Drives for Remote Users
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Create Policy

Studio Summary

View a summary of the settings you configured and provide a name for your new policy.

: [ 2 z 3
Policy name: | RemoteUsers-Disable Client Drives | Enable policy
A es Description: Disable Client Drives for Remote Usersi
Summary
Settings configured: 1 Assigned to: 1 user and machine objects

» Client IP address

Applies to user set

User setting - ICA\File Redirection

Prohibited (Default: Allowed)

oo | EENN [ corce |

Verify that the checkbox next to Enable policy is selected.

Click Finish.

9. | Verify that the RemoteUsers-Disable Client Drives policy appears in the list of Policies.

10. | Using the Remote Desktop Connection Manager, connect to NYC-SRV-001.

11. | Right-click Start and select Command Prompt. Type the following command and press
Enter:
gpupdate /force

Close the Command Prompt after the command has completed successfully.

Key Takeaways:
¢ While Client Drive Mapping is widely used and offers a great user experience, some
organizations limit the feature for external locations, or untrusted devices due to security
concerns.
e Client Drive Mapping is enabled by default and should be considered in any deployment.

Exercise 6-6: Run the Policy Modeling Wizard from Studio

Scenario:

Earlier in Module 2 you created a Resultant Set of Policies (RSOP) using the Group Policy Management
Consoler (GPMC). When running the Resultant Set of Policies within Studio, both settings from GPOs
and policy configurations from Studio are analyzed.

Your task is to run the Policy Modeling Wizard from Citrix Studio.
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1. | Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator
e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2. | Use Citrix Studio to run the Policy Modeling Wizard.

In the left pane click Policies. In the top of the middle pane, select the Modelling tab. In the
right pane, click Launch Modeling Wizard.

&3 Citrix Studio - O X
File Action View Help
«=| 2@ HE
&4 Citrix Studio (SITE-NewYo

Actions
9 s Policies -
= Machine Catalogs
&4 AppDisks Policies | Templates = Comparison | Modelling [l Launch Modeling Wizard ||

£, Delivery Groups

o Name User Machine Last Refresh T4 View >
A Applications Sy
[= Policies @ Refres
(# Logging B Hep

v [#> Configuration
£, Administrators
= Controllers
Lg Hosting
s Licensing
[ StoreFront
@ App-V Publishing
&4 AppDNA

& Zones

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,

then click Start > Citrix > Citrix Studio.

3. | On the Welcome page, review the introduction for the wizard and click Next.

4. | On the Domain Controller page, verify that the following is configured:

e Show domain controllers in this domain: workspacelab.com

e Process the simulation on this domain controller: Any available domain controller
running Windows Server 2003 or later
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ﬁ;: x Group Policy M

o
[t

Steps

@ Welcome

) Domain Controller
@ Users and Computers
() Filter Evidence

) Advanced Options
) Summary

© Results

Domain Controller Selection

Windows Server 2003 or later.

Show domain controllers in this domain:

The simulation performed by Group Policy Modeling must be processed on a domain controller running

i workspacelab.com

Process the simulation on this domain controller:
(® Any available domain controller running Windows Server 2003 or later
() This domain controller:

Name Site

NYC-ADS-007.workspac... Default-First-Site-Name

N>

Cancel

Click Next to continue the modeling wizard.

On the Users and Computers page, for the User Information field, verify that Container is
selected.

Click Browse next to the container field.

In the Choose User Container dialog box, expand the workspacelab tree to navigate to
workspacelab > Citrix > New York > Users > Services >Technicians.

Choose User Container *

Select the active directory container for the user.

{2 | Groups ~

E

| DesignServices
| Finance

1T

| Management

| Operations

| Services

#-/Z] Engineers
ERfl Technicians

oK I

Select the Technicians OU and click OK.

W

Cancel |

On the Users and Computers page, for the Computer Information field, verify that Container
is selected.

Click Browse next to the container field.
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In the Choose Computer Container dialog box, expand the workspacelab tree to navigate to
workspacelab > Citrix > New York > VDA.

Choose Computer Container *

Select the active directany container for the computer.

B-{| Builtin A
B-5] Citrie

i | Mew York

i | Endpoints

| Groups

i | Management

i | Servers

Cancel

Select the Desktops OU and click OK.

9. | On the Users and Computers page, click Next to continue the modeling wizard.
10.| On the Filter Evidence page, configure the following:
e Client IP address: 10.10.10.3
e Delivery group: NYC-DG-DesktopOS-Desktops
[& Citrix Group Policy Modeling Wizard - O x
Steps Filter Evidence Selections
@ Welcome Client IP address: 10.10.10.3
@ Domain Contraller Client name:
@ Users and Computers Delivery group type v
© Filter Evidence [[] Using Citrix CloudBridge
() Advanced Options
Controller Information
) Summary
® Results Delivery group: NYC-DG-DesktopOS-Desktops -
Tags: (Not specified)
NetScaler Gateway Information
[[] Using NetScaler Gateway
NetScaler Gateway farm name:
Tags:
[ skip to the final page of the wizard without collecting additional data
s
Click Next to continue the modeling wizard.
11.| On the Advanced Simulation Options page, leave the defaults and click Next.
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12.| On the Summary page, review and confirm the settings, and click Run to run the modeling
wizard.
roup Policy Modeling Wizard
Steps Summary of Selections
@ Welcome Te make changes to your selections, click Back. To process the simulation, click Mext.
) Domain Controller Selection Settings
@ Users and Com puters User container DOU=Technicianz,OU=5ervices,OU=Users O...
@ Filter Evidence Computer container OU=Desktops,0U=VDA OU=New York,OU...
) Advanced Options Slow netwerk simulation  No
© Summary Loopback mode (Mone)
) Results Site name (None)
Client IP address 10.10.10.3
Client name (Mot specified)
Delivery group NYC-DG-DesktopOS-Desktaps
Delivery group type (Mot specifiad)
Tags (Mot specified)
NetScaler Gateway inuse  No
MNetScaler Gateway farm... (Mot specified)
NetSealer Gateway tags (Mot specifiad)
Citrix CloudBridge inuse  No
Processing the simulation on this domain controller:
|NYC-ADS-001.workspacelab.com |
| < Back || Next > | | Run | | Cancel |
After the wizard has completed, click Close.
13.| Right-click the Technicians Policy Modeling report and click View Report to view the report.

£} Administrators

Controllers Launch Modeling Wizard

& Citrix Studio = O X
File Action View Help
®=| 25
&4 Citrix Studio (SITE-NewYo Actions
O Search Policies »
Machine Catalogs
g AppDisks | Modelling @ Launch Medeling Wizard
Delivery Groups i
% App“c'ayﬁons R User Machine Last Refresh Time View Y
fg Policies Technicians 0 minutes ago |G Refresh
[# Logging View Report Help
v [#» Configuration Delete L %

™ Hosting

& Licensing

[ StoreFront
App-V Publishing
¥4 AppDNA

& Zones

View Modeling Report...
Delete Modeling Report

Help
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14.| Scroll down within the report to the Citrix User Policies section and review the Client drive
redirection setting that was configured in a previous exercise.
Citrix User Policies
Filter Results
The policy User Site Settings / RemoteUsers-Disable Client Drives was applied.
The following Deny conditions did not match.
« Client IP address did not match 192.168.10.0/24
Setting Value Winning GPO 7 Gitrix Policy
Client drive redirection Prohibited User Site Settings/Remote Users-Disable Cliert Drives
Filter Evidence
Name: Value
Client |P address 10.10.10.3
15.| Close the report when finished reviewing.

Key Takeaways:

e Use the Citrix Group Policy Modeling Wizard within Citrix Studio to display all applicable settings
from both GPO and Studio-based policies.

e The report will show each policy setting applied and the associated policy the setting was read
from.

e Citrix Group Policy Modeling Wizard is a very helpful tool when troubleshooting policies.

¢ Citrix Policy Modeling can also be performed through GPMC; however, this tool will only traverse
policies created in GPMC (not Studio-based policies).

Exercise 6-7: Create a load management policy using
Studio

Scenario:

Hosting user sessions on Server OS can be tuned to provide the best performance by configuring load
management policies. Load balancing functions out of the box by distributing the number of sessions
evenly amongst server VDAS, but can be configured to measure the load using counters such as
Memory, CPU and Disk Activity because most users do not consume the same amount of resources.

Your task is to create a load management policy.
Step Action

1. Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
XDC-001.
Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
2. Use Citrix Studio to create a new policy for Load Management.
On the left pane, click Policies. In the right pane, select the Create Policy.
Note: Citrix recommends that you standardize on one management console method, GPMC
or Studio, to minimize conflicts and confusion. You have created all of your policies in Group
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Policy so far; however, your Lead Citrix Architect has tasked you to also build some policies
in Studio.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. In the Create Policy wizard, click the drop-down for All Settings and select Load
Management.

Create Policy

Studio Select settings ‘

[(All Versions) v ][ Load Management v ]I el ,
Settings: 0 selected [_] View selected only
Settings
R » Concurrent logons tolerance Select B8
Users and Machines Computer setting - Load Management
Summary Not Configured (Default: Value: 2)
» CPU usage Select

Computer setting - Load Management
Not Configured (Default: Disabled)

» CPU usage excluded process priority Select
Computer setting - Load Management
Not Configured (Default: Below Normal or Low)

» Disk usage Select
Computer setting - Load Management
Not Configured (Default: Disabled)

» Maxi ber of i Select
Computer setting - Load Management
Not Configured (Default: Value: 250)

» Memory usage Select
Computer setting - Load Management
Not Configured (Default: Disabled)

» Memory usage base load Select |~
Computer setting - Load Management =

4. Under the Settings, click Select next to the Concurrent logons tolerance setting.

In the Edit Setting dialog box, leave the default radio button set to Enabled and the Target
value of 2.
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Edit Setting

Concurrent logons tolerance

(®) Enabled
Set concurrent logons tolerance

2

Target value:

() Disabled

Do not set concurrent logons tolerance
[] Use default value: Value: 2

= Applies to the following VDA versions
Virtual Delivery Agent: 7.0 Server OS5, 7.1 Server 08, 7.5 Server OS5, 7.6 Server OS, 7.7 Server OS5, 7.8
Server 05, 7.9 Server 05, 7.11 Server 05, 7.12 Server 05
+ Description
Define the expected number of concurrent logons for a server,
* Related settings
Maximum number of sessions, CPU usage, Disk usage, Memory usage, Memory usage base load

Click OK.

Under Settings, click Select next to the CPU usage setting.

In the Edit Setting dialog box, select the Enabled radio button and set Report full load (%) to
80.

Edit Setting

CPU usage

@ Enabled

Include CPU usage data in load calculation

Report full load (3): | 87
) Disabled

Exclude CPU usage data from load calculation

|:| Uze default value: Disabled

* Applies to the following VDA versions -
Virtual Delivery Agent: 7.0 Server O5, 7.1 Server O5, 7.5 Server O5, 7.6 Server OS5, 7.7 Server O5,
7.8 Server 05, 7.9 Server 08, 7.11 Server 05, 7.12 Server 05

¥ Description
Defines the CPU usage percentage value at which the server reports full load.

+ Related settings

Maximum number of sessions, Concurrent logons tolerance, Disk usage, Memory usage, Memory
usage base load W

5 T

Click OK.

Under the Settings, click Select next to the CPU usage excluded process priority setting.
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In the Edit Setting dialog box, leave the default radio button Enabled.
Set the Exclude processes that have a priority of value to Below Normal or Low.

Edit Setting

CPU usage excluded process priority

@) Enabled

Exclude the CPU usage attributable to background processes from the load calculation

Exclude processes that have a priority of: | Below Normal or Low =

_) Disabled

Do not exclude the CPU usage attributable to background processes from the load calculation
[] Use default value: Below Normal or Low

¥ Applies to the following VDA versions
Virtual Delivery Agent: 7.0 Server OS, 7.1 Server 05, 7.5 Server OS, 7.6 Server 05, 7.7 Server 05, 7.8
Server 05, 7.9 Server 05, 7.11 Server OF, 7.12 Server O35

¥ Description
It is quite common for background processes to run when a server is deemed idle and to consume all
CPU that is not required by other active processes on the server. One way of achieving this is for a
background process to run at a process priority that is below Normal, i.e. ‘Below Normal' or ‘Low’. if a
new user session were to be established on a server when a background process was consuming
CPU, the Windows Operating System scheduler would attempt to withdraw as much CPU from
background process as necessary to fulfill the demands of the processes from the new user session.
This setting allows the CPU usage associated with background processes to be excluded from the
CPU Usage load calculation,

If the CPU Usage setting is disabled, then this setting will be ignored imespective of its configuration.
¥ Related settings
Maximum number of sessions, CPU usage, Disk usage, Memory usage, Memory usage base load

o =R

Click OK.

Under the Settings, click Select next to the Maximum number of sessions setting.

In the Edit Setting dialog box, leave the default radio button Enabled.
Set the maximum number of session in load management to 50.

Edit Setting

Maximum number of sessions

®) Enabled
Set maximum number of sessions in load management
Limit: | 39

() Disabled

Do not set maximum number of sessions in load management
(] Use default value: Value: 250

* Applies to the following VDA versions
Virtual Delivery Agent: 7.0 Server OS5, 7.1 Server OS5, 7.5 Server OS, 7.6 Server OS, 7.7 Server 05, 7.8
Server 05, 7.9 Server 05, 7.11 Server OF, 7.12 Server 05
w Description
Specifies the maximum number of sessions a server is allowed to host.
* Related settings
Concurrent logons tolerance, CPU usage, Disk usage, Memory usage, Memory usage base load

o T

Click OK.
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Under the Settings, click Select next to the Memory usage setting.

In the Edit Setting dialog box, select the Enabled radio button.
Leave the default value for Report full load (%) at 90.

Edit Setting

Memory usage

8 Enabled
Include memory usage data in load calculation

Repor o 041

) Disabled

Exclude memory usage data from load calculation
[7] Use default value: Disabled

= Applies to the following VDA versions -
Virtual Delivery Agent: 7.0 Server OS, 7.1 Server OS, 7.5 Server OS, 7.6 Server OS, 7.7 Server OS5,
7.8 Server 0%, 7.9 Server OS, 7.11 Server 05, 7.12 Server OS5
* Description
Defines the memory usage percentage value at which the server reports full load.
* Related settings
Maximum number of sessions, Concurrent logons tolerance, CPU usage, Disk usage, Memory
usage base load K

o =

Click OK.

9. Under the Settings, click Select next to the Memory usage base load setting.
In the Edit Setting dialog box, leave the default radio button Enabled.
Leave the default value for Report zero load (MBs) at 768.

Edit Setting
Memory usage base load
®) Enabled
Include this memory usage base load setting in the memory usage load calculation
Report zero load (MBs): 768
) Disabled
Exclude this memory usage base load setting from the memery usage load calculation
|:| Use default value: Zero load: 768 MEBs
¥ Applies to the following VDA versions
Virtual Delivery Agent: 7.0 Server OS5, 7.1 Server OS, 7.5 Server OS, 7.6 Server OS, 7.7 Server 05, 7.8
Server 05, 7.9 Server OF, 7.11 Server 05, 7.12 Server 05
¥ Description
A significant portion of memeary may be required for base operating system functions, i.e. before any
sessions have started. This setting is an approximation of the base operating system's memory usage
and defines the memory usage in MBs below which a server is considered to have zero load.
If the Memory Usage setting is disabled, then this setting will be ignared irrespective of its
configuration,
In most installations the default value should be adequate. However, if the server has limited
memory, far example 2GBs in a Proof of Concept environment, the value may need to be tuned to
more closely reflect the memory usage of the operating system.
¥ Related settings
Maximum number of sessions, Concurrent logons tolerance, CPU usage, Disk usage, Memory usage
ox
Click OK.
10. | On the Settings page, click Next.
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11. | On the Users and Machines page, verify that Selected user and machine objects is
selected.
On the User and machine page, click Assign next to Delivery Group type.
Studio Assign policy to
/ () All objects in the site
¥ Settings ‘ User and machine objects: 0 selected [] View selected only
Users and Machines » Delivery Group Assign
l Applies to all settings
Summary |
» Delivery Group type
Applies to all settings
» Organizational Unit (OU) Assign
Applies to all settings
b Tag Assign
Applies to all settings
12. | In the Assign Policy dialog box, verify that the following settings are configured:

e Mode: Allow
e Delivery Group type: Shared Desktop
e Checkbox set: Enable

Assign Policy

Delivery Group type

Applies to: Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS, 7.1 Server 05, 7.1 Desktop 0§, 7.5
Server 05, 7.5 Desktop OS, 7.6 Server OS, 7.6 Desktop OS, 7.7 Server O3, 7.7 Desktop OS5, 7.8 Server 05,
7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 08, 7.11 Desktop OS5, 7.12 Server O, 7.12
Desktop OS5, 7.13 Server OS, 7.13 Desktop OS

Apply policy based on the type of desktop running the session.

Delivery Group type elements:

Mode | Delivery Group type \
[atow + | [shared Desktop -] -
Enable

“ o)
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13. | To the right of Shared Desktop, click the + option.
In the additional element, verify that the following settings are configured:
¢ Mode: Allow
e Delivery Group type: Shared Application
e Checkbox set: Enable
Click OK and then click Next.
Delivery Group type
Applies to: Virtual Delivery Agent: 5.6, 7.0 Server QS, 7.0 Desktop OS5, 7.1 Server 05, 7.1 Desktop 05, 7.5
Server OS5, 7.5 Desktop OS, 7.6 Server OS, 7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server 05,
7.8 Desktop O5, 7.9 Server 05, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop OS5
Apply policy based on the type of desktop running the session.
Delivery Group type elements:
Maode | Delivery Group type |
[Allow A ] [Shared Desktop A ] B
[#] Enable
[Allow - ] [Shared Application A ] E
[V Enable
o
14. | On the Summary page, configure the following:

e Policy name: SRV-Load Management
e Description: Load management policy for Server OS resources

Verify that the checkbox next to Enable policy is selected.
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Edit SVDA-Load Management

Studio Summary
View a summary of the settings you configured and provide a name for your new policy.

Policy name: SVDA-Load M t “ 5
¥ Settings Aac ManagescI ¥| Enable policy

+ Users and Machines Description: Load management policy for Server OS resources

Summary

Settings configured: 6 Assigned to: 1 user and machine objects

Cmmmhgonstolaau -~ » Delivery Group type
Computer setting - Load Manag Applies to all settings
Value: 2 (Default: Value: 2)

CPU usage

Computer setting - Load Manage...
Full load: 80% (Default: Disabled)
CPU usage excluded process pri...
Computer setting - Load Manage...
Below Normal or Low (Default:
Below Normal or Low)

Maximum number of sessions
Computer setting - Load Manage...
Value: 50 (Default: Value: 250)

Memory usage
Crmmistar cattinn - | nad Mansna

Back ncel

Click Finish.

15. | Verify that the SRV-Load Management policy appears in the list of Policies.

Policies

Policies

1 Unfiltered

RemoteUsers-Disable Client
Drives

3. SRV-Load Management

16. | Using the Remote Desktop Connection Manager, connect to NYC-SRV-001.

17. | Right-click Start and select Command Prompt to launch a command prompt. Enter the
following command:
gpupdate /force

Close the Command Prompt after the command has completed successfully.

Key Takeaways:
Load Management rules help distribute users evenly amongst servers and protect servers from
overload. They are only evaluated for new sessions, so define load values to conserve some
performance for users already running sessions on the servers.
e Load Management only applies to Server OS VDAs.
e The Load Management rules should be carefully evaluated before enabling them into production,
to ensure they meet expectations.
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Exercise 6-8: Test the newly configured load management
policy settings

Scenario:

Users are occasionally reporting a “Cannot start application” error when launching published applications.
The issue is not consistent and occurs maybe once a week to a few users. You check the Controller
server and do not find anything in the event logs. Over the past few months, the number of users
accessing published applications has increased, which could be causing the servers to get overloaded.
You suspect that adding another controller could fix the issue.

To confirm this, your task is to test your theory by using the CPUStress tool to generate extra load on the
server to see if it generates the error.

Step

1.

Action
Using the Remote Desktop Connection Manager, verify that you are still connected to
NYC-SRV-001.

Note: If your Remote Desktop Connection session disconnected, log on to NYC-SRV-001
by right-clicking this machine and selecting Connect server.

Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl

Open File Explorer from the Windows Taskbar. Browse to C:\Temp.
Launch CPUSTRES.exe to start the CPS Stress tool.
Note: CPU Stress is a tool from Microsoft (part of Windows Syslinternals suite). This utility

is used to simulate high CPU usage by a user mode process. You will use it to generate
enough CPU load to have an impact on load balancing.

Select the Active check box under Thread 1 and set the Activity to Busy.
Select the Active check box under Thread 2 and set the Activity to Busy.

Select the Active check box under Thread 3 and set the Activity to Busy.
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EA CPU Stress =

Process Priorty Class: |N|:|n'nal ﬂ

[~ Access Shared Memony K-Bytes

Thread 1
W Active  Thread Priority: | Nomal

Ll Lo

Activity: | Busy

Thread 2
[v Active  Thread Prionty: |Nu:un'r|a|

Ll L

.I':'I.E‘ti'l.l'i't!'": | B|_|51_.r

Thread 3
W Active  Thread Priority: |NI:IITI'IE|| ﬂ

Bctivity: Busy -

Thread 4
[ Active  Thread Priority: |NI:|ITI'IE|| j

Activity: |Luw ﬂ

With these settings, CPU usage should average at +90%.

Click on Start menu and type resmon.exe to launch Resource Monitor.

Note: Resource Monitor is one of the most useful performance troubleshooting tools that
built-in to Windows. While most people still refer to Task Manager or Performance
Monitor, Resource Monitor is better at a just in time overview of performance.

Review the CPU graph on the right side of the screen. Confirm that CPU usage is, on the
average, above 90%.

(&) Resource Monitor — m] X
File Monitor Help
Overview CPU  Memory Disk  Network
CPU [ 96% CPU Usage 7 100% Maximum Frequengy () (3) Views || |7
[ image PID Descrip.. Status  Threads CPU  Averag.. ™ cpy 100% -
[ crusTRES.EXE 2988 CpuStr.. Runni. 7 92 8966
[ perfmon.exe 7572 Resour. Runni.. n z 1.55
[ Taskmar.exe 4508 TaskM.. Runni.. 14 ] 022
[ iexplore.exe 1232 Interne.. Runni.. 35 0 0.06
[ explorer.exe 3544 Windo., Runni.. 52 0 0.05
[ svchost.exe inetsves) 1096 HostPr. Runni. a5 ] 0.05
[ system 4 NTKer..  Runni... 210 0 0.05 60 Seconds 0% J
[ swchost.exe ftermsves) 1104 HostPr.. Runni. 38 0 0.03 Disk 100 KB/sec 4
[ system Interrupts - Deferr..  Runni... - o 0.03
= v
Disk [ 0KB/sec Disk /O B 1% Highest Active Time (~) ‘
Network [ 42 Kbps Network /O M 03 Network Utilization v ) ‘

" [
Memory [ & Hard Faults/sec [T 78% Used Physical Memary ()

100 Kbps -

od
Memory 100 Hard Faults/sec
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Using the Remote Desktop Connection Manager, switch to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

Log on to the store and attempt to launch a session to test high CPU load response.
Open Internet Explorer and browse to https://storefront.workspacelab.com.
Log on to the Store using the following credentials:

e User name: HR1

e Password: Passwordl
Attempt to launch any Microsoft Office application.
Note: Microsoft Office applications are published only from NYC-SRV-001.
Note: The application should not launch. If the application does launch successfully, wait
5 minutes and try launching the application again and it should fail with message Cannot
start app.
Attempt to launch the HR Desktop.

Note: The HR Desktop launch will fail with an error message Cannot start desktop “HR
Desktop”.

b @ nttps://storefront.workspacelab.com/Citri/ Wivlal O ~ @ & @ Citrix Receiver

File Edit View Favorites Tools Help

Cannot start desktop "HR Desktop®.

Using the Remote Desktop Connection Manager, connect to NYC-STF-001.
To log on to NYC-STF-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:

o User name: Workspacelab\Administrator
e Password: Passwordl
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Review the Event Log on StoreFront to find details about the error message received
from the attempted launch of the HR Desktop.

Right-click Start and select Event Viewer.

Programs and Features
Power Options

Event Viewer

System

Device Manager

Netw: ections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

Expand Applications and Services Logs and click Citrix Delivery Services.

Search for Event ID 28 Warning from Citrix Store Service. This should be the latest
event message in the log.

& Event Viewer - [m} bd
File Action View Help
“s | znm B
[2] Event Viewer (Local) Gitrix Delivery Services  Number of events: 216 Actions
% Custom Views [ e — |
& Windows Logs Level Date and Time Source EventID Task Category
~ [ Applications and Sen| 12/25/2016 6:41:27 AM Citrix Store Service E = Open..
£] Citrix Delivery Ser| | @ Error 12/25/2016 6:41:27 AM Citrix Store Service 0 (12346) ¥ Creat..
£ Hardware Events | | (i) Information 12/25/2016 2:00:02 AM G eiver for Web 1 @002) : mpor.
] Internet Explorer (| () information  12/24/2016 9:08:44 PM it fthentication Se... 2 m
] Key Management| || () Information 12/24/2016 9:08:43 PM Citrix Authentication Se. 1M Clear ..
“| Microsoft Information 12/24/2016 9:02:42 PM Citrix AG Services 2 m T Filter ...
_ [&] Windows PowerS| | () Information 12/24/2016 9:08:42 PM Citrix Store Service 2 B Prope..
1 Subscriptions Information 12/24/2016 9:08:42 PM Citrix Legacy Support 2 m ® i
Information 12/24/2016 9:08:42 PM Citrix Roaming Services 2 el
Information 12/24/2016 9:08:40 PM Citrix Store Senvice 1 I save.
(i) Information 12/24/2016 9:08:40 PM Citrix Configuration Api 2 ¥ Attac...
< >
View »
Event 28, Citrix Store Service x @ Refresh
General Details ﬁ Help »
~
Failed to launch the resource 'XenDesktop.Excel 2013' using the Citrix XML Service at address 'nitp://nyc-rde- e
001.werkspacelab.com/scripts/wonbrdll’. The XML service returned error: 'no-available-workstation'.
|
Log Name: Citrix Delivery Services
Buca: are Service Logged: 12/25/2016 6:41:27 AM
vent D: 2 Task Category: (2001)
Keywords:  Classic
User: N/A Computer: MNYC-STF-001.workspacelab.com v
< >

10.

Review the message within the recorded event. Note that communication with the XML
broker works as expected; however, the XML broker cannot provide any machines for
connection. You will see the error message “no-available-workstation”.
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{2 Event Properties - Event 28, Citrix Store Service *

General  Details

Failed to launch the resource "¥enDesktop.Excel 2013' using the Citrix XML Service at address
"http:/ nyc-xde-001 workspacelab.com/scripts/wpnbr.dll'. The XML service returned error: 'no-
available-workstation'.

Log Mame: Citrix Delivery Services

Source: Citrix Store Service Logged: 12/25/2016 6:41:27 AM

Event ID: 28 Task Category: (2001)

Level: Warning Keywords: Classic

User: N/A Computer NYC-5TF-001.workspacelab.com
OpCode:

Maore Information:  Event Log Online Help

Copy Close

This error means that there are no machines available to users (workers are offline, in
maintenance mode or are not properly registered); or machines are not able to host any
sessions (overloaded). In the next step, you will see the current state of machines in the
impacted Delivery Group.

11.

Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:

e User name: Workspacelab\Administrator
e Password: Passwordl

12.

Click the Windows PowerShell icon in the Start menu.

p 3

Windows
PowerShell

Execute the following command:
Add-PSSnapin Citrix* and press Enter.

Fo
1ght (s

Note: Add-PSSnapin Citrix* loads the Citrix-specific PowerShell modules.

Execute the following command:
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Get-BrokerMachine —DesktopGroupName NYC-DG-ServerOS-APPS-
Desktops| Select DNSName, InMaintenanceMode, RegistrationState

2 Administrator: Windows PowerShell

ws P ell
ight (C) 2016 Micros

-001.workspacelab. com s Registered

“WAdministrator. WORKSPACELAB> _

Review the output. Notice that all machines in the Delivery Group are registered properly
(RegistrationState is Registered) and are not in the maintenance mode
(InMaintenanceMode is False).

Note: If the machine is in maintenance mode, which may be due to a missed step in one
of the previous exercises. You can execute “Get-BrokerMachine | Set-BrokerMachine -
InMaintenanceMode $False” to quickly disable maintenance mode on all the machines in
the site.

13.

Display the summary information for all machines and group them by the current state.
While this might not seem to be important with only a single Server OS running VDA, it's a
useful function if hundreds of machines are part of the Delivery Group.

Execute the following command:
Get-BrokerMachine —DesktopGroupName NYC-DG-ServerOS-APPS-
Desktops | Group SummaryState

ps-Desktops | Group Summar]

1 InlUse {Citrix.Broker.Admin. SDK.Machine}

Note: This command consists of two parts. In the first part, you will retrieve all the VDA
machines in a specific Delivery Group and then group the results by the SummaryState
property. SummaryState can have the following values — “Off,” “Unregistered,” “Available,”
“Disconnected,” “InUse,” and “Preparing.”

Note: You have confirmed that VDA machines are properly configured and should be able
to accept new connections.

14.

You are need to confirm the actual load reported by these servers.

Execute following command:
Get-BrokerMachine -SessionSupport MultiSession -Property DNSName,
LoadIndex, SessionCount

MultiSession DNSName, LoadIndex, Ses|

pacelab. com 40

pacelab. com 10000

Notice that LoadIndex for NYC-SRV-001 is reporting full load (10000).
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Note: This command is a modern equivalent of running a QFARM (XenApp IMA Era). It
will display the current load index on all servers. A 10000 load reported indicates a full
load on the VDA, and thus no more connections will be allowed at that time. Unlike the old
QFARM, this command is actually more powerful, because it allows you to filter displayed
machines (for example, based on Delivery Group or specific catalog).

You have identified that all available VDA machines are overloaded and are not accepting
new connections.

15. Using the Remote Desktop Connection Manager, switch back to NYC-SRV-001.
To log on to NYC-SRV-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
16. Close the CPU Stress Tool.
Switch to the Resource Monitor and confirm that the CPU load is reduced to less than
5%.
(%) Resource Monitar - m] X
File Menitor Help
Overview CPU  Memory Disk  Network
CPU Bl 53 CPU Usage [7 100% Maximum Frequengy  (~) (3] views [+ |°
[ image PID Descrip...  Status Threads cPU Averag.. cPU 100%
[] CPUSTRES.EXE 2988 CpuStr.. Termin.. 5 97| &152 f EEE
[ perfmon.exe 7572 Resour.. Runni. 18 2 145 | HH H H'
Dexp\orer‘exe 3544 Windo..  Runni.. 54 2 031 I ] |
[ Taskmar.exe 4608 TaskM.. Runni.. 15 0 0.74 ‘ ] ||” || ||\I
[] system Interrupts - Deferr..  Runni... - 0 0.19 I 1
[ iexplore.exe 1232 Inteme..  Runni.. 18 0 0.1 T
[ swehost.exe [netsves) 1096 Host Pr...  Runni... 51 0 0.08 60 Seconds
[] WmiPrSE.exe 3460 WMI Pr...  Runni... 12 ) 0.06 Disk 1KB/sec 7
Dsystem 4 NT Ker..  Runniu. 197 0 0.06 &
Disk M 0 B/sec Disk /O M 05 Highest Active Time (v) ‘
Network ¥ 35 Kbps Network /O B 5 Network Utilization (v) ‘
Memory 0 Hard Faults/sec I, 763 Used Physical Memory () ‘ 100 Kbpg:
od
Memory 100 Hard Faults/sec
17. Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and select Connect Server.
Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl
18. Using PowerShell re-execute the commands to verify the reported load is ready to accept

new connections.

Execute following command:
Get-BrokerMachine -SessionSupport MultiSession -Property DNSName,
LoadIndex, SessionCount
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PS5 C:\Users\Administrator.WORKSPACELAB> Get-BrokerMachine -SessionSupport MultiSession -Property DNSName, LoadIndex, SessionCount

The LoadIndex for NYC-SRV-001 is reporting a lower load and is now ready for new
sessions.

If the load still shows 10000, wait for 2 minutes and execute the command again.
Note: PowerShell was left running. If PowerShell was closed, re-launch it from the

taskbar by clicking the Windows PowerShell icon. Execute the following command: Add-
PSSnapin Citrix* and press Enter.

19. Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.

20. Log on to the store and attempt to launch a session to test the CPU reporting is back to
normal levels.

Open Internet Explorer and browse to https://storefront.workspacelab.com.
Log on to the store using the following credentials:

e User name: HR1

e Password: Passwordl

Attempt to launch any application.

Note: The application should launch. If it does not, wait 5 minutes and try launching the
application again.

Attempt to launch the HR Desktop.

Note: The HR Desktop launches.

21. Log off any running applications and the HR Desktop.

Log Off the Citrix Receiver.

Key Takeaways:
e Load index is a value that defines the current load of the server.
e Load index is reported to the controller, which uses it to load balance incoming connections
across available servers.
e The command “Get-BrokerMachine -SessionSupport MultiSession -Property DNSName,
LoadIndex, SessionCount” is used to review current load on servers.
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Module 7: Application presentation and
management

Overview:
This module presents the properties of published resources. We will identify File Type Association and
published shortcut placement options.

Before you begin:
Estimated time to complete Module 7 lab exercises: 75 minutes

Exercise 7-1: Configure and test Application Limits

Scenario:

Application Limits allow Citrix Administrators to control total active sessions on per app basis. Configure
application limits to help manage application use. For example, you can use application limits to manage
the number of users accessing an application simultaneously. Similarly, application limits can be used to
manage the number of simultaneous instances of resource-intensive applications, this can help maintain
server performance and prevent deterioration in service.

Important: This feature limits the number of application launches that are brokered by the Controller (for
example, from Citrix Receiver and StoreFront), and not the number of running applications that could be
launched by other methods. This means that application limits assist administrators when managing
concurrent usage, but do not provide enforcement in all scenarios. For example, application limits cannot
be applied when the Controller is in leased connection mode.

Your task is to configure application limit on Microsoft Access since it has paid licenses. No user should
have more than 1 instance of any Microsoft office application and at any point in time total number of
Microsoft Access sessions should not exceed 1.

Step Action
1. | The following VMs are required before beginning the exercises for this Module; all others may
be powered down.

To power manage your VMs, switch to XenCenter, right-click on the VM in the left pane and
select Start or Shut Down. If prompted click Yes.

o NYC-ADS-001
o NYC-SQL-001
o NYC-FSR-001
e NYC-XDC-001
o NYC-STF-001
o NYC-MAN-001
o NYC-SRV-001
e NYC-DTP-001
o NYC-WRK-001

Note: These above VMs are listed in the start-up order.
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Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
XDC-001.

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

Using Studio, expand Citrix Studio (SITE-NewYork) and click Applications.
In the middle pane, right-click on the Access 2016 application and select Properties.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

On Application Settings window, select Delivery on the left and click on radio button for Limit
the number of instances running at the same time to.

Set instances to 1.

Application Settings

Studio Delivery

Specify how this application will be delivered to users.

Application icon:

Identification e
e I o

Location Application category (optional):

Office Apps
Groups -

The Category in Receiver where the applic

Limit Visibility
Add shortcut to user's desktop
File Type Association

Zone How do you want to control the use of this application?

Allow unlimited use

®) Limit the number of instances running at the same time to:

1 =T+

Limit to one instance per user

oK | Cancel [ Apply

Click Apply, then OK.

oo

Using the Remote Desktop Connection Manager, switch to NYC-WRK-001.

Log on to the Store and launch Microsoft Access 2016.
Open Internet Explorer and browse to https://storefront.workspacelab.com.
Log on to the store using the following credentials:

e User name: HR1

e Password: Password1l

Click on the APPS view and launch Microsoft Access 2016.
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https://storefront.workspacelab.com/

Launch a second instance of Microsoft Access 2016 to validate the Application limit setting is
working.

Open Google Chrome from Desktop and browse to https://storefront.workspacelab.com.
Log on to the store using the following credentials:

e User name: Engineerl

e Password: Passwordl

Note: Click Detect Receiver, if prompted.

Click on the APPS view and launch Microsoft Access 2016.
Application will not launch and show an error Cannot start app “Access 2016”.

Cannot start app "Access 2016

Using the Remote Desktop Connection Manager, switch to NYC-XDC-001.

Validate why the second instance of Microsoft Access 2016 failed to launch.

Right-click Start and launch Event Viewer.
Click on Windows Logs then Application and review Event 1117.

BT Event Properties - Event 1117, Citrix Broker Service

General Details

The Citrix Broker Service failed to broker a connection for user "WORKSPACELAB\Engineer]’ to
application 'Access 2016'. The maximum allowed instances of this application in the site are
already running.

Log Name: Application

Source: Citrix Broker Service Logged: 5/30/2017 10:00:54 AM

Event ID: mv Task Category: Mone

Level: Warning Keywords:

User: NETWORK SERVICE Computer: NYC-XDC-001.workspacelab.com
OpCode: Info

More Information:  Event Log Online Help

Copy Close

Close Event Viewer.

11.

Using the Remote Desktop Connection Manager, switch to NYC-WRK-001.

12.

Close the Access 2016 application.

13.

Logout Engineerl and HR1 from Google Chrome and Internet Explorer.

Close Google Chrome and Internet Explorer.

14.

Log off NYC-WRK-001.
To log off, right-click Start > choose Shut down or sign out > and click Sign out.
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Key Takeaways:

e Application limits can be used to limit applications to only be brokered in x amount of instances,
for example: one application is using many resources, so it is desirable to only have 10 instances
of this application running at any given time.

e We can also limit the application to only support one instance per user. For example, let’'s say
finance has figured out they can open 10 SAP instances each to support different views, rather
than changing the view inside the application. This behavior might cause unnecessary resource
usage, in which case we could limit each user to only allow a single instance of SAP.

Exercise 7-2: Configure subscription keywords

Scenario:

Subscription Keywords allow Citrix Administrators to automatically subscribe users to specific apps. This
feature can make it easier for users to navigate large application sets and quickly find regularly used
applications.

Your task is to modify the properties of some of the published apps and configure subscription Keywords.

Step Action
1. | Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
XDC-001.

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl
2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Delivery Groups.

On the middle pane, select the NYC-DG-ServerOS-APPS-Desktops Delivery Group. In the
right pane, click View Applications.

&4 Citrix Studio (SITE-MewYo

H .
10 Search CITR!X
g Machine Catalogs
= AppDisks Search results for *(Delivery Group Is "NYC-DG-ServerOS-Apps-Desktops™)’

g Delivery Groups
A Applications

AE Access 2016

@ Policies w* Application Folders I >
[# Logging @ Applications Eucel 2016
v [E» Configuration | Notepad
8 Administrators OneMote 2016
EDH?D”E“ [ Outlook 2016
sti
= "osIng 3 PowerPaint 2016
#w Licensing Elw 42016
or

3 StoreFront
[Fy App-V Publishing
s AppDMA

& Zones
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Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,

then click Start > Citrix > Citrix Studio.

In the middle pane, right-click Excel 2016 and then select Properties.

+ | Description

Duplicate Application

Disable

Rename

Manage Tags
Delete

Mave Application

&4 Citrix Studio (SITE-MNewYo i

O Search CITR[X

Machine Catalogs

= AppDisks Search results for "(Delivery Group Is "NYC-DG-ServerOS-Apps-Desktops")'

£ Delivery Groups -

= : N

il Applications St e m;me

—_ Ac 2016

| Policies w Application Folders e ces

Logging @ Applications = EceclEi

v [+ Configuration 3| Notepad

£ Administrators BB CneNote
Controllers Hﬂ Outlook 2
Hosting :
= . m PowerPoi
¢e Licensing -
3 storeFront Ejl Publisher
i@ App-V Publishing [ word 201
&2 AppDNA
0 Zones

In the Application Settings page, verify that Identification is selected on the left menu. Enter

KEYWORDS:Auto in the Description and keywords field.

Application Settings

Studio Identification
Identify this application.
Application name (for user):
Identification
[ Excel 2016 |
Delive
2 Application name (for admini: ):
Vot
S | Excel 2016 |
G
i b Description and keywords:
Limit Visibility [ kevwoRrDs:Auto |
File Type Association This is the description that will be seen by the user. You can also use this field to enter keywords
i for StoreFront.
Learn More
OK } [ Cancel ] [ Apply ]
Click OK.

Note: Keywords are not case-sensitive.

In the middle pane, right-click Access 2016 and then select Properties.
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&4 Citrix Studio (SITE-NewYo

.

D Search CITI!!X
Machine Catalogs
= AppDisks Search results for '(Delivery Group Is "NYC-DG-ServerOS-Apps-Desktops™)’

Delivery Groups : o

e 2 Access 2
Polm_es w Application Folders Excel 2016 Properties A
Logging [ Applications —= CE Duplicate Applicati 9
~ [§> Configuration || Notepad uplicate Applicatian

£, Administrators B OneNote 2016 Disable

Controllers m Outlook 2016 Rename

Hosti

= "osung [3 PowerPoint 2016 Manage Tags

o Licensing T

3 StoreFront [ Word 2016

[y App-V Publishing Move Application

& AppDNA

0 Zones

In the Application Settings page, verify that Identification is selected on the left menu. Enter
KEYWORDS:Mandatory in the Description and keywords field.

Application Settings

Identification

Studio

Identify this application.

Application name (for user):
[ Access 2016 |

Delivery Application name (for admini ):

Location l Access 2016 |
Groups Description and keywords:

Limit Visibility I KEYWORDS:Mandatory| l

File Type Association

This is the description that will be seen by the user. You can also use this field to enter keywords

for StoreFront.

£ope Learn More

ok |[ cancel | [ appy |

Click OK.

Note: KEYWORDS:Auto automatically subscribes users to the application, but provides them
with the option to remove it from their favorites tab if they do not want it there. Mandatory will

not allow removal.

In the middle pane, select OneNote 2016 and then select Properties in the Actions pane.

258




™% Citrix Studio
File Action View Help

&= 25 e

3 StoreFront
[y App-V Publishing
55 AppDNA

@ Zones

8 Citrix Studio (SITE-NewYo| [N Actions
citRix v
£ Search 1 & 4 Applications
[ Machine Catalogs
[ AppDisks Search results for '(Delivery Group Is "NYC-DG-ServerOSs-Apps-Desktops)' T Y {8 Add Applications
Del Gi
% A;;ii:io:iups Show all Name 4 | Description Source Folder State 2 Create Application Group
= Policies S— [HAccess 2016 KEYWORDS:Mandatory ~ Masterimage  Applications  Enabled View
 Application Folders B
[# Logging & Applications Excel 2016 KEYWORDS:Auto Masterimage  Applications  Enabled | |G Refresh
v (i Configuration | Notepad MasterImege __ Applications __Enabled | 7 1yelp
£ Administrators NI OneNote 2016 Master Image Applications  Enabled
Controllers Outlock 2016 Master lmage  Applicstions  Enabled
M g PPl
sti
- U:ﬂ:;ig [ PowerPoint 2... Masterlmage ~ Applications  Enabled I [ Properties
1 [ Werd 2015 Masterlmage  Applications  Enabled Duplicate Application

Disable
@fli Rename

% Manage Tags

[3% Delete

[E} Move Application

EH Help

In the Application Settings page, verify that Identification is selected in the left menu. Enter
KEYWORDS:Featured Auto in the Description and keywords field.

Application Settings

Studio Identification
Identify this application.
= 3 Application name (for user):
accini [ OneNote 2016 |
Delivery Appli name (for admini ):
D [OneNote 2016 |
Srougis Description and keywords:
LimiVisbaity | KeYwORDS Featured Auto |
File Type Association This is the description that will be seen by the user. You can also use this field to enter keywords
Zone for StoreFront.

Learn More

OK H Cancel I 1 Apply J

Click OK.

Note: KEYWORDS:Featured Auto adds the application to the featured list in Citrix Receiver to
make the application easy to find. As demonstrated earlier, Auto automatically subscribes
user to the application and adds the application to favorites.

Key Takeaways:

Several space separated KEYWORDS can be combined, everything after “KEYWORDS:” is
treated as keyword.

For a full list of available KEYWORDS please refer to Citrix Production Documentation using
docs.citrix.com.

It is possible to define custom KEYWORDS like Office or Sales and make StoreFront filter the
resources based on these KEYWORDS.
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Exercise 7-3: Test subscription keywords

Scenario:
Your task is to test the Subscription Keywords you configured in the previous exercise, by logging into the
Store and viewing the subscriptions.

Step | Action
1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.

To log on to NYC-WRK-001, right-click this machine and select Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

2. | Open Internet Explorer and browse to https://storefront.workspacelab.com.

Log on with the following credentials:
e User name: HR1
e Password: Passwordl

3. | Click the APPS tab and notice the apps HR1 has available.

Click the FAVORITES tab and notice that the Word 2016, Access 2016, Excel 2016 and
OneNote 2016 applications appear automatically without requiring the user to manually add
them to their favorites.

4. | To the right of the Excel 2016 application, click Details.

e @ https://storefrontwork... O ~ @ ¢ @ Citrix Receiver Dr s ®
File Edit View Favorites Tools Help
5 @ Citrix Receiver

0 lABS E D workspacelab.comihrl ¥
FAVORITES DESKTOPS

Q bea ch Favontes
E Details @ Details
Word 2016 Access 2016
Details @ Details
Excel 2016 OneNote 2016
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Excel 2016
Apps

‘ Open H R Remove ‘

Note: There is a Remove option next to the application, so that the user has the option to
remove the application.

To the right of Access 2016, click Details.

Access 2016

Apps

Note: There is no option to remove the application, so the user is not able to unsubscribe or
remove the application from the Favorites tab.

To the right of OneNote 2016, click Details.

OneNote 2016
F d _

eatur

o]

‘ Open H R Remove ‘

Note: Take notice that the word Featured is displayed below the application name.

5. | Log off the Receiver.
Select HR1 and Log Off.
Close the browser.
Key Takeaways:
.

Without the use of KEYWORDS, every user will be presented with an empty favorites area in
Receiver, and they would need to subscribe to each application they want to launch.

It may provide an improved user experience to automatically subscribe users to specific company
wide applications, such as Office Suite, Adobe Reader or Intranet.

261




Exercise 7-4: Configure and test Application Prelaunch

and Application Lingering

Scenario:

Session prelaunch is a feature that helps reduce the waiting time for users when they start published
applications. Session Lingering keeps the session open although the last application in the session
closes, that way when a user opens a new application shortly after they will see a quick launch.

The Citrix Lead Architect has requested you to ensure the Auditors user group has the best user
experience when logging on to the POC environment. This user group currently utilizes a legacy Citrix
farm that was poorly configured; resulting in logon delays.

These users expressed to the WW Labs CTO they do not want to use the planned production
environment if this problem persists.

Your task is to enable and test Session Prelaunch and Session Lingering to improve the Auditors group
logon experience, and get the Auditors group’s acceptance during the POC phase.

Step Action

1 | Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2 | Using Studio, expand Citrix Studio (SITE-NewYork) and click Delivery Groups.

On the center pane, right-click on the NYC-DG-ServerOS-Apps-Desktops and select Edit
Delivery Group.

chin
= AppDisks Delivery Group 4 | Delivering
4 Delivery Groups NYC-DG-DesktopOS-Desktops Desktops
4 Applications Desktop OS
[E Policies NYC-DG-RemotePC Desktops
[# Logging Desktop OS (Static machine assignment)
~ [ Configuration NYC-DG-ServerOS-Apps-Desktops
£ Administrators Server 05
Controllers NYC-DG-ServerOS-Manual-Apps-Des Add Machines Applications and Desktops

= Hosting Server OS A A nti
Edit Delivery Grou,
[Fy App-V Publishing lanage AppDis

13 AppDNA Manage Tags
@ Zones Turn On Maintenance Mode

4 Licensin g

Rename Delivery Group
Delete Delivery Group
View Machines

View Applications

Test Delivery Group

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.
3 | In the Edit Delivery Group window, select the Application Prelaunch section.
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Within the Prelaunch Sessions for Applications settings, select the Prelaunch when any of

the following users log on to Receiver for Windows radio button.

Edit Delivery Group

Studio

Users

Desktops
Application Lingering
User Settings
Storefront

Access Policy

Restart Schedule

Prelaunch Sessions for Applications

With prelaunch, sessions launch when users log on to Receiver, so applications are available
sooner,
When do you want sessions to launch?

Launch when users start an application (no prelaunch)
_) Prelaunch when any user in the Delivery Group logs on to Receiver for Windows

(®) Prelaunch when any of the following users log on to Receiver for Windows:

Add users and groups.

Add... Remove

If no application is started, when do you want prelaunched sessions to end?

After a specified time: Hours MK ‘d_t

__| When average load on all machines exceeds (%): =L

| When load on any machine exceeds (%): -

[ OK H Cancel [ [ Apply

Click the Add button.

In the Select Users or Groups window, type Auditors, click Check Names.

Select Users or Groups

Select this object type:

>

|Users or Groups

| Ohject Types...

From this location:

| Entire Diractony

| Locations. ..

Enter the object names to select (sxamples):

Auditors

Advanced...

Check Mames

Cancel

Click OK.

To the right of After a specified time, click the drop-down and select Minutes.
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If no application is started, when do you want prelaunched sessions to end?
After a specified time: [Minutes e ] ‘ 120 H - ‘ +]
|| When average load on all machines exceeds (3%): - |4
l Hours ’
[ | When load on any machine exceeds (%): l Days -
]
[ CK J [ Cancel J [ Apply |

To the right of the Minutes drop-down, type 15.

If no application is started, when do you want prelaunched sessions to end?

[ Minutes v | 15 =

[ | When average load on all machines exceeds (%): o e -

After a specified time:

|| When load on any machine exceeds (3):

|

[ OK H Cancel ] [ Apply

Note: This setting ensures that only Auditors can use the prelaunch feature; and if they have
not launched any applications in the first 15 minutes after connecting, their prelaunch session
is terminated and applications will subsequently start up using the normal process.

~

In the Edit Delivery Group window, select the Application Lingering section.

8. | Within the Application Lingering settings, change the radio button to Keep sessions active
until, click the drop-down menu and select Minutes.

Edit Delivery Group

Studio Lingering Sessions for Applications
With lingering, sessions remain active after all applications are closed.
When do you want sessions to end?
) Immediately after all applications in the session are closed (no lingering)
Desktops ®) Keep sessions active until:
Application Prelaunch After a specified time:
Application Lingering Minutes  ~] |19 [-]+]

User Settings | The average load on all machines exceeds (%):
StoreFront - |+

Access Policy [] The load on any machine exceeds (%):
Restart Schedule 7 [

To the right of the Minutes drop-down, type 15.
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Click OK to close the Edit Delivery Group window.

On the center pane double-click on the NYC-DG-ServerOS-Apps-Desktops. This will take
you to the Search pane of Studio, listing only results for the NYC-DG-ServerOS-Apps-
Desktops.

7 Citrix Studio
File Action View Help
o= 5w H

&4 Citrix Studio (SITE-NewYo
2 Search
Machine Catalogs
g AppDisks Search results for (Delivery Group Is "NYC-DG-5ServerOS-Apps-Desktops”™)’
£ Delivery Groups
A Applications
|-§ Policies Name + | Machine Catalog | Delivery Group
Logging NYC-5RV-001.workspac... NYC-CAT-Server(0S NYC-DG-ServerQS-App...

~ [E» Configuration
£, Adrministrators

Controllers
Hosting

¢ Licensing

[ storeFront

[y App-V Publishing
& AppDNA

& Zones

CiTRIX

Desktop OS5 Machines (0} Server OS5 Machines (1)

On the top of the center pane, click the Sessions tab.

11.

On the Sessions tab, highlight any running sessions and click Log Off in the right pane.

Click Yes to confirm.

Actions

Search
O0F Select Columns
Wiew

/@ Refresh

ﬂ Help

WORKSPACELABN\Administrator -

" Logﬂﬁ_

e Send Message
™ View Machines

ﬂ Help

Wait for the sessions to disappear; use the Refresh button in the right pane to refresh the
view.
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12. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and select Connect server.
Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl
13. | In the bottom right of the screen, right-click the Citrix Receiver icon and select Exit.
0 Open
Log Off
Connection Center
Advanced Preferences
14. | Click Start menu and launch Citrix Receiver.
Log on with the following credentials:
e User name: Auditorl
e Password: Passwordl
Note: If an Add Account wizard is shown after starting Receiver, please complete the wizard
by typing Auditorl@workspacelab.com and click Next and Continue.
15. | Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.
Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
16. | Using Studio, verify that you are still in the Search window, and verify that the Sessions tab is
selected in the center pane.
If you have lost your way in Studio, select Delivery Groups and on the center pane double-
click on the NYC-DG-ServerOS-Apps-Desktops. This will take you to the Search part of
Studio, listing only results for the NYC-DG-ServerOS-Apps-Desktops.
17. | Click Refresh in the Actions menu in the right pane.
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mailto:Auditor1@workspacelab.com

Actions

Search
Select Columns

Wiew
(G Refresh <
Help
18. | Notice that a new session appears and the Application State is Prelaunch.
CciTRIX
Search results for ‘(Delivery Gro
19. | Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.
20. | In Citrix Receiver, click APPS and locate Word 2016.
Click Word 2016 to start the application. Notice the launch time for Word should now be very
fast.
Note: If you receive the User Account Control prompt grant permission to continue.
21. | Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.
Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
22. | Using Studio, verify that you are still in the Search window and verify that the Sessions pane
is selected in the center pane.
If you have lost your way in Studio, select Delivery Groups and on the center pane double-
click on the NYC-DG-ServerOS-Apps-Desktops. This will take you to the Search part of
Studio, listing only results for the NYC-DG-ServerOS-Apps-Desktops.
23. | Click Refresh in the Actions menu on the right pane.
24. | Notice that the session appears, and the Application State is now Active.

citrRix

Search results for ‘(Delivery Group Is “NYC-DG-ServerOS-Apps-Deskiops’)'

Server OS Machines (1) [ Sessions (1)

Current User + | Name Delivery Group Machine Catalog Brokering Time Session State Application State Session Support
WORKSPACELAB\Audito...  NYC-SRV-001.workspac..  NYC-DG-ServerOS-App..  NYC-CAT-ServerOS 3/7/2017 3:24:31 AM Active

25

Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.
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To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

26.

Close any Microsoft Word related popups and close Word 2016.

27.

Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

28.

Using Studio, verify that you are still in the Search window and verify that the Sessions pane
selected in the center pane.

If you have lost your way in Studio, select Delivery Groups and on the center pane double-
click on the NYC-DG-ServerOS-Apps-Desktops. This will take you to the Search part of
Studio, listing only results for the NYC-DG-ServerOS-Apps-Desktops.

29.

Click Refresh in the Actions menu in the right pane.

30.

Notice that the session appears, and the Application State is now Lingering.

L]
cimRpx A

Search results for '(Delivery Group Is "NYC-DG-5ServerO5-Apps-Desktops™)’

Desktop O% Machines [0} Server 0% Machines (1) Sessions (1)

Curmrent... + | Rame Delivery Gro... Machine Cat... | Brokering Ti.. Session State Application... Session Sup..
WORKSPA... NYC-5RV-0... NYC-DG-5... NYC-CAT-5...  530/2017... Active

31.

Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.

32.

In Citrix Receiver, click APPS and locate Excel 2016.
Click Excel 2016 to start the application.

Notice the launch time for Excel 2016 is also very fast, despite the fact that we just closed
Word 2016.

33.

Close Excel 2016.
Log off the Store.

Click Auditorl and Log Off.

34.

Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
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35. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Delivery Groups.
On the center pane right-click on the NYC-DG-ServerOS-Apps-Desktops, select Edit
Delivery Group.
O search
™ Machine Catalogs
£ AppDisks Delivery Group 4 | Delivering
£} Delivery Groups NYC-DG-DesktopOS-Desktops Desktops
# Applications Desktop 05
[= Policies NYC-DG-RemotePC Desktops
[# Logging Desktop OS (Static machine assignment)
v @ Configuration NYC-DG-Server0S-Apps-Desktops Applications and Desktops
£ Administrators Server 0S
B8 Controllers NYC-DG-Server0S-Manual-Apps-Desl Add Machines Applications and Desktops
= Hosting Server 05 Add Application
G,
[ App-V Publishing AETEEILEILE
33 AppDNA Manage Tags
@ Zones Turn On Maintenance Mode
Rename Delivery Group
Delete Delivery Group
View Machines
View Applications
Test Delivery Group
Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.
36. | In the Edit Delivery Group window, select the Application Lingering section.
37. | Within the Application Lingering settings, select the Immediately after all applications in the

session are closed (no lingering) radio button.

Edit Delivery Group

Studio

Users

Desktops

User Settings
Storefront
Access Policy
Restart Schedule

Application Prelaunch

Application Lingering

Lingering Sessions for Applications

With lingering, sessions remain active after all applications are closed.
When do you want sessions to end?
(® Immediately after all applications in the session are closed (no lingering)

Keep sessions active until:

i OK H Cancel ‘

Apply |

Click the OK

button.

Note: The application lingering feature might cause sessions not to close when you expect
them to in later exercises; therefore, we are disabling the feature again after successful
verification of the feature.

Key Takeaways:
Application prelaunch can reduce the perceived launch time for hosted applications.
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With prelaunch enabled, a session is created when the user logs on to Citrix Receiver. However,
the application is not presented to the user.

Application lingering keeps the session running, instead of the session terminating when the last
hosted application is closed.

Application lingering ensures quick launch after a user has closed the last hosted application.
Both technologies rely on actual sessions being opened and maintained, so licenses and
resources will be consumed even if the user does not start any hosted applications.

Application prelaunch requires the use of Citrix Receiver as Receiver for Web does not support
prelaunch of user sessions.

Exercise 7-5: Configuring File Type Associations

Scenario:

File Type Association is a feature that allows users to open documents from their local endpoint devices
or from network shares using published applications. When the document is opened the registered
application from a VDA is started automatically to open the document.

Your task is to configure File Type Associations.

Step Action
1.

Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.

Launch File Explorer from the Windows Taskbar. Navigate to \NYC-FSR-001\Resources
and double-click the WWLabs PPT Template v1.potx file.

How do you want to open this file?

Look for an app in the 5tore

More apps -

+/ Always use this app to open .potx files
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You will see a dialog box asking you how you want to open the file. This is because Microsoft
PowerPoint is not currently installed locally on NYC-WRK-001.

Press the ESC key to close the dialog box.

Using the Remote Desktop Connection Manager, verify that you are still connected to NYC-
XDC-001.

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl

Using Studio, expand Citrix Studio (SITE-NewYork) and click Applications.

In the center pane, right-click PowerPoint 2016 and select Properties.

CiTRIX

Search results for *(Delivery Group Is "NYC-DG-5ServerO5-Apps-Desktops™)’

Show all Name + | Description Source

—— m Access 2016 KEYWORDS:Mandatory Master Imag
& Applicati.ons Excel 2016 KEYWORDS:Auto Master Imag
| Motepad Master Imag
OneMote 2016 KEYWORDS:Featured Auto Master Imag
ﬂﬂ Qutlook 2016 Master Imag
El Word 2016 Properties Master Imag
Duplicate Application
Disable
Rename
Manage Tags
Delete
Mave Application

Select File Type Association on the left menu. Select the top checkbox to choose all
extensions then click Apply and OK.
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Application Settings
Studio File Type Association
Enter the file type associations below.
By default, this application will automatically open the file extensions listed below.
Identification r - -
| | Extens... | File Type |
Delivery ¥  odp application/vnd.casis.opendocument.presentation 5
[
st ¥ pot application/vnd.ms-powerpoint
¥ pothtm|
Groups | potm application/vnd.ms-powerpoint.template.macroEnabled. 12
Limit Visibility ¥ potx application/vnd.openxmliformats-officedocument.presentationml.tem...
File Type Associatian ¥  ppa application/vnd.ms-powerpoint
+| .ppam application/vnd.ms-powerpoint.addin.macroEnabled. 12
Zone v  .pps application/vnd.ms-powerpoint
¥  ppsm application/vnd.ms-powerpointslideshow.macroEnabled. 12
| ppsx application/vnd.openxmliformats-officedocument.presentationml.slide...
v .ppt application/vnd.ms-powerpoint
| .ppthtml
¥ .pptm application/vnd.ms-powerpoint.presentation.macroEnabled.12 .
[ Update file t)rpes..r.ré
Lok [ cancel | | sopy |

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

Key Takeaways:

o File Type Associations are not enabled by default. They must be configured by editing the
application properties in Studio.

e Citrix Receiver automatically changes Windows File Type Association on managed and
unmanaged endpoint devices.

o If File Type Associations are not configured, users will have to launch the appropriate virtual app
and navigate to the file on the endpoint device via a mapped drive. This does not provide a good
user experience.

Exercise 7-6: Test File Type Associations

Scenario:
Your task is to test the previously configured File Type Association feature, by launching a PowerPoint
.potx file from outside of the Citrix published PowerPoint app.

1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl
2. | Launch the Citrix Receiver application from the system tray or Start Menu.

Log on with the following credentials:
e User name: HR1
e Password: Passwordl
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Note: If Log On is not available, you may still be logged on as Auditorl. Select Log Off and
exit Receiver. Re-launch Receiver and log on as HR1.

Click APPS on the top bar; locate PowerPoint 2016 in the list of available applications. Click
Details next to PowerPoint, and on the details view select Add To Favorites to add the
application to your Favorites view.

& Citrix Receiver

\“vLABS ﬂ workspacelab.com\HR1 ¥
FAWORITES DESKTOPS

PowerPoint 2016
Apps

‘ Open ‘ . [ Add To Faverites

Note: In order to use FTA you must ensure the applications needed to open the desired file
types are added to Favorites, this can be done either manually by the user or by the Admin
through the use of KEYWORDS.

Launch File Explorer from the Windows Taskbar. Navigate to \NYC-FSR-001\Resources
and open the WWLabs PPT Template v1.potx file.

| = | Resources
Home Share View
N . » Network » NYC-FSR-001 » Resources
3 Quick access [ Name
[ Desktop - background
‘ Downloads g Certs
DisEiEents * Citrix Supportability Pack v1.2.2
HDX Monitor
=] Picts
O Bty ’ ProfileMgmt-5.2.1
d Music Receiver ADMX Files
& videos Startup_Logon_Scripts
& OneDrive StoreFront Design
StressPrinters
& This PC [ ChromeSetup
¥ Network (LY Firefox Setup Stub 45.0.2
= 4% npp.6.9.1Installer
5] NYC-AD-001-Root-CA
; Profile-Data
ﬁ simsetup
L VvDAWarkstationSetup_7.9
[# WwiLabs PPT Template v1

In the prompt that opens How do you want to open this file? ,select Always use this app to
open .potx files and click OK.

The published PowerPoint 2016 opens the file successfully, even though NYC-WRK-001 does
not have the PowerPoint application installed locally. The PowerPoint application is running in
a session hosted on NYC-SRV-001.
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@ PowerPoint 2013 — ht

Starting...
|

o 5 " 8
l-.\f,-" iMore information: Cancel

B .’:,TP S WWLabs PPT Template v1 [Protected View] - PowerPoint
File Home  Inset  Design  Transitions  Animations  SlideShow  Review  View @ Telime.. Signin = £ Share
o PROTECTED VIEW Be careful—.flles from the Internet can contain viruses, Unless you need to edit, it's safer to stay in I Enablgédlin:\gii\ x
Protected View. -
1 =
OO
2w
ES
¥
slidet1of2 [2 = Notes Bl Comments BN 55 B T -—— + 51%

Note: Microsoft PowerPoint must be added as a favorite in Citrix Receiver for the file type
association to apply on the endpoint.

5. | Close PowerPoint 2016.

Log off Citrix Receiver.

Click HR1 and Log Off.

Key Takeaways:
e This feature requires the Citrix Receiver to be installed and configured as Receiver for Web does
not include this capability.
e |If the required application is not added as a favorite, Citrix Receiver will not be able to update the
FTA settings on the endpoint.
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Exercise 7-7: Configure Featured App Groups and App

Categories

Scenario:

Published Apps can be bundled together and presented to users as a featured app group.
Your task is to configure Featured App Groups and App Categories.

Ste

Action

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

1. | Using the Remote Desktop Connection Manager, connect to NYC-STF-001.

To log on to NYC-STF-001, right-click this machine and choose Connect server.

2. | Verify the Citrix StoreFront console is still open.

In the left pane, select Stores. In the middle pane select WWLabsStore and under
WWLabsStore on the right select Manage Receiver for Web Sites.

& Citrix StoreFront
File Action View Help

® | 7@ B

3 Citrix StoreFront

3 Stores

Server Group

citRIX

Name Authenticated
'WWLabsStore Yes

Subscription Enabled Access

Yes

Intenal network only

Details - WWlLabsStore

Details | Delivery Controllers | Receiver for Web Sites

@ StoreFront using HTTPS.

https://storefront.workspacelab.com/Citrix/WWLabsStore

Stores
Create Store
Export Multi-Store Provisioning File
Manage NetScaler Gateways
Manage Beacons
Set Default Website
View

|6 Refresh

H Hep

WWLabsStore
Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods

lab.com/Citrix/WWL

Store URL:
XenApp Services URL: htps: P
Remote Access: Disabled

Advertised: Yes

Unified Experience: Enabled

Authentication Service:  Used by this store only
Authentication Methods: User name and password
Token validation semvice:  httpss P

lab.com/Citrix/WWL

PNAgent/

uth/auth/

q]

3

I Manage Receiver for Web Sites

Configure Remote Access Settings
Configure XenApp Services Supp...
Canfigure Store Settings
Export Provisioning File

Remove Store

[ Hep

3. | Click Configure on Manage Receiver for Web Sites — WWLabsStore page.
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Manage Receiver for Web Sites - WWlabsStore

These sites allow users to access the store "WWlLabs5tore' through a webpage.

Web sites:

Web site URL Classic Experience Store Authenticated

https://storefrontworkspacelab.com  Disabled

Add... ] [Conﬁgure...] [ Remove

4. | Select Featured App Group on the left menu and you will now see a blank box where your
Featured App Group configurations can be added.

Edit Receiver for Web site - /Citri/WWLabs5toreWeb

StoreFront Manage Featured App Groups
Featured app groups are groups of applications that are related or fit in a specific category, These
app groups are available to the end users and display in Receiver.
Receiver Experience
. The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver in
Customize Appearance

the same order as listed below. For the best end user experience, Citrix recommends that you

Featured App Groups create at least three featured app groups.

Authentication Methods

Mame Definition Method Content -
Website Shortcuts -

Deploy Citrix Receiver
Session Settings

Workspace Control

Client Interface Settings

Advanced Settings E—— —

“ Cancel Apply

Click Create to begin configuring Featured App Groups and then enter the following:
e Name: Office Productivity Apps
e Description: Microsoft Office 2016 Suite
e Definition method: Application category
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Note: There are three options available when defining a Featured App Group:

o Keywords: Adds apps with a matching keyword. Use Citrix Studio to add keywords

to the description field of an application.

e Application names: Includes apps with a matching name. Wildcards not supported.
The match is not case-sensitive, but it does match whole words. For example, excel

would match Microsoft Excel 2016, but Exc would not result in a match.
e Application categories: Matches the application category defined within Citrix
Studio.

Type Office Apps for the Application category and click OK.

Create Featured App Group

MName: |D‘Fﬁce Productivity Apps | i ]
Description: Microsoft Office 2016 Suite i ]
(Optional)

Background style: -

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method: [Application category - ] (i ]

Application category: | Office App4 |

Define the application category on the XenApp/XenDesktop Studio
console for each application.

o [N

Create two additional featured app groups, one for the HR department and one for new
employees.

Click Create to configure the next Featured App Group.
Complete the following fields:

e Name: Human Resources Apps
e Description: Recommended applications for HR employees
e Definition method: Keyword
e Keyword: HR
Click OK.

Click Create to configure the next Featured App Group.

Complete the following fields:
e Name: New Engineer Bundle
e Description: Applications for new WWLabs Engineers
e Definition Method: Application names
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Click Add.

In the Application name field, enter Hosted Desktop and click OK.

Click Add.

In the Application name field, enter Notepad and click OK.

On the Create Featured App Group dialog box, click OK. Click OK.

Edit Featured App Group

Name: Mew Engineer Bundle | Li]
Description: Applications for new WWLabs Engineers i ]
(Optional)

Background style: -
-

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method: [Application names b4 ] Li]
Application names;
Notepad
Add.. | [ Edit. | [ Remove |
o

Note: Make sure to enter the apps for New Engineer Bundle as separate entries. Do not enter
a single list separated by commas.

Verify the three below Featured App Groups are listed and match the screen shot below:
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Edit Receiver for Web site - /Citrix/WW_LabsStoreWeb

StoreFront Manage Featured App Groups

Featured app groups are greups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver.

Receiver Experience

Customize A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver in
LSHNTEZE AppEarants; the same order as listed below. For the best end user experience, Citrix recommends that you

Featured App Groups create at least three featured app groups.

Authentication Metnd Name Definition Method Content a
Website Shortcuts Office Productivity Apps Application category Office Apps _
Human Resources Apps Keyword HR

Deploy Citrix Receiver

MNew Engineer Bundle Application names Hosted Desktop, Notepad

Session Settings

Workspace Control

Client Interface Settings

Create.. || Edit. || Dekte.

Advanced Settings

Cancel Apply

Click OK and then click Close.

To complete this task, you need to define the Office apps group using categories and the HR
app group using keywords in Studio.

Using the Remote Desktop Connection Manager, switch to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

Using Studio, expand Citrix Studio (SITE-NewYork) and click Applications.

On the center pane, right-click Access 2016 and select Properties. Click Delivery on the left
menu. Type Office Apps in the Application category field.
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Application Settings

Studio

Identification
Location

Groups

Limit Visibility

File Type Association

Zone

Delivery

Specify how this application will be delivered to users.

Application icon:

Application category (optional):

| Office Apps

The Category in Receiver where the application appears

[ Add shortcut to user's desktop

How do you want to control the use of this application?
Allow unlimited use

@) Limit the number of instances running at the same time to:
-

¥/ Limit to one instance per user

OK [ Cancel ]

[

Apply W

Click Apply and then click OK.

Select Excel 2016 and then Properties from the Actions pane. Click Delivery on the left
menu. Type Office Apps in the Application category field.

Application Settings

Studio

Identification
Location

Groups

Limit Visibility

File Type Association

Zone

Delivery

Specify how this application will be delivered to users.

Application icon:

Change..

Application category (optional):

I Office App4

The Category in Receiver where the application appears.

| Add shortcut to user's desktop

How do you want to control the use of this application?
® Allow unlimited use
Limit the number of instances running at the same time to:

-+

__| Limit to one instance per user

oK H Cancel ‘

[ Appy

Click Apply and then click OK.

Select Word 2016 and then Properties from the Actions pane. Click Delivery on the left
menu. Type Office Apps in the Application category field.
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Application Settings

Studio

Identification
Location

Groups

Limit Visibility

File Type Association

Zone

Delivery

Specify how this application will be delivered to users.

Application icon:

Application category (optional):

l Office App4

The Category in Receiver where the application appears.

[_] Add shortcut to user's desktop

How do you want to control the use of this application?
(®) Allow unlimited use

Limit the number of instances running at the same time to:

[_] Limit to one instance per user

OK H Cancel I [ Apply

Click Apply and then click OK.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,

then click Start > Citrix > Citrix Studio.

Select OneNote 2016 and then Properties from the Actions pane. Click Identification on the

left menu.

In the Description and keywords field, add HR to the keywords section. The line will now read:

KEYWORDS:Featured Auto HR

Application Settings

Studio

Identification
Delivery

Location

Groups

Limit Visibility

File Type Association

Zone

Identification

Identify this application.

Application name (for user):

[ OneNote 2013

Application name (for admini ):

PP

| OneNote 2013

Description and keywords:

| KEYWORDS:Featured Auto HR

This is the description that will be seen by the user. You can also use this field to enter keywords
for StoreFront.
Learn More

OK ][ Cancel ] [ Apply
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Click Apply and then click OK.

Note: OneNote was not configured with an application category, but rather with a keyword.

Key Takeaways:
e Use application groups to give users easy access to application bundles.
e Applications can be grouped by keywords, category or by application hame.
o Keywords can be any custom word defined after KEYWORDS in the Published Resource
properties.

Exercise 7-8: Test the App Group and App Categories

Scenario:
Your task is to test the App Group and App Categories just configured to identify the change in the user
experience when accessing resources.

Step Action

1. | Using the Remote Desktop Connection Manager, switch to NYC-WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.
2. | Launch Internet Explorer and navigate to https://storefront.workspacelab.com.

Log on with the following credentials:
e User name: HR1
e Password: Passwordl
3. | Click on the APPS view to review the Featured App Groups.

Al Categories

New Engineer Bundle

Applications for new WWLabs Engineers

Human Resources Apps

Recommended applications for HR employees

Office Productivity Apps

Microsoft Office 2016 Suite

xg w3 LE ”

Then, click the Categories tab to view the Office Apps Folder.
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\XXN/ L4BS

All Categories

Office Apps

4. | Log off the Receiver Store.

Click HR1 and Log Off.

Key Takeaways:
e Featured App Groups are highlighted at the top of Receiver under the APPS section; use the
arrows to scroll between the different groups.
e The Categories are displayed above Featured Apps; the same categories are used to create a
folder structure when using Citrix Receiver for desktop and start menu shortcuts.

Exercise 7-9: Configure Shortcut Placement

Scenario:
Your Citrix Lead Architect has explained that for some use case scenarios within WW Labs, it is expected
that users launch their company apps from the Start Menu or the Desktop.

Your task is to create a Group Policy Object (GPO) to configure the Receiver’s feature for managing
subscribed application shortcuts on the Start Menu and Desktop.

Step Action
1.

Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

2. | In order to configure shortcut placement, you will need to copy two configuration files into
Windows policy definitions so they can be available in the Group Policy Management tool.

From the Desktop of NYC-XDC-001 double-click the Lab Resources folder and open the
Receiver_ ADMX_Files folder.

Copy receiver.admx and paste it inside the folder C:\Windows\PolicyDefinitions.
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& = | PolicyDefinitions
Home Share View
' v 4 » ThisPC » Local Disk (C) » Windows » PolicyDefinitions »
[ MName . Date modified Type Size

3 Quick access [] RacWmiProv.adms ADMX File 2KB
[ Desktop * [ Radar.admx ADMYX File 2KB
& Downloads ~ # [ ReAgent.admx 7 AM  ADMX File 2KB
@ Documents Ea |j receiver.admx 12/6/2016 7:45 AM ADMX File 155 KB
=1 Pictures * [ Reliability.admx 7 AM  ADMX File 4KB
|j RemoteAssistance.admx ADMX File TKB
4 This PC |j RemovableStorage.admsx ADMX File 23KB
¥ Network D RPC.admx ADMX File TKB
- |7 Scripts.admx ADMX File 7KB
D sdiageng.admzx ADMX File 3KB
u sdiagschd.admx ADMX File 2KB
D Search.admx ADMX File 3TKB
|j Securitycenter.admy ADMX File 2KB
|j Sensors.admx ADMX File 4KB
|j ServerManager.admx ADMX File 4KB
|j Servicing.admzx ADMX File 2KB
|j SettingSync.admx ADMX File 10KB
|j Setup.admx ADMX File 2KB
|j ShapeCollector.adm: ADMX File 2KB
D SharedFolders.admx ADMX File 2KB
[ Sharing.admx ADMX File 2K8
[ Shell-CommandPrompt-RegEditToals... ADMX File 4KB
u ShellWelcomeCenter.admx ADMX File 2KB
[ Cirdabar adome ADBAY Fila Awn

197 iterns 1 item selected 134 KB

Copy receiver.adml and paste it inside the folder C:\Windows\PolicyDefinitions\en-US.

| @ + | en-Us
Home Share View
&« v P > ThisPC » Local Disk (C) » Windows » PolicyDefinitions » en-US
] Name : Date medified Type Size

#* Quick access [ RacWmiProv.adml 9/12/2016 7:21 M ADML File 2KB
I Desktop #* [ Radar.adml 9/12/2016 7:21 AM  ADML File 3KB
; Downloads - |j Refgent.adml 9/12/2016 7:21 AM ADML File 2KB
@ Documents b |j receiver.adml 12/6/2016 45 AM  ADML File 111 KB
= Pictures - | Reliability.adml 9/12/2016 721 AM  ADML File 6 KB
|j RemoteAssistance.adml 9/12/2016 7:21 AM  ADML File 11 KB
£ This PC [] RemovableStorage.adml 9/12/2016 7:21 AM  ADML File 14 KB
= Network [ rPC.adml 9/12/2016 7:21 AM  ADML File 14 KB
N [ Scripts.adml 9/12/2016 7:21 AM  ADML File 13 KB
E] sdiageng.adml 9/12/2016 :21 AM  ADML File 4KB
| sdiagschd.adml 9/12/2016 7:21 AM___ ADML File 3KB

Note: The Receiver ADMX file is available in the C:\Program Files\Citrix\ICA
Client\Configuration folder of a Windows machine with Citrix Receiver installed. Remember
there are two files and two file locations to address in this step.

3. | Launch the Group Policy Management Console.
Click Start > Server Manager. Wait for the Server Manager to launch.

Click Tools and click Group Policy Management to launch the Group Policy Management
Console (GPMC).
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[ Server Manager

-@ 1 F

Component Services

Server Manager * Dashboard Manage  Tools  View  Help

Computer Management

188 Dashboard WELCOME TO SERVER MANAGER Defragment and Optimize Drives

§ Local Server Disk Cleanup

& Al Servers o C . abicue

- onfigure this local server [ Geoup Poiy Momagement. |

& File and Storage Services b B Coopliolcy/Menaoimens
QUICK START !

nitiator

2 Add roles and features Ll R )
Micresoft Azure Services
‘QDBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)
4 Create a server group Performance Monitor
Print Management

to cloud services Resource Monitor

3 Add other servers to manage

WHAT'S NEW

5 Connect this
Services Hide
LEARN MORE System

System Information
Task Scheduler
Windows Firewall with Advanced Security

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
Windows Memory Diagnostic

Windows PowerShell
Windows PowerShell (x86)
® Manageability ® Manageability ® Mana Windows PowerShell ISE
Windows PowerShell ISE (x86)

iR File and Storage

1
Services

Events Events Events
. Windows Server Backup

Performance Services Servi

BPA results Performance Performance

Expand Forest: workspacelab.com > Domains > workspacelab.com > Citrix > New York
> Endpoints.

Right-click the Endpoints OU and select Create a GPO in this domain, and Link it here.

3, Group Policy Management Endpoints
v A4 Forest workspacelab.com

) i Linked Group Folicy Objects  Group Policy Inheritance  Delegation
_ Citrix Group Policy Moy|

+ (2} Domains lrkOrdsr  GPO
v &4 workspacelab.com 1 5] GiricRecsiver_PreLaunch
=/ Default Domain
s Lab_policies
w (2] Citrix
v [E] New York
= Endpc” o )
= Grou Create a GPO in this domain, and Link it here...
1] F
3 Mana Link an Existing GPO...
=] Server Block Inheritance
2] Users Group Policy Update...
o] VDA
= Domain Cenl Group Policy Medeling Wizard...
=t Group Policy New Organizational Unit
= WMI Filters
7 Starter GPOs = D
@ Sites New Window from Here

In the New GPO dialog box, enter CitrixPolicy ReceiverShortcuts in the name field and click
OK.

o

Right-click the CitrixPolicy ReceiverShortcuts GPO and select Edit.

Using the Group Policy Management Editor window navigate to Computer Configuration >
Policies > Administrative Templates > Citrix Receiver > SelfService.

Double-click Manage App shortcut and configure the setting as Enabled. Configure the
following options:

e Startmenu Directory: WWLabs

e Desktop Directory: WWLabs

e Enable Desktop Shortcut: Enabled
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A Manage App shortcut ] =
ge App

[E] Manage App shortcut

Previcus Setting Next Setting
() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: [ ayl Receiver supported platforms
Options: Help:
Startmenu Directons # | | If you enable this policy setting: ~
¥
|‘.".“."."Lab5 | - Clear the set of applications shown in the Receiver Window on
logeff. When selected, this option purges user details upen
Desktop Directory Receiver logoff. Deselecting this eption, Receiver may not purge

user details on upon Receiver logoff.
[WWLabs |

- Prevent Receiver performing a refresh of the application list
when opened. When selected, this option prevents Receiver from
performing a refresh of the application list after launching.
Deselecting this option, Receiver refreshes the application list

[] Disable Startmenu Shortcut

Enable Desktop Shortcut

[] Disable Categorypath when launching Receiver.
[ Remove apps on Logoff - Ignore self service selection of apps and make all mandatory. If
Receiver is werking with a PMAgent service this will be required
[ Remove apps on Exit to get all apps added automatically. If Receiver is working with a
Storefront Store, make the change on the Storefront server to
Clear the set of applications shown in the make the Store mandatory. (This setting currently dees not apply
Receiver Window on logoff to Sterefront Stores). When selected, this cption subscribes all
. . w | | applications in SelfService for PNAgent sites, Deselecting this
<B - : oo > option, the end user must manually subscribe to all the o

Click Apply and OK. Close the Group Policy Management Editor.

Note: Using a Citrix policy is one method to control shortcut behavior. You can also modify
shortcut behavior under the Properties of the application in Studio, by enabling the Add
shortcut to user’s desktop option under the Delivery tab.

You can create sub-folders for the shortcuts by updating the Application Category field within
the Delivery tab of the application within Studio.

Using Citrix Studio, navigate to Applications, right-click Word 2016 and select Properties.

On the left side select Delivery, on the right side enable Add shortcut to user’s desktop.
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Application Settings

Studio Delivery

Specify how this application will be delivered to users.

Application icon:

Identification -
e 1 o

Application category (optional):

{ Office Apps

Location

Groups

The Category in Receiver where the application appears

Add shortcut to user's desktop l

Limit Visibility

File Type Association
Zona How do you want to control the use of this application?
®) Allow unlimited use

Limit the number of instances running at the same time to:

| Limit to one instance per user

OK “ Cancel '\ ( Apply

Click Apply and then click OK.

Key Takeaways:

You can manage Receiver Desktop and Start Menu application shortcut placements by using
Group policies with the Receiver ADMX template.

Exercise 7-10: Test Shortcut Placement

Scenario:
Your task is to verify your previous shortcut configurations by logging on and verifying the shortcuts.

1.

Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

In the bottom right of the screen, right-click the Citrix Receiver icon and select Exit.

Right-click Start, select Command Prompt to launch a command prompt. Enter the following
command:
gpupdate /force

Close the Command Prompt after the command has completed successfully.

Click Start and launch Citrix Receiver.

Log on with the following credentials:
e User name: HR1
e Password: Password1l
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Notice the WWLabs shortcut folder that appears on the Desktop and in the Start Menu.

Note: In the event that the applications fail to show up, and you have confirmed the GPO
settings are correct, try to reboot NYC-WRK-001. If this does not help, re-install Citrix
Receiver using the Administrator account.

5. | Click Start > All apps on NYC-WRK-001, and select the WWLabs folder to view the
application shortcuts.

. WiWlLabs

Access 2016

OneMote 2016

PowerPoint 2016

Word 2016

X

f;.‘ Xbox

Double-click the WWLabs folder on the desktop to view the application shortcuts.

| = | WwLabs
Recycle Bin File Home Share View

= o« 4 » WWlabs

3 Quick access Mame
[ Desktop Office Apps
Lab Resources ; Downloads Iﬁ] OneMote 2016

Documents PE PowerPoint 2016

[&=| Pictures
Certs
J‘& Music

E Videos

[ This PC

nq ¥ Network

% oW N N

b

WiWLabs

Ch

Note: When the self-service mode is enabled, the applications that a user is subscribed to are
placed in the shortcuts folder.
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6. | To verify you can launch a published resource from a shortcut placement, test launch an
application.

In the WWLabs > Office Apps folder on the Desktop, double-click Word 2016 to launch the

application.
. | = | Office Apps
Home Share View
€« v » WWlabs > Office Apps
5+ Quick access Mame
[ Desktop ™ Access 2016
‘ Downloads Excel 2016
%] Documents TEl Word 2016
=/ Pictures
Certs
b bAvicic

7. | Close Word 2016.
Log off the Store.
Click HR1 and Log Off.

Log off NYC-WRK-001.

To log off, right-click Start > choose Shut down or sign out > and click Sign out.

Key Takeaways:

e Citrix Receiver will create the folders specified and load shortcuts for all subscribed resources at
launch time.

e Citrix recommends setting the policy to delete shortcuts at logoff to create a more dynamic user
experience.

Exercise 7-11: Disable Self-Service Mode and Test

Scenario:
In some situations, it may be preferable to disable the favorites menu within Receiver.

Your task is to disable the favorites menu within Receiver by disabling User Subscriptions.

Step Action
1.

Using the Remote Desktop Connection Manager, connect to NYC-STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.
2. | Confirm the Citrix StoreFront Management Console is still open.
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Note: If the Citrix StoreFront Management Console was closed in a previous exercise, click
Start > Citrix > Citrix Storefront to launch the Citrix StoreFront Management Console.

Select the Stores node, and then verify WWLabsStore is selected. Then, select Configure
Store Settings under WWLabsStore.

WWlabsStore -
Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods
Manage Receiver for Web Sites
Ceonfigure Remote Access Settings

Ceonfigure XenApp Services Supp...

I Configure Store Settings I

Export Provisioning File
Rermnove Store

ﬂ Help

On Manage User Subscriptions select Disable User Subscriptions (Mandatory Store) and
click OK.

Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

Right-click the Citrix Receiver icon in the system tray and select Exit.
Click Start and launch Citrix Receiver.
Log on with the following credentials:

e User name: HR1

e Password: Password1l

Notice that the FAVORITES view is removed.

@ Citrix Receiver — [m] S

\XNN/14BS -—

All Categories Q, Search All Apps

Log off Citrix Receiver.
Click HR1 and Log Off.

Close Citrix Receiver.
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Launch Internet Explorer and navigate to https://storefront.workspacelab.com.

Log on to the store page using the following credentials:
e User name: HR1
e Password: Passwordl

Notice that the FAVORITES view is removed.

e @ https://storefrontwork... O ~ @ C @ Citrix Receiver x { o ‘::

File Edit View Favorites Tools Help

(} g [=]=] T
LABS [=]=] - workspacelab.comyhrl ¥
DESKTOPS APPS

All Categaries Q, Fearch All Apps

Using the Remote Desktop Connection Manager, switch back to NYC-STF-001.

Note: In a previous exercise, you had logged on to NYC-STF-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-STF-001 by
right-clicking this machine and selecting Connect server.

Return to the Citrix StoreFront Management Console.

Select the Stores node, and then verify WWLabsStore is selected. Then, select Configure
Store Settings under WWLabsStore.

WWlLabsStore -
Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods
Manage Receiver for Web Sites
Configure Remote Access Settings

Configure XenApp Services Supp...

I Ceonfigure Store Settings I

Export Provisioning File
Remuowve Store

ﬂ Help

On Manage User Subscriptions select Enable User Subscriptions (Self Service Store) and
click OK.

Key Takeaways:

The Self-Service feature is great when administrators wish to simplify the user experience and
allow users to select only the specific applications they need; however, this approach works best
when using Citrix Receiver as the launch interface.
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Disabling User Subscriptions will remove the favorites item in Receiver and make the APPS view
default.

When you disable subscriptions, StoreFront will stop filtering the resources and users will see all
available applications when they connect to the store. Their previous subscriptions however, are
not deleted in the database and users can recover them if you re-enable the feature.

Exercise 7-12: Create and Test Application Group

Scenario:

Your lead Citrix admin has tasked you to investigate the new Application Group feature. This feature
allows for applications from multiple Delivery Groups to be tied together as one administrative entity. For
now, you will only use applications from a single Delivery Group.

Step Action
1. | Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.
Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2. | Click Start > Citrix > Citrix Studio to launch Citrix Studio.
3. | From the left pane select Applications and from the Actions pane on the right-click Create
Application Group.
Actions
Applications -
ﬁ Add Applications
7 Create Application Group -
View 3
| Refresh
E Help
4. | Click Next on the Introduction page.
5. | Select NYC-DG-ServerOS-Apps-Desktops and click Next.
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Create Application Group

Studio Delivery Groups
Optionally, select one or more Delivery Groups to associate with this Application Group.
| Restrict launches to machines with tag: -
¥ Introduction »
.. Name + | Machines
Delivery Groups
i ¥ Compatible Delivery Groups (3)
sers —
! NYC-DG-DesktopOS-Desktops 1
Applications Windows 10 Desktop for Technicians
Summary ¥ NYC-DG-ServerOS-Apps-Desktops 1
Windows 2016 Desktop
NYC-DG-ServerOS-Manual-Apps-Desktops 1

Windows 2016 - Manually Provisioned

» Incompatible Delivery Groups (1)

[ Bk | | Cancel

On the Users page, leave defaults and click Next.

Create Application Group

Users

Studio
Specify who can use the applications in this Application Group: either all users in the Delivery
Groups you selected previously, or only users you specify here.

¥ Introduction @) Allow any users in the selected Delivery Groups to use applications in this Application Group.

¥ Delivery Groups Restrict use of applications in this Application Group to the following users:

Users

Applications

Summary

Note: Any users configured in this Delivery Group will be able to access applications provided
by the Application Group, by selecting the above option.

On Applications page, click on the Add drop-down and select Existing.

Wait for the applications to enumerate. Select all Microsoft Office applications and
Notepad, then click OK.

293



Create Application Group

Studio Applications

To add applications, click "Add" and choose a source. Then select applications from that source.
You can optionally place new applications in a non-default folder and change application

roperties.
¢ Introduction POk

¥ Delivery Groups Name 4

« Users w' Access 2016

- ~ KEYWORDS:Mandatory
Applications ‘ Excel 2016
Summary m KEYWORDS:Auto
| Notepad

m OneNote 2016
KEYWORDS:Featured Auto HR

[ Outlook 2016
[ PowerPoint 2016
3 Word 2016

n
1)

Place the new applications in folder:

[& Applications\

Click Next.

On Summary page type the following information:
e Application Group name: App Group MS Office
o Description (optional): App Group for MS Office Apps

Create Application Group

Studio Summary

Restrict launches to machines with tag:

introduction Delivery Group: NYC-DG-ServerOS-Apps-Desktops
+ Delivery Groups Users: Any users in selected Delivery Groups
Applications to add: Access 2013, Excel 2013, OneNote 2013,
Yoeo Outlook 2013, PowerPoint 2013, Publisher 2013,
+ Applications Word 2013
Summary
Application Group name:
| App Group MS ’
Description (optional):
! App Group for MS office Apps ’
Click Finish.

It is recommended to publish applications from either Application Groups or Delivery Groups,
so we will remove all Microsoft Office applications from the Delivery Group.
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From the left pane, select Delivery Groups and in the middle pane click on NYC-DG-
ServerOS-Apps-Desktops.

In the lower middle pane, select the Applications tab and select all 7 applications.

On the Actions pane under selection, select Remove from Delivery Group.

File Action View Help
L ARl 7 |

¥ Citrix Studio (SITE-NewYo|
O Search

Machine Catalogs

Delivery Groups -

[ AppDisks Delivery Group + | Delivering No. of mac... | Sessionsin.. | AppDisks Create Delivery Group
eliver rou| -DG-Desl -Desktops esktoy otal: otal:
Delivery Groups NYC-DG-DesktopOS-Desktop: Desktops Total: 1 Total: 0 0 View »
# Applications Desktop OS Unregister...  Disconnec...
= Refresh
[= Policies NYC-DG-RemotePC Desktops Total: 1 Total: 0 p |G Refres
[ Logging Desktop OS (Static machine assignment) £k Unreg.. Disconnec.. [ Hep

> [ Configuration NYC-DG-Server0S-Apps-Desktops Applications and Desktops Totat: 1 Total: 0 p—
Server 08 Unregister... Disconnec... lection

NYC-DG-ServerOS-Manual-Apps-Desktops  Applications and Desktops Total: 1 Totak: 0 0 | NVC-DG-ServerOS-Apps-Desktaps
Server 05 Unregister...  Disconnec... Add Machines

% Add Applications

Edit Delivery Group

£, Manage AppDisks

% Manage Tags

B Tum On Maintenance Mode

ename Delivery Group
R Delivery G
Delete Delivery Group
B View Machines

B View Applications

Details - NYC-DG-ServerOS-Apps-Desktops

Details | Applications w Machine sﬂ 2 E M gﬁ Administrators
Name + [ Source
AF Access 2016

[ Test Delivery Group
Master Image

KEYWORDS:Mandatory clected liem: (7)

Xl Excel 2016 [ Remove from Delivery Group
KEYWORDS:Auto Master Image

B Notepad Master Image B Hep

N] OneNote 2016

KEYWORDS:Featured Auto HR Master Image

04 Outlook 2016 Master Image
P3 PowerPoint 2016 Master Image
wl Word 2016 Master Image

Note: For multiple selection, press the Ctrl Key and select each app one by one.

10.

When prompted for confirmation click Yes.

9 Are you sure you want to remove 7 applications from the
Delivery Group "NYC-DG-Server0S-Apps-Desktops"?

Test Application Launch of App Group Applicatio

11.| Using the Remote Desktop Connection Manager, switch to NYC-WRK-001.
Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.
12.| Launch Internet Explorer and navigate to https://storefront.workspacelab.com.
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Log on with the following credentials:
e User name: HR1
e Password: Passwordl
13.| The Microsoft Office applications are still present under FAVORITES.
— m] *
e @ https://storefrontwork... O « @ Citrix Receiver X }u"b f-.n? ‘Z::’ ‘ZZQZ'
File Edit View Favorites Tools Help
{.5 @ Citrix Receiver
' m I:I workspacelab.com\hrl ¥
\Wl ABS FAVORITES DESKTOPS - . I
Q Eaa-:’ Favorites
~
EI Details @ Details
Word 2016 Access 2016
Details @ Details
Excel 2016 OneNote 2016
@I Details
PowerPoint 2016
W
This verifies all application properties and keywords are intact and applications have been
successfully moved from a Delivery Group to Application Groups.
14.| Log off the Receiver for Web.
Click HR1 and Log Off.

Key Takeaways:
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Application Groups consists of three elements: applications from one or more Delivery Groups,
users that can access the applications and settings that apply to the Application Group.

When adding applications from multiple Delivery Groups we can load balance the users across
those different Delivery Groups or we can assign priority to prefer a specific Delivery Group for a
set of users.

Citrix recommends using either Delivery Groups or Application Groups, avoiding using both since
this may lead to unnecessary complexity and administrative overhead.




Module 8: Printing with XenApp and
XenDesktop

Overview:
This module presents the basic concepts of printing in a XenApp and XenDesktop environment.

Before you begin:
Estimated time to complete Module 8 lab exercises: 65 minutes

Exercise 8-1: Configure Printer Auto Creation

Scenario:
The default Auto-Creation policy is to auto-create all printers mapped and attached to the endpoint device
that the user is using to make an HDX connection to a resource session.

WW Labs new written policy enforces users to have limited printing sources to cut down on printing
supplies overhead. Additionally, your Lead Citrix Architect has reinforced this written policy to address
performance, because the fewer printers created during the session start up, the faster the session starts.

Your task is to configure the Auto-Creation policy to minimize the number of printers created during
session start up for a user to only create the default printer in the session to free up resources on the
VDA, and speed up logon duration.

Step Action
1. | The following VMs are required before beginning the exercises for this Module; all others may
be powered down.

To power manage your VMs, switch to XenCenter, right-click on the VM in the left pane and
select Start or Shut Down. If prompted click Yes.

NYC-ADS-001
NYC-SQL-001
NYC-FSR-001
NYC-XDC-001
NYC-STF-001
NYC-MAN-001
NYC-SRV-001
NYC-DTP-001
NYC-WRK-001

Note: These above VMs are listed in the start-up order.
2. | Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.

To log on to NYC-XDC-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
o User name: Workspacelab\Administrator
e Password: Passwordl
3. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.

On the right pane, click Create Policy.
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Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

On the Settings page, in the All Settings drop-down, select Printing (under ICA heading).

Create Policy
Studio Select settings
(a1 Versions) | [ settngs | 2]
| Settings: 05| Multimedia & [ View selected only
Settings

5 | Multi-Stream Connections Select £
Users and Machines | =
Port Redirection
Summary

o T =
Com| i‘

v

Not Client Printers £

» Al Drivers L Select
Com| . .
Not Universal Print Server

» Advz Universal Printing Select
Comi B Br2012
Not{ Security

> Advi  Server Limits Select
Com| er2012
Not Session Limits.
Plea BessionReliabiliy . |ntenance in (TIMELEFT)

» AdvarncEwariimy voxX Uue Select

Computer setting - Connector for Configuration Manager 2012
Not Configured (Default: Upcoming Maintenance)

v

Back | V_J Cancel

Scroll down to the Auto-create client printers setting, and click Select for this setting.

Verify the Auto-create all client printers option is selected as the Value.

Edit Setting

Auto-create client printers

Value: iAuto—craate all client printers « ]

[] Use default value: Auto-create all client printers
¥ Applies to the following VDA versions

Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS5, 7.1 Server OS, 7.1 Desktop OS, 7.5 ]
Server 08, 7.5 Desktop O, 7.6 Server 05, 7.6 Desktop O3, 7.7 Server 05, 7.7 Desktop OS, 7.8
Server 05, 7.8 Desktop OS, 7.9 Server 05, 7.9 Desktop O5, 7.11 Server OS5, 7.11 Desktop O5, 7.12
Server 08, 7,12 Desktop 05, 7.13 Server 05, 7.13 Desktop OS

¥ Description
Specifies which client printers are auto-created. This setting overrides default client printer auto-
creation settings. By default, all client printers are auto-created.
This setting applies anly if the “Client printer redirection” setting is enabled.
“Auto-create all client printers” creates all printers on the client device.
“Do not auto-create client printers” turns off printer autocreation when users log on.
“Auto-create the client’s default printer only” automatically creates the printer selected as the
client’s default printer.
“Auto-create local (non-network) client printers only” automatically creates only printers directly
connected to the client device through LPT, COM, USB, or other local port. Ll

Click OK.
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Locate the Client printer redirection setting, and next to this setting click Select.

Leave the default setting of Allowed.

Edit Setting

Client printer redirection

@ Allowed

Client printers can be mapped, if specified elsewhere
) Prohibited

Nao client printers will be mapped

¥ Applies to the following VDA versions
Virtual Delivery Agent: 5.6, 7.0 Server O3, 7.0 Desktop OS, 7.1 Server OS, 7.1 Desktop OS5, 7.5 Server
05, 7.5 Desktop OS, 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server 05, 7.8
Desktop OS5, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server OS5, 7.11 Desktop 08, 7.12 Server 05, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05

¥ Description
Allows or prevents client printers to be mapped to a server when a user logs on to a session. By
default, client printer mapping is allowed.

¥ Related settings
Auto-create client printers

o |

Click OK and click Next.

Note: By not changing any settings, you are still making a change by selecting to include this
setting in the new policy.

On the Users and Machines page, for the Assign policy to option, select Assign next to
Delivery Group.
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Create Policy

Studio Assign policy to

. () All objects in the site

¥ Settings User and machine objects: 0 selected [ View selected only
Users and Machines » Access control Assign *

| Applies to user settings only
Summary

» Citrix CloudBridge Assign
Applies to user settings only

» Client IP address Assign
Applies to user settings only

» Client name Assign

Applies to user settings only

v

Delivery Group
Applies to all settings

» Delivery Group type Assign
Applies to all settings

» Organizational Unit (OU) Assign
Applies to all settings

» Tag Assign
Applies to all settings 54

In the Assign Policy menu, select NYC-DG-DesktopOS-Desktops in the Delivery Group drop-
down menu and click OK.

Assign Policy

Delivery Group

Applies to: Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS, 7.1 Server 0S, 7.1 Desktop OS, 7.5 Server 05, 7.5
Desktop OS, 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server O3, 7.8 Desktop 08, 7.9 Server 05, 7.9
Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server 05, 7.12 Desktop OF, 7.13 Server 08, 7.13 Desktop 05

Apply policy based on the delivery group membership of the desktop running the session.

Delivery Group elements:

Mode Controller | Delivery Group
nyc-xdc-001.workspacelab.com:8( lN\"C—DG—DesktopDS—Des!clops V] +||—=
[ Enable
Click Next.

8. | On the Summary page, enter the following information:
e Policy name: Technicians-Print Settings
e Description: Print settings for Technician Desktops
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Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: {Technicians-Print Settings | ¥ Enable policy
¥ Users and Machines Description: Print settings for Technician Desktops
Summary
Settings configured: 2 Assigned to: 1 user and machine objects
wmm e » Delivery Group
User setting - ICA\Printing\Client Prin... Applies to all settings
Auto-create all client printers (Default: t
Auto-create all client printers)
Client printer redirection
User setting - ICA\Printing
Allowed (Default: Allowed)
(o I (o)
Click Finish.

Key Takeaways:
e For most client scenarios, having the default printer available in a session is sufficient — define
exceptions to this policy when needed.
e This method of mapping printers is referred to as Client Print, because the print will flow from the
VDA to the client endpoint device, and then to the printer device.

Exercise 8-2: Test that Auto Creation was Successful

Scenario:

Your task is to verify the previously configured Auto-Creation policy was successful in auto-creating only
the endpoint’s default printer. To verify that the printer in the session is auto-created, look at the name of
the printer, which should include both a session humber and the name of the endpoint PC.

1. | Using the Remote Desktop Connection Manager, connect to NYC-WRK-001.
To log on to NYC-WRK-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\HR1
e Password: Passwordl

2. | Click Start and launch Citrix Receiver.

Log on with the following credentials:
e User name: Technicianl
e Password: Passwordl
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Select the DESKTOPS tab and launch Technician Desktop.

Note: If Technician Desktop does not appear automatically, you may need to select Refresh
Apps from the Citrix Receiver menu. If the Desktop fails to launch, switch to XenCenter and
reboot NYC-DTP-001.

Note: There may be several windows that open, triggered by the logon to the Technician
Desktop, such as a Setting up your apps welcome screen and / or a Receiver Add Account
screen. It may take a few minutes for the Setting up your apps window to disappear.

3. | Click the Start menu, and then type Notepad. Click Notepad from the list to open it.

4. | In Notepad, click File > Print.

mj Untitled - Notepad

File Edit Format View Help
Mew Crl+MN
Open.. Ctrl+0
Save Ctrl+5
Save As...
Page Setup...
Print... Ctrl+P
Exit

|

5. | In the Print dialog box, review the printers that appear.

'i = Print X
General
Select Printer
12l Fax = Microsoft P
@& Lexmark Universal v2 PS3 (from NYC-WRE-001) = Microsoft X
= Microsoft Print to PDF M Microsoft X
< >
Status: Ready [JPrnttofie | Preferences
Location:
Comment:  Auto Created Client Printer NYC-WRK-D01 Find Prirtter...
Page Range
® Al Mumber of copies: |1 =
Selection Cument Page
Pages: Caollate
111/ 22| 3)3
Print Cancel Apply

The policy setting is applying and therefore only auto-creating the user’s default printer.

6. | On the Print dialog box, click Cancel.
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Close Notepad, and log off Technician Desktop.

Log off Citrix Receiver.

Click Technicianl and Log Off. Close the Receiver window.

Key Takeaways:
e The default printer from the endpoint connects through the HDX channel to the user’s session.
e Every subsequent connection, or reconnection, will initiate a mapping of the default printer on the
endpoint device, allowing users to change their printer inside the session by specifying a new
default printer.

Exercise 8-3: Configure Session Printers

Scenario:
Your Citrix Lead Architect has informed the Citrix Administrator team that users will need to print from
Citrix Sessions to mapped printers managed by print servers.

Your task is to ensure users receive different printers, depending on which floor of the building they
connect to the sessions from. You have decided to use the Session Printers policy to supply the printers
to users and use the different subnets as filters. This will allow you to provide users with a printer closest
to their current location.

Step Action
1. | Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.

On the right pane, click Create Policy.

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. | On the Settings page, in the All Settings drop-down, select Printing (under ICA heading).

4. | Locate the Session printers setting, and next to this setting click Select.
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Create Policy

Studio Select settings
[ (a0 Versions) ~ [ printing Bl Al
] Settings: 0 selected [ View selected only
Settings e
eerar T inc e | Not Configured (Default: Held in profile only if not saved on client) 3
» Retained and restored client printers Select
Summary User setting - ICA\Printing\Client Printers
Not Configured (Default: Allowed)
» Session printers Select

User setting - ICA\Printing
Not Configured (Default: )

» Universal driver preference Select
User setting - ICA\Printing\Drivers
Not Configured (Default: EMF:XPS;PCLSc;PCL4:PS)

» Universal print driver usage Select
User setting - ICA\Printing\Drivers

Not Configured (Default: Use universal printing only if requested driver is
unavailable)

» Universal Print Server enable Select
Computer setting - ICA\Printing\Universal Print Server
Not Configured (Default: Disabled)

¥ Universal Print Server print data stream (CGP) port Select
Computer setting - ICA\Printing\Universal Print Server
Not Confiqured (Default: 7229) S

Next Cancel

In the Edit Setting dialog box that opens, under Session printers, click Add.

In the Add Printer dialog box that opens, enter the following text for the Printer UNC path:

\\NYC-FSR-001\SamsungBWLaser

7= Add Printer

Printer UNC path:

I\WNYC-FSR-001\SamsungBWlaser |

] Prompt for network credentials OK | | Cancel |

On the Add Printer dialog box, click OK. On the Edit Setting dialog box, click OK.

Locate the Default printer setting, and next to this setting click Select.
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Create Policy

Studio Select settings
[ (a1 Versions) ][ printing - £l
| Settings: 1 selected [ View selected only
Settings USer Setting - ILAPIINTING\CIIENt Frinters 7
T A ‘ Not Configured (Default: Standard printer names)
» Client printer redirection Select
Summary User setting - ICA\Printing
Not Configured (Default: Allowed) |—'
Default printer
User setting - ICA\Printing |
Not Configured (Default: Set default printer to the dlient's main printer)

» Direct connections to print servers Select
User setting - ICA\Printing\Client Printers

Not Configured (Default: Enabled)

Printer assignments Select
User setting - ICA\Printing

Not Configured (Default: )

Printer auto-creation event log preference Select
User setting - ICA\Printing

Not Configured (Default: Log errors and warnings)

Printer driver mapping and compatibility Select
User setting - ICA\Printing\Client Printers

Not Configured (Default: ) 3

O e - S L Calncs

v

v

v

In the Edit Setting dialog box that opens, click Add.

In the Add Printer dialog box that opens, enter the following text for the Printer UNC path:

\\NYC-FSR-001\SamsungBWLaser

7= Add Printer

Printer UNC path:

"\WNYC-F5R-001\SamsungBWlaser |

[ Prompt for network credentials - | | LI

On the Add Printer dialog box, click OK.

In the Edit Setting dialog box, click the drop-down list and select \NYC-FSR-
001\SamsungBWLaser.
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Edit Setting

Default printer

Choose dlient's default printer:
[\ANYC-FSR-001\SamsungBWLaser - | Add..

[] Use default value: Set default printer to the client's main printer

¥ Applies to the following VDA versions
Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS, 7.1 Server 08, 7.1 Desktop 05, 7.5 Server
08, 7.5 Desktop OS, 7.6 Server OS, 7.6 Desktop OS, 7.7 Server 0§, 7.7 Desktop 05, 7.8 Server 05, 7.8
Desktop 05, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server OS, 7.11 Desktop 08, 7.12 Server 05, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop OS

¥ Description
Specifies how the client's default printer is established in an [CA session. By default, the client's
current printer is used as the default printer for the session.

“Set default printer to the client's main printer” allows the client’s current default printer to be used
as the default printer for the session.

‘Do not adjust the user's default printer” uses the current Terminal Services or Windows user profile
setting for the default printer. If you choose this option, the default printer is not saved in the profile
and it does not change according to other session or client properties. The default printer in a
session will be the first printer auto-created in the session, which is either:

* The first printer added locally to the Windows server in Control Panel > Printers

* The first auto-created printer, if there are no printers added locally to the server

You can use this option to present users with the nearest printer through profile settings (known as
Proximity Printing).

When policy settings are resolved, the default printer applied by this setting is overridden by a
default printer applied by the "Printer assignments” setting.

Use individual "Default printers” policies to set default behaviors for a farm, site, large group, or OU.
Use the “Printer assignments” policy to assign a large group of printers to multiple users.

Click OK and then click Next.

9. | Inthe Users and Machines page, click Assign next to the Client IP address option under the
Assign policy to field.

Assign policy to

() All objects in the site

User and machine objects: 0 selected [ View selected o
b Access control Assign

Applies to user settings only

b Citrix CloudBridge Assign
Applies to user settings only

» Client IP address

Applies to user settings only

10.| In the Assign Policy dialog box, configure the following settings:
¢ Mode: Allow
e |P address: 192.168.10.0-192.168.10.254
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Assign Policy

Client IP address

Applies to: Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS, 7.1 Server 05, 7.1 Desktop OS, 7.5 Server 05, 7.5 Desktop O5,
7.6 Server 05, 7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server O35, 7.8 Desktop OS5, 7.9 Server 0§, 7.9 Desktop 05, 7.11
Server OS5, 7.11 Desktop OS, 7.12 Server 05, 7.12 Desktop O, 7.13 Server OS5, 7.13 Desktop 05

Apply policy based on the IP address of the user device used to connect to the session.

Client IP address elements:

Mode IP address
Allow - |192.163.10.0-192.16&.m.254 | E] -
Enable
Click OK.
11.| On the Users and Machines page, click Next.
12.| On the Summary page, configure the following:
e Policy name: Floorl-Proximity Printing
e Description: Printing settings for proximity printing on 15 floor
Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
¥ Settings Policy name: | Fioor1-Proximity Printing ‘ ) Enable policy
+ Users and Machines Description: Printing settings for proximity printing on 1st flooq
Summary
Settings configured: 2 Assigned to: 1 user and machine objects
Dcf-dn_n'ntar o » Client IP address
t’:;c f:‘%\ﬁ“i::;'"g Applies to user settings only
(Default: Set default printer to the
client’s main printer)
Session printers
User setting - ICA\Printing
\\nyc-fsr-00T\Samsung BWLaser
(Default: )
Click Finish.
13.| Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.

On the right pane, click Create Policy.

Note: Studio was launched in a previous exercise. If Studio was closed in a previous exercise,

then click Start > Citrix > Citrix Studio.

14.

On the Settings page, in the All Settings drop-down, select Printing (under ICA heading).

15.

Locate the Session printers setting, and next to this setting click Select.
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Create Policy

Studio Select settings
[ A Versions) ~ || printing -] Al
| Settings: 0 selected [] View selected on
g
Settings - >
Users and fhaiii | Not Configured (Default: ) -
Al b i ) Printer properties retention Select
Summary User setting - ICA\Printing\Client Printers
Not Configured (Default: Held in profile only if not saved on client)
» Retained and restored client printers Select

User setting - ICA\Printing\Client Printers
Not Configured (Default: Allowed)
» Session printers

User setting - ICA\Printing
Not Configured (Default: )
» Universal driver preference
User setting - ICA\Printing\Drivers
Not Configured (Default: EMF;XPS;PCL5c;PCL4;PS)
» Universal print driver usage Select
User setting - ICA\Printing\Drivers
Not Configured (Default: Use universal printing only if requested driver is
unavailable)

» Universal Print Server enable Select
Computer setting - ICA\Printing\Universal Print Server
Not Configured (Default: Disabled) v

In the Edit Setting dialog box that opens, under Session printers, click Add.

16.| In the Add Printer dialog box that opens, enter the following text for the Printer UNC path:

\\NYC-FSR-001\HPLaserJet4350

& Add Printer X

Printer UNC path:
"\NYC-FSR-001\HPLaser)et4350 |

FOWS

[] Prompt for network credentials OK | | Cancel |

On the Add Printer dialog box, click OK. On the Edit Setting dialog box, click OK.

17.| Locate the Default printer setting, and next to this setting click Select.

Create Policy
Studio Select settings
[ A versions) < || Printing - £
| Settings: 1 selected [] View selected only
Settings 2=

-

» Automatic installation of in-box printer drivers Select
User setting - ICA\Printing\Drivers

Summary Not Configured (Default: Enabled)

Client printer names Select

User setting - ICA\Printing\Client Printers

Not Configured (Default: Standard printer names)

Client printer redirection Select

User setting - ICA\Printing

Not Configured (Default: Allowed)

Users and Machines

-

v

Not Configured (Default: Set default printer to the client's main printer)

Direct connections to print servers
User setting - ICA\Printing\Client Printers
Not Configured (Default: Enabled)

» Printer assignments Select
User setting - ICA\Printing
Not Configured (Default: )

» Printer auto-creation event log preference Select

User setting - ICA\Printing
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In the Edit Setting dialog box that opens, click Add.

18.| In the Add Printer dialog box that opens, enter the following text for the Printer UNC path:
\NYC-FSR-001\HPLaserJet4350
Add Printer X
Printer UNC path:
\\NYC-FSR-001\HPLaserJet4350
[] Prompt for network credentials 0K || Cancel |
On the Add Printer dialog box, click OK.
19.| In the Edit Setting dialog box, click the drop-down list and select \NYC-FSR-
001\HPLaserJet4350.
Click OK and then click Next.
20.| On the Users and Machines page, click Assign next to the Client IP address option under
the Assign policy to field.
21.| In the Assign Policy dialog box, verify the following settings:
e Mode: Allow
e [P address: 192.168.20.0-192.168.20.254
Click OK.
22.| On the Users and Machines page, click Next.
23.| On the Summary page, configure the following:

e Policy name: Floor2-Proximity Printing
e Description: Printing settings for proximity printing on 2" floor

Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: | Floor2-Proximity Printing | 2 Enable policy
¥ Users and Madhines Description: Printing settings for proximity printing on 2nd floor
Summary
Assigned to: 1 user and machine objects
= » Client IP address
e Applies to user settings only
\\nyc-fsr-001\HPLaserJet 4350 (Default:
Set default printer to the client’s main
printer)
Session printers
User setting - ICA\Printing
\\nyc-fsr-001\HPLaserJet 4350
(Default: )
——  eE——
e ]
Click Finish.

Key Takeaways:
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Session printers are a list of network printer shares that connect inside the session on the VDA,
and route the print action directly to the print server.

Using a Citrix Policy to define session printers ensures a high-level of granularity, since we can
filter the policy on various elements, such as endpoint IP addresses.

The term proximity printing covers mapping printers to sessions based on which IP the session
was initiated from, this way we can ensure that users roaming different locations will always be
assigned a printer close to their endpoint.

All printers defined in multiple session printer policies accumulate for each user.

Session printer policies are evaluated during both logon and reconnection. For example, if a user
starts a session from the 1t floor, and then disconnects, and then re-connects to the session on
the 2" floor, their printers would be refreshed.

Exercise 8-4: Test that the Session Printers Mapped to the

Session

Scenario:
Your task is to test the previously configured Session Printers policy rule, by verifying a user connection
to a session from an endpoint device on the second floor IP Subnet gets the Samsung BW Laser Printer.

Step Action

1.

Using the Remote Desktop Connection Manager, switch to NYC-WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.

2. | Log on to Citrix Receiver with the following credentials:
e User name: HR1
e Password: Passwordl
Select the APPS tab and launch Notepad.
3. | In Notepad window, click File > Print.
4. | In the Print dialog box, note that the session printer SamsungBWLaser on NYC-FSR-001 is

mapped in the session and is set as the default printer.
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o= Print et
General

Select Printer

= Microsoft XP5S Document Writer (from MY C-WRK-001) in s... ™5end T

[l Samsung C268
i@ SamsungBWlaser on nyc-fsr-001

< >
Status: Ready [JFrrttofile | Preferences
Location:
Comment: Find Printer...
Page Range
@ Al MNumber of copies: |1 =
Selection Cument Page
Fages: Collate
111 2|2l 3)3
Pririt Cancel Apply

5. | On the Print dialog box, click Cancel.
Close Notepad.

Log off Citrix Receiver.
Click HR1 and Log Off.

Key Takeaways:
e Since the client is connecting from the 192.168.10.0 subnet, the VDA will activate the 15t floor

printing policy and subsequently map the Samsung printer.
e Printers can be mapped into the session in a number of different ways, including logon scripts,
group policies, group policy preferences and Citrix policies.

Exercise 8-5: Configure Print Job Routing

Scenario:

Your Citrix Lead Architect has tasked you to research why some printers in the POC installation show up
as being mapped from the client, and other printers look like they are being mapped from a print server.
In order to research this, you decide to start up a session and see if you can replicate the issue, before

trying to identify a solution.

Step Action
1. Using the Remote Desktop Connection Manager, confirm that you are still connected to NYC-
WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl
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Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.

2. On the taskbar of NYC-WRK-001, open File Explorer and browse to \\NYC-FSR-001\ to see
a list of shared printers.
Right-click HPLaserJet4350 and click Connect.
3. Log on to Citrix Receiver with the following credentials:
e User name: HR1
e Password: Passwordl
Select the DESKTOPS tab and launch HR Desktop.
Note: The Add Account window for Receiver may open when the Desktop is launched.
4. | Within the HR Desktop session, right-click Start Menu and select Control Panel.
5. In the Control Panel, type print in the search field, and select Devices and Printers.
6. Compare the HPLaserJet4350 printer and the Lexmark Universal v2 PS3 printer.
Note that the HP LaserJet includes on NYC-FSR-001 in the name.
v Printers (10)
CanonMP560 HPLaser)et4350 HPLaserJet5550  Lexmark
on NYC-FSR-001 Universal v2 PS3
(from
NYC-POC-PC1...
Note: Both printers are auto-created from the endpoint into the session, but since the HP
LaserJet is a network printer that the VDA can connect to, the VDA will initiate a direct
connection to the printer, instead of mapping the printer through the client print path.
7. | Within the HR Desktop, right-click the Start Menu, click on Shut down or signh out and select
Sigh out.
8. Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and choose Connect server.
Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl
9. Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.
On the right pane, click Create Policy.
Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.
10. | On the Setting page, in the All Settings drop-down, select Printing (under ICA heading).
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Create Policy

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions)

- | [ A Settings

Settings: 0 Keep Alive

v

Local App Access

Mobile Experience

AV Multimedia

Com/

Not{  Multi-Stream Connections

Actiy

Com| Port Redirection

Advz

Com Client Printers

Not Drivers

::\dw Universal Print Server
om|

Not Universal Printing

Pleas Security

= | 2|

= ntenance in {TIMELEFT})

[_] View selected only

a
=]

Select

Select

Select
er2012

Select
er2012

Advance warniiig vux uue

Computer setting - Connector for Configuration Manager 2012

Not Configured (Default: Upcoming Maintenance)

Select

11. | Locate the Direct connections to print servers setting, and click Select.
Click the Disabled radio button, and click OK.
Edit Setting
Direct connections to print servers
() Enabled
Make direct connections from host to print server for client printers hosted on an accessible
network share
(® Disabled
Do not make direction connections
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 5.6, 7.0 Server OS5, 7.0 Desktop 05, 7.1 Server OS, 7.1 Desktop OS, 7.5 ]
Server 05, 7.5 Desktop OS5, 7.6 Server O5, 7.6 Desktop 05, 7.7 Server OS, 7.7 Desktop OS, 78
Server 05, 7.8 Desktop OS5, 7.9 Server O5, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop OS, 7.12
Server 05, 7.12 Desktop OS, 7.13 Server 05, 7.13 Desktop 05
* Description
Enables or disables direct connections from the host to a print server for client printers hosted on |
an accessible network share. By default, direct connections are enabled.
Allow direct connections if the network print server is not across a WAN from the host. Direct
communication results in faster printing if the netwerk print server and host server are on the
sarme LAN. L |
o]
12. | On the Settings page, click Next.
13. | On the Users and Machines page, select Assign next to User or group.
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Create Policy

Studio

¥ Settings
Users and Machines

Summary

Assign policy to

@mggmm : ) All objects in the site

User and machine objects: 0 selected

v

v

v

v

v

Client IP address
Applies to user settings only

Client name
Applies to user settings only

Delivery Group
Applies to all settings

Delivery Group type
Applies to all settings

Organizational Unit (OU)
Applies to all settings

Tag
Applies to all settings

User or group
Applies to user settings only

[ View selected only

-

Assign

2> T = > =
£l > 5 5 £

=
lin
4
S

In the Assign Policy dialog box, click Browse and type HR. Click Check Names and select
the HR Group. On the Select User, Computer, or Group dialog box click OK and then click
OK on the Assign Policy dialog box.

Assign Policy

User or group
Applies to: Virtual Delivery Agent: 5.6, 7.0 Server 05, 7.0 Desktop OS5, 7.1 Server 05, 7.1 Desktop OS5, 7.5 Server 05, 7.5 Desktop 05, 7.6 Server
05, 7.6 Desktop OS, 7.7 Server 08, 7.7 Desktop OS, 7.8 Server OS5, 7.8 Desktop 05, 7.9 Server OS, 7.9 Desktop OS5, 7.11 Server OS5, 7.11 Desktop
05, 7.12 Server 05, 7.12 Desktop 08, 7.13 Server 05, 7.13 Desktop O3
Apply policy based on the user or group membership of the user connecting to the session.
User or group elements:
Maode | User or group name |
[atlow -] [mR | [Ceronse.. | -
[##] Enable
~oc
Click Next.

14.

In the Summary page, enter the following information:
e Policy Name: HR-Print Flow
e Description: Control printer mapping for HR Users.
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Studio Summary

View a summary of the settings you configured and provide a name for your new policy.

Policy name: [ 4RPrint Flow ¥ Enable policy

Description: Control printer mapping for HR Users.

Summary

Settings configured: 1 Assigned to: 1 user and machine objects
Di  connecti M ? s
User setting - ICA\Printing\Client Prin...

lies to user settings onl
Disabled (Default: Enabled) Ao kel

[ ek [ cancel ]

Click Finish.

15.

Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.

16.

Log on to Citrix Receiver with the following credentials:
e User name: HR1
e Password: Passwordl

Launch HR Desktop.

17.

Within the Hosted Desktop session, right-click Start and select Control Panel.

18.

In Control Panel, type print in the search field, and select Devices and Printers.

19.

Compare the HPLaserJet4350 printer and the Lexmark Universal v2 PS3 printer.

Note that both printers should now include from NYC-WRK-001 in the name. This means that
the HPLaserJet4350 is now following the client print pathway, instead of being directly
connected from the print server.

v Printers (11)

= =

CanonMP560 HPLaserJet4350 HPLaserJet5550 Lexmark
on NYC-FSR-001 Universal v2 PS3
(from (from
NYC-WRK-001)... NYC-WRK-001...
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Note: The HPLaserJet4350 printer has not changed, but the policy is now instructing the VDA
to only connect this printer from the endpoint and not to try to map the printer directly from the
print server.

20.

Within the Hosted Desktop, right-click Start > choose Shut down or sign out > and click
Sigh out.

21.

Using the Remote Desktop Connection Manager, connect to NYC-XDC-001.
To log on to NYC-XDC-001, right-click this machine and choose Connect server.
Note: The following credentials are used to make the connection:

e User name: Workspacelab\Administrator
e Password: Passwordl

22.

Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.

In the middle pane, select HR-Print Flow and from the action pane select Disable Policy.

Key Takeaways:

XenApp and XenDesktop will automatically map any client network printer as a direct mapping
from the print server if the print server is on the local network and the printer object is accessible.
Instead of sending the print job via the client to the print server, the print job is sent directly to the
print server.

This behavior can be controlled through Citrix policies.

In some WAN designs, using the client print route can enable less bandwidth usage and faster
print for the users.

Exercise 8-6: Configure Print Driver Mapping

Scenario:

Most printing scenarios, when printing from sessions, require specific drivers running on the machines
running the VDA hosting these sessions. One method to limit the number of drivers needed is to create a
mapping table that allows a single driver to be used when compatible and reduce the number of printer
drivers to install, test and maintain on the VDA machines.

Your task is to set the Print Driver Mapping policy to configure this mapping table.

Step Action

1.

Using the Remote Desktop Connection Manager, confirm you are still connected to NYC-
XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

o User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.

2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.
On the right pane, click Create Policy.
Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. | On the Settings page, in the All Settings drop-down, select Printing (under ICA heading).
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Locate the Printer driver mapping and compatibility setting, and next to this setting click
Select.

Create Policy

Stud io Select settings

(Al Versions) ¥ ] [ Printing = ] | £ l

Settings: 0 selected | View selected only
Sritings Not Configured (Default:) -
Printer auto-creation event log preference Select
Summary User setting - ICA\Printing
Not Configured (Default: Log errors and warnings)

Printer driver mapping and compatibility

Users and Machines

v

User setting - ICA\Printing\Client Printers
Not Configured (Defa: ”

Printer properties retention
User setting - ICA\Printing\Client Printers
Not Configured (Default: Held in profile only if not saved on client)

Under the Driver Name heading, click Add.

The Add driver mapping dialog box opens.

Type Lexmark Universal v2 PS3 in the Driver Name field and select the Replace with radio
button.

& Add driver mapping *

Driver Mame:
Lexmark Universal v2 P53

) Allow
) Do not create
() Create with universal driver only

® Replace with Find Driver...

& e

Click Find Driver.

In the Find printer driver dialog box that opens, select the Use this computer radio button,
click Browse, select NYC-SRV-001 and click OK.
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7= Find printer driver

Search for printer drivers on the following computer:

() Use the local computer

® Use this computer | \WWYC-5RV-001

Driver Name Environment ~
Microsoft XPS Document Writer wd Windows x64
Microsoft Print To PDF Windows x4
HP Color Laser)et 5550 PCL6 Class Driver Windows xbd
Canon Inkjet MP360 series Windows x64
Send to Microsoft OneMote 15 Driver Windows x64
Samsung C268x Series P5S Windows x64
Remaote Desktop Easy Print Windows x64
Microsoft Shared Fax Driver Windows xb4
OK Cancel

Wait for the Driver Names on NYC-SRV-001 to populate in the Driver Name box.

Select Samsung C268x Series PS and click OK. In the Add driver mapping dialog box, click
OK.

i Edit driver mapping >

Driver Name:

Lexmark Universal v2 P53

O Allow

) Do not create

) Create with universal driver only

®) Replace with | Samsung C268x Series PS

| QK || Cancel |
In the Edit Setting dialog box, click OK. Click Next.

In the Users and Machines page, next to the User or group option for the Assign policy to
field, click Assign.

In the Assign Policy dialog box, verify that in the Mode drop-down, Allow is selected.
Next to the User or group name field, click Browse.

In the Select User, Computer, or Group dialog box, type HR and click Check Names.
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Select User or Group >

Select this object type:

| |User or Group | Object Types...
From this location:
|Er1tire Directony |

Locations...

Enter the object name to select (examples):
HR| Check Mames

Advanced... ] 4 Cancel

Select the HR group and click OK. After the name is successfully added, click OK. Click Next.

10.| On the Summary page, configure the following:
¢ Policy name: HR-Print Driver Override
e Description: HR users print driver override policy

Create Policy
Studio Summary

View a summary of the settings you configured and provide a name for your new policy.

Policy name: HR-Pri i W A
¥ Settings rint Driver Override V| Enable policy
¥ Users and Machines Description: HR users print driver override policy

Summary
Settings configured: 1 Assigned to: 1 user and machine objects
hmdﬁmmamgm : » User or group
User setting - ICA\Printing\Client Prin... Applies to user settings only
Lexmark Universal v2 PS3 (Default: )
Coe ) I (oo
Click Finish.

Key Takeaways:

Use driver mapping to reduce the number of required drivers on VDAs.

Test for compatibility of the mappings before issuing them in production.

Can also be used to blacklist a certain printer driver with the function do not create.
Wildcards can be used when creating the rules (HP* > HP Universal PCL6 driver).
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Exercise 8-7: Test the Print Driver Mapped

Scenario:
Your task is to identify which driver is used to map a specific printer inside a session.

Step Action

1. | Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\HR1

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-001 by
right-clicking this machine and selecting Connect server.

2. | Log on to Citrix Receiver with the following credentials:

e User name: HR1

e Password: Passwordl

Select the DESKTOPS tab and launch HR Desktop

Launch Notepad.

3. | In Notepad, click File > Print.

4. | Inthe Print dialog box, right-click Lexmark Universal v2 PS3 (from NYC-WRK-001) in
session x and select Properties.

Untitled - Notepad

r=)
General

Select Printer

ik I e ark Universal v2 P53 (from MY C-POC-PC1) in session 3
osoft Print to PDF (from NYC-POC-PC1) in session 3
osoft XP5 Document Writer

Open
Run as administrator D ke

Set as Default Printer Ready [ Print to file

I A e s Buto Created Client Prirter NYC-POC-FC1

Pause Printing

Sharing...
£ Number of copies: |1 =

Use Printer Offline Curent Page

Refresh Collate

Create shortcut _l’g _2‘2 _3‘3_:

Delete

Rename

Properties | Fitl | | L | | Apply |

In the Properties dialog box, click the Advanced tab and view the Driver drop-down menu,
and notice that the driver defined in the printing policy Samsung C268x Series PS is being
used.
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™ Lexmark Universal v2 PS3 (from NYC-WRK-001) in session 16 Properties X
General Sharng Ports  Advanced  Color Management Securty Device Options  Samsung

(®) Always available
(O Available from

Priority: 1 =

Driver: Samsung C268x Series PS w Mew Driver...

(®) Spool print documents so program finishes printing faster
() Start printing after last page is spooled
(®) Start printing immediately

(O Print directly to the printer

[ Hold mismatched documents
Print spocled documents first
[[]Keep printed documents

Enable advanced printing features

Printing Defaults... Print Processor... Separator Page...

5. | On the Properties dialog box, click Cancel. On the Print dialog box, click Cancel.
Close Notepad, and log off HR Desktop.

Log off Citrix Receiver.

Click HR1 and Log Off. Close the Receiver window.

Key Takeaways:
e The successful mapping of a printer with another driver does not mean that the printer will
actually work. This will need to be tested and may require a different driver to be used.
e Ensure to refer to print manufactures documentation and test thoroughly before releasing
mappings into production.

Exercise 8-8: Configure the Universal Print Driver

Scenario:
Your task is to configure the use of the Universal Print Driver for all users to limit the amount of necessary

3 party printer drivers.
Step Action

1. | Using the Remote Desktop Connection Manager, switch back to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-XDC-001 by
right-clicking this machine and selecting Connect server.
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2. | Using Studio, expand Citrix Studio (SITE-NewYork) and click Policies.

In the middle pane under policies, select Technicians-Print Settings. In the right pane, click

Edit Policy.
&3 Citrix Studio 5 (m] X
File Action View Help
e=|zm B
&4 Citrix Studio (SITE-NewYo. . Actions
O Search CITR!X Polici “
= Machine Catalogs oliges
(=4 AppDisks emplates | Comy ; o Create Policy
£, Delivery Groups View 4
4 Applications Policies e
[= Policies |G Refres|
i 7
@LOQQ_"‘Q , Policies Technicians-Print Settings Help
> [ Configuration e e ete
- o - -~
1 Unfitered Overview | settngs | Assignedto | | | Technicizns Print Settings
= 2 [ Edit Policy...
RemoteUsers- Name: Technicians-Print Se ) i
Disable Client Dri... Priority: 4 & Higher priority
SVDA-Load S & Lower Priority
atus: Enabled
Maoagement &) Disable Policy
Technicians-Print Description: Print settings for
4 Settings Technidian Save as Template...
Floor1-Proximity Desktops [ Delete Policy
Printing Help
Floor2-Proximity
Printing
7  HR-Print Flow
HR-Print Driver
Override
< >

Note: Studio was started in a previous exercise. If Studio was closed in a previous exercise,
then click Start > Citrix > Citrix Studio.

3. | On the Settings page, in the All Settings drop-down, select Drivers (under ICA\Printing).

4. | Locate the Automatic installation of in-box printer drivers setting, and next to this setting
click Select. Select the Disabled radio button.

Automatic installation of in-box printer drivers

) Enabled
When auto-creating printers, perform on-demand installation of drivers

(® Disabled
Do not perform on-demand installation

¥ Applies to the following VDA versions
Virtual Delivery Agent: 5.6, 7.0 Server OS, 7.0 Desktop OS, 7.1 Server 05, 7.1 Desktop 05, 7.5 Server
05, 7.5 Dasktop OS, 7.6 Server OS5, 7.6 Desktop OS, 7.7 Server 05, 7.7 Desktop 05, 7.8 Server 05, 7.8
Desktop OS, 7.9 Server 0§, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop 05

¥ Description
Enables or disables the automatic installation of printer drivers from the Windows in-box driver set or
from driver packages which have been staged onto the host using "pnputil.exe /3" By default, these
drivers are installed as needed.

“ cance l

Click OK.

5. | Locate the Universal print driver usage setting, and next to this setting click Select.
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In the Value drop-down field, select Use printer model specific drivers only if universal
printing is unavailable.

Universal print driver usage

Value: [Use printer model specific drivers only if universal printing is unavailable - ]

[ Use default value: Use universal printing anly if requested driver is unavailable

¥ Applies to the following VDA versions
Virtual Delivery Agent: 5.6, 7.0 Server OS5, 7.0 Desktop OS5, 7.1 Server OS5, 7.1 Desktop OS, 7.5 Server
05, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server OS5, 7.7 Desktop OS5, 7.8 Server 05, 7.8
Desktop OS, 7.9 Server OS5, 7.9 Desktop 05, 7.11 Server OS5, 7.11 Desktop OS, 7.12 Server 05, 7.12
Desktop OS, 7.13 Server 05, 7.13 Desktop 05

Click OK and then click Next.

o

On the Users and Machines page, click Next.

7. | Onthe Summary page, click Finish.

Edit Technicians-Print Settings

Studio Summary

View a summary of the settings you configured and provide a name for your new policy.

Policy name: Technicians-Print Settings (] Enabl li
¥ Settings 9 | Enable policy
¥ Users and Machines Description: Print settings for Technician Desktops

Summary
Settings configured: 4 Assigned to: 1 user and machine objects
Auto-create client printers -

» Delivery Group

User setting - ICA\Printing\Client... Applies to all settings

Auto-create the client’s default
printer only (Default: Auto-create all
client printers)

Automatic installation of in-box...
User setting - ICA\Printing\Drivers
Disabled (Default: Enabled)

Client printer redirection
User setting - ICA\Printing
Allowed (Default: Allowed)
Universal print driver usage

User setting - ICA\Printing\Drivers

Back Cancel |

Key Takeaways:
For a stable printing system, try to use the Universal Print Driver unless specific printer functions
are required.
e The Universal Print Driver currently requires Windows Endpoints to benefit from all functions.
e Make sure not to confuse the Citrix Universal Printer Driver with product specific Universal
drivers, such as HP and Lexmark.
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Exercise 8-9: Test that the Printer Auto-created with the

Universal Print Driver

Scenario:
Your task is to log on and test that the Universal Print Driver is in use when auto-creating the printer.

1. Using the Remote Desktop Connection Manager, switch back to NYC-WRK-001.

Note: In a previous exercise, you had logged on to NYC-WRK-001 using the following
credentials to make the connection:

e User name: Workspacelab\Administrator

e Password: Passwordl

Note: If your Remote Desktop Connection session disconnected, log on to NYC-WRK-
001 by right-clicking this machine and selecting Connect server.

2. Log on to Citrix Receiver with the following credentials:

e User name: Technicianl

e Password: Passwordl

Select DESKTOPS and then launch Technician Desktop.

@ Citrix Receiver

E = workspacelab.comitechnicia... ¥

FAVORITES

! Details

Technician Desktop

3. Click Start and type Notepad. Launch Notepad from the list.
4. In Notepad, click File > Print.
5. In the Print dialog box, right-click Lexmark Universal v2 PS3 (from NYC-WRK-001) and

select Properties.

In the Properties dialog box, click the Advanced tab and view the Driver drop-down
menu. Notice the printer was auto-created with the Citrix Universal Printer driver.
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e
General Sharng Ports  Advanced Color Management Securty  Client Settings

(®) Always available

() Available from

Priority: 1 =

Driver: Citriz Universal Printer R Mew Driver...

(®) Spool print documents so program finishes printing faster
(C) Start printing after last page is spooled
(®) Start printing immediately

() Print directly to the printer

[JHold mismatched documents
Print spooled docurnents first
[JKeep printed documents

Enable advanced printing features

Printing Defaults... Print Processor... Separator Page...

QK Cancel Apply

On the Properties dialog box, click Cancel. Then, on the Print dialog box, click Cancel to
exit the dialog box.
6. Close Notepad and log off the Technician Desktop.

Log off Citrix Receiver.

Click Technicianl and Log Off.

7. Switch back to NYC-XDC-001 using the Remote Desktop Connection Manager.

8. Click Start and click Citrix Studio.
Note: Ignore if Studio is already open.

9. Click on Machine Catalogs in left pane. Double-click NYC-CAT-DesktopOS.

10. Right-click NYC-DTP-001.workspacelab.com, select Turn On Maintenance Mode and
click Yes to confirm.

11. Connect to XenCenter and shut down NYC-DTP-001.

Key Takeaways:

e Using the Universal Print Driver will not use the native installed drivers and will help to prevent
performance issues.
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Exercise 8-10: Configure the Universal Print Server

Component

Scenario:
Your task is to install the Citrix Universal Printer Server on an existing print server and to enable the use
of the universal print driver for common print servers.

o Sep_ ____ __ _____________________Acton ____
1. | Using XenCenter mount the XenApp and XenDesktop installation media ISO to NYC-FSR-

001.

To mount the installation media ISO, select NYC-FSR-001 in the left pane of the XenCenter.
In the right pane, select the Console tab. Using the DVD Drive 1: drop-down menu, select
XenApp_and_XenDesktop_7 13.iso0.

Note: If there are no ISOs listed in the DVD Drive 1: drop-down menu, then the Local ISO
Storage Repository (SR) that contains the ISO library may need to be re-scanned. In the left
pane of XenCenter select the Local ISO SR XS. In the right pane select the Storage tab and
click on the Rescan button. This task may need to be repeated later in the course.

Note: If the above rescan of the Local ISO SR XS does not show the specific ISO for
installation: XenApp_and_XenDesktop 7 13.iso, then please tell your instructor.

2. | Using the Remote Desktop Connection Manager, connect to NYC-FSR-001.
To log on to NYC-FSR-001, right-click this machine and choose Connect server.

Note: The following credentials are used to make the connection:
e User name: Workspacelab\Administrator
e Password: Passwordl

3. | Launch File Explorer from the Windows Taskbar or Start menu.

Double-click the green Citrix logo next to CD Drive under Devices and drives, and double-
click on AutoSelect.exe.

b CD Drive (D) ¥4 and XD

' 0 bytes free of 2.19 GB
UDF

4. | The wizard will now display all possible installation options that are compatible with the
Operating System of the machine that you are on.

Under Extend Deployment, click Universal Print Server.
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XenDesktop 7.13

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Modify or remove Delivery Controller components. Install this agent to deliver applications and desktops from server-
based VMs or physical machines.

Extend Deployment

i Citrix Studio i Self-Service Password Reset

i Universal Print Server

Citrix StoreFront i Federated Authentication Service i

Services and Support

1 Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

On the Software License Agreement page, read the Citrix License Agreement and if you
agree, select | have read, understand, and accept the terms of the license agreement.
Click Next.

On the Core Components page, verify that Citrix Universal Print Server is set as Required
and click Next.

XenDesktop 7.13 Core Components

¥ Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Summary
Citrix Universal Print Server (Required)

Install Provides printing services for clients

Finish

Back ,J i; Cancel |

Review the settings on the Summary page and click Install.
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XenDesktop 7.13 Summary
Review the prerequisites and confirm the components you want to install.

Installation directory

C:\Program Files\Citrix

Install

Prerequisites

Finish Microsoft Visual x86 C++ 2013 Runtime

Microsoft Visual x64 C++ 2013 Runtime
Printing Server Role

Core Components

Citrix Universal Print Server

[ concel ]

8. | After the installation has successfully completed, click Finish.
9. | Restart the Citrix XTE Server service.
Right-click Start, and click Run. Type services.msc and press Enter.
Note: In some cases, the print server is a dedicated machine where the machine can just be
restarted.
Gk Citrix Web Services for Lice.. A serviceth.. Running  Automatic Local Service
Gk Citrix Xen Guest Agent Maonitors an.. Running  Automatic Local Syste...,
Gk Citri XenServer Windows In... Manages Ci... Manual Local Syste...
itrix XTE Server Services net.. Running  Automatic Metwork 5...
&k Client License Service (ClipS... Provides inf... Manual (Trig... Local Syste...
S5 CNG Key lsolation The CMG ke.. Running  Manual (Trig... Local Syste...
10.| Right-click Start and select Programs and Features.
11.| Verify that the Citrix Universal Print Server version is 7.13.0.84.
12.| Using XenCenter eject the XenApp and XenDesktop installation media from NYC-FSR-001.
To eject the installation media 1SO, select NYC-FSR-001 in the left pane of XenCenter. In the
right pane, select the Console tab and click Eject to remove
XenApp_and_XenDesktop_7_13.iso from the DVD Drive 1.
Note: The Eject option can be difficult to see. It is an underlined word to the right side of the
DVD Drive 1 drop-down menu.
13.| Using the Remote Desktop Connection Manager, switch to NYC-XDC-001.

Note: In a previous exercise, you had logged on to NYC-XDC-001 using the following
